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1 Regulation background ar?gaa; basis

1.1 Regulation history and_grc

This regulatio -%: Is regulation Viestintavirasto 72 A/2018 (Regulation 72A/2018
on Electronic %i ication and Trust Services) and issues a hew, amended regula-
tion. V4

s for updates

Techn g%fdevelopment, changes in information security threats, the progress in

ETSI :tgdards drafted for trust services, market development, application experi-

e%‘ from companies and the experiences of the Finnish Transport and Communi-
tidns Agency on supervision require regular assessment of and changes to the
quirements.

issued on 2 November 2016 in connection with the entry into force of the EU eIDAS
Regulation (EU) 910/2014 to harmonise national and EU regulations and make them
compatible. The intention was also to further the requirements for the nationally
regulated strong electronic identification trust network in terms of competition and
technical interoperability. The transition period of the regulation issued in 2016 was
extended with an amendment on 14 May 2018. This means that the amended regu-
lation is the third version of the current regulation.

%E The current regulation on electronic identification and trust services was originally

Regulation 72/2016 M repealed FICORA Regulation 7 B/2009 M on obligation of iden-
tification service providers and certification authorities providing qualified certificates
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to the public to submit notifications to FICORA and Regulation 8 C/2010 M on relia-
bility and information security requirements for identification service providers and
certification service providers offering qualified certificates. Regulation 7 laid down
provisions on notifications of commencing or changing services and notifications of
disturbances. Regulation 8 laid down provisions on information security require-
ments. Regulations concerning qualified certificates were issued for the first time in
2003, and in 2009 they were complemented with requirements concerning strong
electronic identification services.

1.2 Legal basis of the regulatory authority C?
eftification

The authority is based on section 42 of the Act on Strong Electronic
and Electronic Trust Services (617/2009, the Identification andQE Services
Act)[1]

1.3 Other related regulations and provisions %E

1.3.1 Electronic identification

Government Decree 169/2016 on the trust network ofgtrong electronic identification
service providers, amended 1212/2018 (the 'trust decree’) [2]

The decree lays down provisions on certain a Wative practices and interfaces.
The decree is especially connected to chap f the Regulation, which concerns
the interoperability of identification services.

REGULATION (EU) No 910/2014 OF EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 23 July 2014 on electrgc identification and trust services for electronic
transactions in the internal m d repealing Directive 1999/93/EC (‘eIDAS
Regulation’)[3]

The provisions concerning @ervices, accredited conformity assessment bodies

and designated certification bodies for electronic signature or electronic seal creation

devices is primarily %ﬂ in the eIDAS Regulation. The regulation provides minor,
the provisions.

necessary additions't
The Commissj gementing acts specify the requirements of the eIDAS Regula-
tion.

/7

Commijssi mplementing Regulation (EU) 2015/1502 ('EU’s Electronic Identifi-
catior%s's rance Level Regulation’) on setting out minimum technical specifica-
tighs and procedures for assurance levels for electronic identification means pursu-
ni&o Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and
the Council on electronic identification and trust services for electronic transac-

v ns in the internal market[4]
&

he EU Assurance Level Regulation lays down requirements for the assurance levels
for electronic identification means. The Regulation applies to the identification means
that are notified to the EU Commission. Several provisions on identification service
requirements in the Identification and Trust Services Act refer to the Regulation,
meaning that the Regulation, together with the Act, shall also be applied to identifi-
cation means that are not notified.

The explanatory notes refer to the application guidelines concerning the Assurance
Level Regulation, which have been drafted in cooperation by experts from Member
States in a Cooperation Network.
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Commission Implementing Regulation (EU) 2015/1501 ("EU Interoperability Reg-
ulation’) on the interoperability framework pursuant to Article 12(8) of Regulation
(EU) No 910/2014 of the European Parliament and of the Council on electronic iden-
tification and trust services for electronic transactions in the internal market.[5]

The EU Interoperability Regulation mainly applies to the national node maintained
by the Digital and Population data Services Agency. The specifications of minimum
and optional attributes provided in the EU Regulation have also been implemented
in national identification with this regulation. The EU Regulation also appliesftoghe

national node.

Commission Implementing Decision (EU) 2015/1984 ('EU notificatio ﬁedure
decision’) defining the circumstances, formats and procedures of (0] ificéftion pur-
suant to Article 9(5) of Regulation (EU) No 910/2014 of the E c&n Parliament
and of the Council on electronic identification and trust service ?c%%ctronic trans-
actions in the internal market[6] %

The EU notification procedure decision specifies the informa¥pon-to be included in the
notification and the procedure to be followed. The Finfiish Transport and Communi-
cations Agency, together with the identification rovider in practice, shall
notify the identification scheme to the Commissi rmother Member States.

cision’) establishing procedural arrang r cooperation between Member
States on electronic identification pur Article 12(7) of Regulation (EU) No
910/2014 of the European Par/iamentsﬂof the Council on electronic identification
and trust services for electronic tr@ions in the internal market[7]

Commission Implementing Decision (EU) 20 @ 'EU cooperation network de-
eqeb 0

The EU Cooperation Network i n contains provisions on the cooperation of
Member States in the pe dwi€w related to the notification of identification
schemes. The Finnish Tran§pogf and Communications Agency is a member of the

Cooperation Network. }
1.3.2 Electronic signature and £i) ation device

Q

1.3.Qe.§onal data

Commission I ting Decision (EU) 2016/650 of 25 April 2016 laying down
standards forth curity assessment of qualified signature and seal creation
devices purspant to Articles 30(3) and 39(2) of Regulation (EU) No 910/2014 of the
Europea rliament and of the Council on electronic identification and trust services
for el oni€ transactions in the internal market (Text with EEA relevance)[8]

&Eommission Implementing Decision sets out the requirements for the certifica-

%)n f electronic signature and seal creation devices. The provision is connected to

ovision 23 of the Regulation.

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data, and repealing Directive
95/46/EC (‘General Data Protection Regulation’) [9]

Definition of personal data according to Article 4
1) ‘personal data’ means any information relating to an identified or identifiable

natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier
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such as a name, an identification number, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;

Article 32 of the General Data Protection Regulation is applied to personal data in-
formation security.

Article 32 Security of processing

1. Taking into account the state of the art, the costs of imp/ementa@’;d
the nature, scope, context and purposes of processing as well as isi of
varying likelihood and severity for the rights and freedoms of na s0ns,
the controller and the processor shall implement appropriate te% and or-
ganisational measures to ensure a level of security appropri 0 We risk, in-
cluding inter alia as appropriate:

(a) the pseudonymisation and encryption of person@g

[..]

2. In assessing the appropriate level of segé#rity, dccount shall be taken in
particular of the risks that are presented by, pkocegsing, in particular from acci-
dental or unlawful destruction, loss, alter& nauthorised disclosure of, or
access to personal data transmitted, st@ otherwise processed.

Section 29, subsection 4 of the Data PQ ign Act (1050/2018) [10] specifies the

displaying of personal identity codes

A personal identity / not be unnecessarily entered into documents
printed out from or @v p based on a filing system.

2 Objective of the Regulation

2.1 Objectives

2.2

Q

The specificationgillto legal requirements with this Regulation make provisions
foreseeable t ors and promote equal competition among operators. The Reg-
ulation aims t/o ure the information security and interoperability of the services.

Preparat&’xork of the regulation together with the operators in the branch sup-
ports spkecification of feasible requirements.

the point of view of customers of identification and trust services, regulation
sures information security and the protection of privacy by design. Building trust
the branch requires that the operators build their services properly from the start.

ry changes and assessment of the impact of the Regulation

The wording of the Regulation has been clarified in places. The layout of the Regu-
lation has been changed to match the harmonised specifications of the Finnish
Transport and Communications Agency, which is why some terminology changes
have been made, for example. For the sake of clarity, sections and subsections are
referred to as provisions to differentiate them from sections of the explanatory notes
in these explanatory notes.
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These explanatory notes have been formulated in accordance with the new practice
adopted at the Finnish Transport and Communications Agency. The memorandum
no longer contains explanatory sections adjacent to the theme.

The following sections describe the primary changes and their purposes. The impact
will be addressed in further detail in the provision-specific explanations.

Provision 4 Information security management system

The wording of provision 4.1 will be changed to say that the selected inf ipn
security management standard(s) must be complied with, not on ed.
This makes the requirement slightly more restrictive. The purpose of tlﬂﬁ%dto high-
light the significance of the commitment of the identification servic@' er man-

agement and the significance of the maintenance of the informa%\e urity man-

agement system and processes.
Certification is a good way to prove information security m g!ment conformity,
but certification is not a requirement, even on the high assMartce level.

The change to provision 4 does not require a transi;g(yiod.
tifj

Provision 5 Information security requirements of an idév'f ation scheme

Provision 5.1 on the identification sche %sistance is new to this version
of the regulation.

A specification on the assurance &I of the identification scheme’s re-
sistance will be added to the R tion. Provision 5.1 specifies the level of the
whole of the security measurgs™g technical specifications of the identification
scheme. This requirement cq erived from legislation by way of interpretation,
but for added clarity, the m@s specified in the Regulation.

The required level of ti¥g security measures, i.e. technical controls, required in sec-
tion 2.4.6 of the E % Identification Assurance Level Regulation, is specified
based on the abij %ovide protection against potential attacks specified in sec-
tion 2.3.1 of t % regulation. No detailed criteria or standard to abide by will be
regulated for €hé riSk assessment. The assessment must be based on an excellent
command of ghe¥branch and monitoring of the threats, vulnerabilities and technical
develop ts.

operation will be specified to match established application. The requirement of
o®h encryption practices and their relationship to encryption requirements in pro-
‘ ision 7 will be clarified. The security requirement concerning the retention of data

Przvis%from 5.2 to 5.4 on the safety of communications, information systems

¥ section 7 of the act has been moved to provision 5.4.

92 The changes to provision 5 do not require a transition period.
Ch

ge to the recommendation related to provision 5: Recommendation on the relia-
bility of the identification scheme time

The Recommendation on the reliability of the identification scheme time previously
in section 1 of the explanatory notes 2016, part C, will be changed and moved to
the explanatory notes of provision 5.3 e). The reliability of the time of the scheme is
an important factor in logging and log time-stamps. It is also a core basic require-
ment. The provisions do not address time sources or synchronisation.
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Provision 6 Information security requirements of an identification means

Provision 6.1 on identification means characteristics and resistance is new
to this version of the regulation.

The purpose of this is to harmonise and improve the minimum security level of iden-
tification means and the related assessment. Identification means are constantly
developing and information security threats are changing.

A requirement to perform a special risk assessment on the identjficatipn
means will be added to the Regulation. The assessment must e the
threats related to various authentication factors and the authenticatio% hanism
separately and the measures in place as protection against these thr; . Of security
measures, the regulation will address encryption solutions specifi %well as the

separation of authentication factors, when they are used on the rminal device
(e.g. a mobile identification app and fingerprint or a PIN code@

The purpose of the special risk assessment requirement% emphasise the im-
portance of the design of the identification means secuyffty. The assessments will also
provide the Finnish Transport and CommunicationgAge justified data based on
which the agency may allocate identification servjce ir obligations pre-emptively
and not only after an incident occurs.

A specification on the required level of esistance of the identification

means will be added to the Regulatjen s requirement could be derived from

legislation by way of interpretation, bu@r added clarity, the matter is specified in

the Regulation. (Cf. correspondin@:g to provision 5). The requirement for the
t

means to be able to protect it be specified by adding a reference to the
Assurance Level Regulation anc he components that must be observed in the
threat and risk assessment j i

According to an estimafe by the Agency, this regulation model is flexible enough to
allow identification sgrvi to develop their identification means. The model takes
the security control%—\ identification means into account as a whole.

means risk asse ent requirement does not require a transition period.

/7
As an al@gtive to provision 6.1, the Agency has assessed regulation models in
th

whichbém tication factor specific requirements would be specified in the regulation
orghe r irements concerning the resistance of the identification means would be
ified with a reference to a standard. Due to the diversity and development of
thentication factors, an authentication factor specific regulation model would in-

Ive details that cannot be covered pre-emptively on a regulatory level, or doing so
Would not be practical, according to an evaluation by the Agency. Furthermore,

Based on feegb¥m om stakeholders, the Agency estimates that the identification

Q~ threats to identification means security and security measures as protection against
threats are not purely authentication factor specific. Resistance indicators or other
specifications in the Regulation could be based on standards, but no such generally
applicable standards that could be used to universally regulate compelling require-

ments exist to the Agency’s knowledge.

Provision 6.2 on specific security measures is new to this version of the reg-
ulation.
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The purpose of the provision is to harmoniously adopt some good security prac-
tices in identification means that allow for them in terms of technology.

A requirement (6.2.1), that identification request itemising data ('session bind-

ing’) that can be used to connect the service event and identification request and
avoid authorising unjustified identification requests must be displayed to the user,
will be added to the Regulation.

A requirement (6.2.2), that the name of the relying party, or e-service, @

be displayed to the user, will be added to the Regulation. The displayed da i
be authenticated by the identification broker service, but the allocation e-
sponsibility of displaying this data to the user is left to the discretion o a

operation models. Q.

Provision 6.2.3 on single sign-on is new to this version § t?ﬁ-egulation.

rious

A provision (6.2.3) on the security requirements of sing -on will be
added to the regulation: a duty to manage session duratioR{ transfer and termina-
tion related to single sign-on. In this respect, the purp®se of the regulation is to lay
down general provisions based on earlier cooperati it stakeholders. Single
sign-on events must also display the names of the réfyjng parties, or e-services, to
the user.

A transition period will be given for the im@ ation of the requirements in pro-

visions 6.2.1 and 6.2.2. q
Provision 7 Encryption requirements of theq entification scheme and interfaces

QQ~

Provision 7.1 Communicati ryption methods

The list of acceptable encry;@methods and algorithms in communications encryp-
tion (7.1.1) in the regulatio | be completed due to technical advancements. The
section will be specifiemalso make it applicable with provisions concerning mes-
sage encryption lai w section 9. Encryption mode XTS, which is not technically
suitable for encrypting/fommunications or messages, but rather encrypting stored
data on disks, @ left out of the section. Based on experience with supervision ,

the Agency is' offthe opinion that minimum requirements must be laid down unam-
biguously, ¢

The ion?(7.1.2) to use algorithms and values listed by the Crypto Approval Au-
th i%A) of the Finnish Transport and Communications Agency NCSA or SOGIS
, in addition to the algorithms and procedures listed, will be added to the
gWlation. The objective is to make the requirements more flexible in preparation

ents. The Agency is of the opinion that the regulation cannot be replaced by a mere
reference to these sources, because they are maintained for a different purpose and
they may in some regards be unnecessarily strict compared to identification require-
ments on the substantial assurance level.

%r not having time to amend the regulation in keeping with rapid technical develop-

Provision 7.2 Communications encryption protocol

The option to use version TLS 1.1 on exception will be removed from the regulation.
This means that the required minimum level is TLS 1.2, without exception.

Based on experience from disallowing the use of version TLS 1.0 in the regulation
issued in 2016, it is beneficial for fair competition that all identification services are
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obliged to make the change at the same time. Based on feedback from stakeholders,
the Agency has assessed that there is no need to provide a transition period for this
requirement. TLS version 1.2 was widely adopted already during the previous tran-
sition period and it is also supported by terminal device hardware.

The changes to provision 7 do not require a transition period.

Recommendation on applying provision 7.1 on the high assurance level

The recommendation concerning encryption methods and algorithms on rg?h
assurance level in the explanatory notes to the 2016 regulation will be regai sa
recommendation and updated. \

The recommendation corresponds to security category TL VI defipe e assess-
ment guideline issued by the Crypto Approval Authority (CAA). Th Cy assesses
that making the values in the recommendation concerning th% assurance level
mandatory would not cause interoperability issues, because ication brokering
allows for case-specific selection of algorithms from the techical point of view. How-
ever, the Agency is of the opinion that the impact ongfelying’ parties using high as-
surance level identification is more difficult to asses\

Provision 8 Authenticating parties to the communicaaz \V

The specification to the requirements in
parties is the most significant and impa

The requirement to authenticate parfies tO,communications in section 8.2 of the valid
regulation will be specified by se;éﬂpg the establishment and management of a
trust relationship. Provision 8 egulation specifies the requirements for com-
munications connections be entification services and between identification
services and relying parties@—services.

j 8 and their extension to relying
change to the regulation.

Provision 8.1 contains hgirements for communications party authentication in es-
on

tablishing a trust re% ip.
Provision 8.2 s he alternative procedures for updating digital certificates and
keys in maintaining the trust relationship.

The purp&sef to clarify the requirements and ensure the harmonised use of secure
procegures )egardless of identification service. The requirements have proved am-
bi uom practice and caused many issues with interpretation as well as varying
cedures in terms of security, especially in authenticating relying parties, i.e. e-
€s.

e purpose of the requirements is to ensure that identification events are only re-
layed to organisations that have been reliably authenticated. Verifying the relying
party is a crucial method of protecting the identification means user from verifying

Q fraudulent identification requests. The purpose is also to ensure the integrity and
confidentiality of communications and messages.

Requirements will provide better security than basic procedures of protocols, which
trust any digital certificates generally trusted on the internet regardless of their ac-
tual reliability. Implementing the requirements requires process definitions concern-
ing key and digital certificate provision and various setting determinations in server
software in both identification services and e-services. That is why the impact and
technical feasibility have been thoroughly assessed and considered and the technical
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execution of the requirements using OpenID Connect and SAML protocols has been
assessed in cooperation with stakeholders during the drafting phase. The Agency is
of the opinion that the changes are technically feasible and necessary for the con-
tinued development of the security of strong electronic identification. However, these
requirements need a transition period, especially in relation to e-services, and im-
plementing the changes will require cooperation with guidance and communication
services.

The Agency assesses that the changes to provision 8 require a transition perjgd,
because they have a significant effect on relying parties, i.e. e-services u iden-
tification services.

Provision 9 Integrity and confidentiality of identification messages x

The categorical message-level encryption requirement will besc
alternative procedure will be determined for securing th
tegrity of identification messages alongside message gn ion by means of
specific ensuring of the confidentiality and integrity of the 8@mmunications connec-
tion. This alternative procedure is possible, if the megSages are not relayed via the
user’s browser or terminal device.

The purpose of this change is to take into acc \y features of various standards
and protocols and the purpose of the reg%@e ter than in the valid regulation.

?@ed so that an
fidentiality and in-

This change will enable the current mobilg di§itaf certificate solution using the ETSI
MSS standard and add flexibility when OpenlID Connect protocol. The user’s
browser is usually used in connection using the SAML protocol, meaning that

message encryption must always ched

The purpose of this requiremer@ void unauthorised disclosure of personal data
in the browser on the usery al device or on the servers. Together with the
requirements in provision idghtification message encryption and signatures also
protect the identificatign event from forgery and duplication. The procedure also
works to secure th ?&ﬂon of the verification of the user’s authentication and
personal data durj ughentication only to the correct relying party, i.e. the e-ser-
vice. The protec uirement applies to connections between identification ser-
vices and bet nY¥dentification services and relying parties alike.

The technica¥execution of encryption and signatures refers to provision 7, which has
%&d to adapt it to message-level encryption in terms of technology.

been ‘K’
Ch&nges#o provision 9 are tied to the requirements in section 8, meaning that the
angition periods correspond to the transition periods in section 8.

Provisio?s ncident notifications by the identification service provider to the Finnish
a

N

nd Communications Agency

Requirements concerning the notification procedure are added to the pro-
vision (11.3). The provision describes an established practice. The purpose is to
clarify the obligation to provide notification to all identification services.

Otherwise, the provision clarifies the notification threshold for threats and disrup-
tions and the content of the notification. The changes are in keeping with the super-
vision practice and do not change the requirement level.

In the opinion of the Agency, new notification thresholds do not need to be drafted
for performance disruptions nor would it be functional. In this regard the assessment
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from 2016 will not be amended. It should also be noted that the Identification Act
does not contain specific requirements for the continuity, resilience or preparedness
of identification services, meaning that the Agency has no authority to issue provi-
sions on these.

The responses to the questionnaire on necessary changes to the regulation issued
by the Agency contained concerns that not everyone would report disruptions to the
Agency with a low enough threshold and that not all identification services would
inform each other of disruptions. The Agency estimates that these obseryatjQns
should be primarily addressed with monitoring and by improving inform
change between the members of the trust network. The obligation to j
operators is not covered by the regulatory authority. It is a matter fo:

The changes to provision 11 do not require a transition period. ?\

Provision 12 %

Provision 12.1 on the mandatory set of data (attributes) bigkePed within the trust

network. g
Information on the relying party authenticated by th§id€ntification broker service,

i.e. the name of the e-service, is added to the dgtory information in provision
12.1. 4). The purpose is to enable the practi owing the user the name of the
e-service that they are about to identify with ified in provision 6.2. to increase
security.

Provision 12.3 on the pseudon 'satim of identification is new to this
version of the regulation. Q-

cation means provider and ification broker service within the trust network if
the e-service is only provided™®ith a so-called impoverished confirmation of user
authentication. &

8| fubsection 2 of the Identification and Trust Services Act,
the provisions ection 1 do not prohibit offering a specific service in a way
that the identifigation service provider discloses to the service provider using the
identification geice the pseudonym of the identification means holder or only a
limited awt of personal data.

Its purpose is to clarify attr% uirements in the interface between the identifi-

According to sectd

to the relying party or authenticated through strong electronic identification.
e Pegulation specifies the attributes that are processed in authentication within
?} e trust network. Typically, the relying party will be provided with e.g. a name

Thg act @ this regulation do not lay down provisions on which personal data is pro-
&d

nd personal identity code, but in keeping with the method described in the act the
% relying party may also be provided with a pseudonym or a limited amount of per-
sonal data. This also requires that the user is authenticated with strong identifica-
tion means and the data concerning the identification event must be stored in ac-
cordance with section 24 of the act.

The term pseudonym is used instead of alias in the regulation because as far as
regulation concerning personal data is concerned, these are pseudonymised per-
sonal data in the Agency’s assessment. Even if the data were anonymous from the
point of view of the relying party insofar as the relying party may not be able to
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connect the data to a certain person, the data can be connected to a specific per-
son based on the data saved by identification services when investigating disrup-
tions, for example.

The changes to provision 12 do not primarily require a transition period. The pro-
cessing of a name by a relying party in accordance with provision 12.1 is con-
nected to the implementation of provision 6.2.2 in the regulation, meaning that the
transition period is the same.

To the Agency’s knowledge, pseudonymisation in accordance with provisio .3Jis
not available, and any development of such a service must be based on éereq-
uisites of the regulation without a transition period.

Provision 14 Data transfer protocol and other requirements Q.
42

The protocol used for data transfer in accordance with provis'r@ has been spec-
ified by naming Open ID Connect and SAML as the standagd of which must be
used by the identification means provider as the minimu eduirement for the in-
terface used by the identification service for the chaigfng of initial identification be-
tween identification means providers in accordanc ction 17 in the identifica-
tion Act and for the identification brokering betyee e identification means pro-
vider and the identification broker service in a Me with section 12 a in the Act.

The purpose of the provision is to limit t er of the standards that the inter-
faces that the identification services m repared to maintain for their part to
relay or receive identification data durif initial identification or identification bro-
kering.

In the provision, enabling mea :preting the requirement from the point of view
of the rights of the recipienfq initial identification or identification event bro-
kered to the relying party e Jdentification service may fulfil its obligations by of-
fering the function thro h an identification service in another trust network, as long
as the requirements wn in the provisions and regulations are fulfilled.

The changes to f s n 14 do not require a transition period.

Provision 15 Conformlty%ssment criteria
/
Intero e@ty within the trust network has been added as an assessed function to
provis&y 1. According to section 29 of the Identification and Trust Services Act,
ingeroperability is covered by conformity assessment, and the requirements are
p&gified in chapter 3 of the regulation and they have been observed in the assess-
ent guideline issued by the Finnish Transport and Communications Agency.

munications Agency as a possible set of assessment criteria has been added to the

Q reference to the assessment guideline issued by the Finnish Transport and Com-
Q provision. The wording has been clarified.

The changes to provision 15 do not require a transition period.

Provision 16 Report on the reliability of the identification service provider and the pub-
lished data
The provision is connected to an identification service provider’s obligation to notify
commencement of operations and any changes to these operations according to sec-
tion 10 of the Identification Act. The provision is also aimed at clarifying the infor-
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mation that is not covered by the regular, independent and qualified conformity as-
sessment specified in provision 15. The provision has been supplemented and
amended in accordance with the supervision and guidance practice.

The changes to provision 16 do not require a transition period.

Provision 21 Assessment criteria for a qualified trust service

The provision specifies the conformity assessment criteria of qualified trust sgfvices
by referring to existing ETSI standards. References to the standard conceré

|-
cern-
pleted

ified validation services of electronic signatures or seals and the standar
ing a qualified electronic registered delivery service, which have be&
after the previous regulation was drafted, are added to the provisio

The purpose is to specify the assessment criteria insofar as th %ﬂssion has not
exercised its authority to issue implementing acts. If the Co n were to issue
implementing acts, the requirements in the Regulation w% epealed.

The changes to provision 21 do not require a transitigff period.

2.3 Other implementation options

The alternatives that were considered in the @Kory work of the provisions are

described in the provision-specific explang

The feasibility of solving guidance requ@ efficiently and equally using instruc-
tions and recommendations or co-regulagjon, instead of regulation, was reviewed
during the Regulation drafting pr The assessments are included in the provi-
sion-specific explanations.

3 Preparatory work of the regu@n

3.1 Key stakeholder consultati

On 4 August 2020, the
comprehensive R

Finnish Transport and Communications Agency conducted a

nary questionnaire on the field concerning any need for

change oh t»fel%mtion (Doc. no. TRAFICOM/245890/03.04.05.00/2020). The

questionnaire ained 74 questions. The questionnaire received eight replies. This

input ha&gn observed in the preparatory memoranda published during the pre-
phgSe.

paratx
ork plan concerning the amendment preparation of the regulation was published
December 2020. The plan contains the issues under review, a grouping of the
emes in stakeholder workshops and the entire timetable of the project. An updated
rsion of the work plan was published on 26 March 2021, which described the pol-

%E icies drafted during the preparatory phase.

Q Seven workshops have been held for stakeholders and two additional workshops
between 10 December 2020 and 16 June 2021, as specified in the work plan. The
Agency has also met one on one with a few operators upon request. A preparatory
memorandum has been published for each regulatory amendment theme before the

workshop. This memorandum has contained the valid regulation and its explanations

and earlier impact assessment, sources, input received from the preliminary ques-

tionnaire and proposed amendments to the regulations as well as views on the in-
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formation security, feasibility and economic impact of the changes. Comments re-
ceived in stakeholder workshops and the Agency’s resulting conclusions have been
compiled and published on the workshop presentation slides.

The restricted cooperation group within the identification service trust network, the
identification and trust services eIDAS group open to all and the identification and
trust services technical eIDAS group open to all have been notified of the drafting
process of the Regulation by e-mail. This group includes a comprehensive number
of identification and trust service providers, ICT operators, authorities and s e-
services providers, who use identification and trust services. All preparator al

has been published on the Agency’s website. \
QR

X
3.2 Comments received through consultation \gj
o
QW
\4

Q.

>

4 Detailed rationale (9
Chapter 1 of the regula};i:f\ﬁeneral provisions

4.1 Provision 1 Scope of % tion

The Regulatio%lies, similarly to previous regulations, to the provision of means
of strong, ele€trénic identification. Means of strong electronic identification mean
those th%&ve been notified to the Finnish Transport and Communications Agency
and t tHe set requirements.

Regulation also applies to identification broker services notified to the Finnish
ansport and Communications Agency. Identification broker service means broker-
?\ g identification events to relying parties, or e-services.

The same legal person can act as both the identification means provider and the

Qz identification broker service, if they so wish.

The Regulation also applies to qualified trust services referred to in the eIDAS Reg-
ulation, meaning trust services that meet the requirements of the Regulation.

1 DIRECTIVE (EU) 2015/1535 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 9 September
2015 laying down a procedure for the provision of information in the field of technical regulations and of
rules on Information Society services
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The Regulation does not apply to trust services for which qualification has not been
applied. According to section 42 b of the Identification and Trust Services Act and
article 17 of the eIDAS Regulation, the task of the Finnish Transport and Communi-
cations Agency is to supervise non-qualified trust services under certain conditions,
if the Agency is notified that non-qualified trust service providers or trust services
provided by such providers do not allegedly meet the requirements specified in the
regulation. In the Agency’s assessment, actions during supervising situations could
primarily be compared to the standards drafted to support the implementation of the

eIDAS Regulation. (9

One reason why specific references to the EU legislation are necessary, ifica-

tions in the regulation is that the precedence of EU law shall be clearl M ted.
No changes to the provision shall be made in the regulation in Zovgh the excep-

tion of the updating of the name of the Agency. %

4.2 Provision 2 Objective %
The provision describes briefly the principal objective thedRegulation. The provi-
sions are informative and do not e.g. define in morge Yetajl the scope of application
of the requirements.

No changes to the provision shall be madt%%yllation in 2022.

4.2.1 Identification services

Under the Identification and Trust Servi Act, a requirement shall be adopted also
at a national level that the minim onditions to be met in the provision of identi-
fication services shall be those clated with the substantial level of assurance
referred to in the Annex to the @ssurance Level Regulation. The aim is to ensure
that it is easy for various pértj 0 apply for EU notification at whatever stage as
long as they meet the reqi ents set at the national level. Therefore, it is not
necessary for identificapion service providers to prepare a different identification so-
lution for cross—borgj’;%ations and national identification.

The drafting pro the Regulation is based on the same aim. In preparing the
Regulation, t bYeCtive has been to draw on international standards, requirement
specificationcsg otification methods to the greatest possible extent. The purpose

is to facilitate cross-border provision of services and to avoid require-

of this sopyti
ments,hxat e tailored to national purposes.
4.2.2 Trust sgfvices

e yeneral aim of regulation concerning trust services is to build the information

ciety and increase confidence in e-services. The regulation concerning trust ser-

%ices helps the providers and users of electronic services identify the services that

% enable the implementation of the various e-service functions with the highest possi-
Q ble standard of information security.

The purpose of the Regulation is to clarify the requirements for qualified trust ser-
vices laid down in the eIDAS Regulation by referring to international standards on
which the EU preparatory work is based, inasmuch as these standards have not, at
least by now, been referred to in the Commission implementing acts, even if the
eIDAS Regulation would provide legislative competence to that effect.
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References to standards in the Regulation also support what is to be taken as the
minimum level of competence requirements in the accreditation of potential con-
formity assessment bodies.

4.2.3 Conformity assessment

The purpose of the Regulation is to clarify, for conformity assessment bodies and
other parties, the requirements concerning trust services, inasmuch as the Commis-
sion has not exercised its legislative competence related to trust services and jssued
implementing acts that would refer to necessary standards. 6

With respect to identification service assessment, the purpose of the Re ion is
to clarify the premises on which their assessment bodies are comp erform
identification scheme assessments. An assessment organisation of i #¥Cation ser-

vice providers does not have to apply for separate approval, unles§®ig ®n accredited
conformity assessment body. The purpose of the Regulatio t§ provide various
parties with a possibility to rely, as much as possible, or% its that they are

already performing.

4.3 Provision 3 Definitions x(j

4.3.1 Provision 3.1 on Regulation definitions y
I

The definition of an interface covers a mor % d specification of the elements
dictated by the data transfer protocol and % elements. It also covers the prac-
tical implementation, i.e. the range andg of the data content to be transferred.

The definition of a digital certificatgswill be"added to the regulation. The definition in
the Identification and Trust Se Q’Lt is tied to the digital certificates used in
strong electronic identification @I al certificates offered as trust services.

The term digital certificate @d in its more general meaning in provision 8 of the
Regulation. In general, digital*Certificates have different granting procedures, which
is why their level o r@y’lity varies quite significantly. The holder of the digital
certificate is not al rified; instead, any information concerning the holder may
be provided by t ol@er themselves. Authentication data means the holder’s public
key, which is /3 P the Public Key Infrastructure or PKI method. The private key
connected to thd gublic key should only be in the possession of the holder indicated
ificate.

in the dig‘%l e
Cf. ce%cga e means an electronic verification that confirms the identity or confirms
the identty and links the data in a trust service to the user of the trust service, and
can be used for strong electronic identification and trust services in section
.1(8) of the Identification and Trust Services Act

as unnecessary. The definition concerned interfaces between national nodes, and
application experience has shown that the interface in question between the Digital
and Population Data Services Agency and the nodes of public authorities in other
member states does not affect national interfaces in the extent that would warrant
the definition. Instead, the term national node is used. A national node is defined as
a national interface related to the EU electronic identification interoperability frame-
work in section 30 of the Identification and Trust Services Act. In Article 2 of the
Commission Implementing Regulation (EU) 2015/1501 [5] 'node’” means a connec-
tion point which is part of the electronic identification interoperability architecture

Q ational node. The definition of the eIDAS interface is removed from the Regulation
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and is involved in cross-border authentication of persons and which has the capabil-
ity to recognise and process or forward transmissions to other nodes by enabling the
national electronic identification infrastructure of one Member State to interface with

national electronic identification infrastructures of other Member States.

The term national node is used in provisions 10, 13 and 17.

4.3.2 Provision 3.2 Definitions in the Identification Act and the eIDAS Regulations

Q

The reference to provisions on higher levels of the hierarchy of the statutes

plemented.

The following definitions laid down in section 2 of the Identification N-'
vices Act and Article 3 of the eIDAS Regulation are relevant to the Q%

Section 2 of the Identification and Trust Services Act [1]

?\

1) strong electronic identification means the |
of the authenticity and correctness of the identifyi

@-

st Ser-

on:

tion and verification
information of a person,
legal person by electronic

legal person or a natural person represenighg a
means that fulfils the requirements of ass e Igvel substantial referred to in
Article 8 (2 b) of the EU Regulation on @ C Identification and Trust Ser-

vices or assurance level high in Articl

2) identification means means a ronic identification means referred
to in Article 3(2) of the EU ReQwlatRon on Electronic Identification and Trust

Services;

3) identification servj
broker service or an |

ion means;

4) provider of
or issues electr
the general publi

provider means the provider of an identification

fication means means a service provider that offers
entification means for strong electronic identification to
d offers in the trust network their electronic identification

means for ovider of an identification broker service to be distributed;

that
edfromic identification,

Wards strong electronic identification events to a party that relies on

5) pof an identification broker service means a service provider

ave submitted a notification to the Finnish Transport and Communications

NIO) trust network means a network of identification service providers that

Agency;

11) conformity assessment body means a body approved by the Finnish
Transport and Communications Agency and referred to in Article 2(13) regula-
tion (EC) No 765/2008 of the European Parliament and of the Council setting
out the requirements for accreditation and market surveillance relating to the

marketing of products and repealing Regulation (EEC) No 339/93, which has

Q - been accredited in accordance with the Regulation.

Article 3 of the eIDAS Regulation [3]

2) 'electronic identification means’ means a material and/or immaterial unit
containing person identification data and which is used for authentication for an

online service;

4) ‘electronic identification scheme’ means a system for electronic identifi-
cation under which electronic identification means are issued to natural or legal

persons, or natural persons representing legal persons;
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6) ‘relying party’ means a natural or legal person that relies upon an electronic
identification or a trust service;

16) 'trust service’ means an electronic service normally provided for remu-
neration which consists of:

a) the creation, verification and validation of electronic signa-
tures, electronic seals or electronic time stamps, electronic reg-
istered delivery services and certificates related to thosg ser-
vices, or 6

b) the creation, verification and validation of cef@ikicates for
website authentication; or x

c) the preservation of electronic signatures SQ'BV certificates
related to those services;

17) 'qualified trust service’ means a trust servic ets the applicable
requirements laid down in this Regulation;

20) 'qualified trust service provider’ megns a trust service provider who
provides one or more qualified trust servic, d j§ granted the qualified status
by the supervisory body;

Section 1 in the Annex to the EU Assurance L gulation [4].

v
&Q-

2) 'authentication factor’ m a Jactor confirmed as being bound to a per-
son, which falls into any of t@ﬂ ing categories:

b@u/edge-based authentication factor’ means an authenti-
cati factor where the subject is required to demonstrate

Mnow/edge of it;

c) ‘inherent authentication factor’ means an authentication factor
Q that is based on a physical attribute of a natural person, and of
which the subject is required to demonstrate that they have that

p physical attribute;

) ‘dynamic authentication’ means an electronic process using cryptography
or other techniques to provide a means of creating on demand an electronic
proof that the subject is in control or in possession of the identification data and
which changes with each authentication between the subject and the system
verifying the subject's identity;

4) "information security management system’ means a set of processes
and procedures designed to manage to acceptable levels risks related to infor-
mation security.

pter 2 of the regulation Information security requirements of an
identification service
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4.4 Provision 4 Information security management system of the identification service
provider

4.4.1 Provision 4.1 Information security management standard

4.4.2 Provision 4.2 Scope)o

v
QQ~

The provision lays down general provisions on the aspects that need to be considered
in the information security management of an identification scheme. The provision
of an identification service means the overall identification scheme that covers the

management and refers, inter alia, to paragraph 2.4.3 of the EU Electr, ntifi-
cation Assurance Level Regulation. Section 2.4.3 of Annex 1 of the EU ctronic
Identification Assurance Level Regulation provides that the info ioh security
management system adheres to proven standards or principles f anagement

and control of information security risks. %
r

Provision 4.1 specifies the requirement in the Identificati%\ ust Services Act
and the EU Electronic Identification Assurance Level gulgtion. An example of a
&
0

whole identification service.
Section 8(1)(5) of the Identification Act lays down provisions on informatioggaty

well-known and valid information security mana t standard is standard
ISO/IEC 27001 [11]. Other standards or a combifii f standards may also be
used, provided that the standard indeed applie§ to #formation security manage-
ment. The standard may be international, suc@ , but also a national one, such

as KATAKRI [12]. Q

The wording of the provision will be ¢ to say that the selected information
security management standard(s) mustN¥e complied with, not only applied. This
makes the requirement slightly m%@strictive. The purpose of this is to highlight
the significance of the commit f the identification service provider manage-
ment and the significance o ?@intenance of the information security manage-
ment system and processe{?

Certification is not madg compelling even on the high assurance level, but the im-
plementation and eﬁtz of information security management is assessed strictly
s

throughout the urance level. Information security management must be
comprehensiv jstent and active without exceptions.
mformation security management

shall r.“The specification of the requirements is partly based on the upper level

Provis'on%lists the operational areas that the information security management
g pin§of requirements in standard ISO/IEC 27001.

e provision has not been amended. The requirements largely correspond to section
2) on information security management in the regulation valid prior to 2016.

Information security management must be comprehensive, consistent, organised,
systematic and continually monitored. The provision specifies the minimum factors
that must be observed in the management system.

The information security management of subcontractors must also meet these re-
quirements. They can be proportioned to the criticality of the subcontracted opera-
tion within the identification scheme.

See section 15 of the Regulation and its explanation for conformity assessment of
information security management.
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The following is a description of the content of the subsections and assessment of
their link to sections of the ISO/IEC 27001 standard [11]. This table has been sup-
plemented compared to the explanations from 2016.

Regulation section 4.2 and its application ISO/IEC 27001

1) the overall context of the identification service pro- | 4 context of the organisation
vider

3
- The information security management system co- E (9

vers the key internal and external technical, legal
and administrative requirements and needs affect-

ing the identification scheme. Q.

- The identification service must e.g. comply with
valid legislation and regulations, such as the Identi-

fication and Trust Services Act, Regulation 72 and %
the GDPR.
- x

2) governance, organisation and maintenance of infor- | 5 Whip

mation security management
\ ternal audit

- The information security management system _
vers administration management, organisation a 9.3 management review
maintenance, which shall be documented i%n-

formation security policy or similar ir@ al | 10 improvement

documents. A.5.1.1 Information security pol-

. . . : o icies
- An up-to-date information security p@or similar
instructional documents approvgg by management | A 5 1.1  Information security

are employed. The security pRincigjes and policies | rgjes and responsibilities
must be comprehensive a %priate for the or-
ganisation and for the prO@ objects. A.15.1.1 Supplier relationship in-
formation security policy
- Responsibilities connecjedygto staff and subcontrac-
tor information sedyity have been described.

3) managemen of%r}rmation security risks related to | 6 planning
the provision githe identification service;
- The ipfoMnation security management system co-

vers anagement of information security risks
edded to the provision of an identification ser-

- sk management is a regular, continuous and doc-
umented process.

- Identified risks are classified and prioritised.
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- The risk management process identifies risks re-
lated to data confidentiality, integrity and availabil-

ity.

- The risk management process and its results are uti-
lised in designing the security measures of the iden-
tification service/scheme.

- Cf. the application guideline for the eIDAS Assur-
ance Level Regulation: A general principle in risk
management is that it is up to the organisation to
choose which level of risk it finds acceptable. This
general principle is modified by the requirement in
2.4, since the organisation should have controls that
are commensurate to the risks at the given level.

- Provision 6.1 of the Regulation specifies more de-
tailed requirements for assessing the risks of an
identification means.

4) resources allocated to information security, compe-
tences, staff awareness of information security, com-
munication, documentation and the management of
documented information; Q\

- The information security management syst co
vers information security resourcing, qua 0N
requirements, staff awareness of inform cu-

rity, communications and documentap ell as
the management of documented dat§.

- All those who participate in el -ﬁ})c identification
tasks are aware of current iffofmation security in-
structions and practices a@ e have been made

available. ,}
- Staff security trailjjngﬂs egular and documented.

The efficiency o%: ining is monitored.

- Familiarisa@gbn with verifying the authenticity of
passportg’anyg identity cards in the initial identifica-
tion of tification means applicants or familiari-
satio ill» the information security practices of the
r t& control of the identification scheme systems

ical examples of identification means pro-
er staff qualification requirement management.

5) planning and control of the provision of the identifi-
cation service for the purpose of meeting information
security requirements

- The information security management system en-

sures that the identification service offering is de-

8 operation

A.18.1.1 conformity/compliance
with requirements in legislation
and agreements: itemisation of
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signed and provided in such a way that the infor-
mation security requirements set for the identifica-
tion service are met.

Identification service requirements (Identification
Act, EU’s Electronic Identification Assurance Level
Regulation and Agency Regulation 72) have been
taken into account in the management system

the applicable legal and contrac-
tual requirements

6) evaluation of the efficiency and effectiveness of in-
formation security management

The information security management system co-
vers the regular assessment of the efficiency and
functionality of information security management.

- i.e. how effective and efficient information security
management is on the factors, processes and prob-
lems affecting the information security of the iden-
tification scheme.

{‘
9.1 monitoring, measureme \.9
analysis and evaluation x

(3‘
Q
/\/C/

5

4.4.3 Risk management model and process
Risk management required by provisicQt

granted within the scheme. Provigj

D

.2 3) must cover the risks of the entire

=t specifies the special requirements concern-

identification scheme. This also %i.e’s o risks related to identification means

ing the threat and risk assess

he identification means and the minimum set

of issues to be considered i essment.

applied. The same stgn

or operating model selected by the identification service

The regulation does nog addr&Ss the risk management model used or the standard

provider can be applie

the threat and risk assessment of the entire identification

scheme and esp@ e identification means specified in provision 6.

Relevant standa may be utilised in risk assessment. The regulation does not stip-
ulate any’co sory standards or any standards that must be used as comparisons.

E.g. the fo
- SF9¥ISO 31000:2018 [13]

ing standards and instructions may be utilised in risk management:

Q- ISO/TR 31004, Risk management - Guidance for the implementation of ISO

v
QQ-

31000, and International Standard/ISO/TR 31004:fi [14]
- SFS-ENIEC 31010:2019, ISO/IEC 31010, Risk management - Risk assessment
techniques, developed jointly with the International Electrotechnical Commis-
sion/ [15]

ISO 27005 [16] https://en.wikipedia.org/wiki/ISO/IEC 27005

- VAHTI Ohje riskienhallintaan (VAHTI Risk management guideline), Ministry of
Finance publications 22/2017 [17] https://julkaisut.valtioneuvosto.fi/bit-
stream/handle/10024/80013/VM 22 2017.pdf?sequence=1&isAllowed=y
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- NIST Risk Management Framework (RMF) [18] https://csrc.nist.gov/pro-
jects/risk-management/about-rmf

- Standards, such as the following, may be used especially in the assessment of
the implementation of identification means or encryption practices: FIPS 140-
3 Security Requirements for Cryptographic Modules [19]
https://csrc.nist.gov/publications/detail/fips/140/3/final

The following may also be considered a risk management checklist, source: K@I
2020 [12], T-03: $
1) The management of information security risks is part of the& isation’s
operation and management of other risks.

2) The management of information security risks ensuges ufficient infor-
mation security measures to protect Classified Inft tion are in place.

3) The procedure for assessing and analysing in%fcn security risks pro-
duces appropriate and understandable inf@io for the decision-making.
asu

4) Information security risks are managed% fficient amount of specialised

personnel.

5) The management of informati rity risks takes care of risks deriving
from other organisations supply chains. Cf. risks concerning supply
chains for security critic vI€Es and software (requirements I-01, I-12
and I-13).

used in the pl bnd in the implementation of the protection of Classi-
fied Informaffio he assessment of the impact of security incidents, in
the change nagiement and, when possible, in procurement.

7) Infogmgatidgesecurity measures are scaled based on risks and taking into
accbu .. the classification level, quantity, format, classification justifi-
L@v d storage of the information with relation to the assessed risks.

6) The results of th ment and analysis of information security risks are

8% organisation has documented the relevant parts of the monitoring and
ecurity measures, as well as the risk assessment, which these measures

/7
x are based on.
T ris%f

anagement process should cover the processes described in the ISO31000
dard, which take the following into account (e.g. SFS-ISO 31000:2018, page

) P13]

1) Scope, operating environment and criteria

E 2) Risk assessment
- Risk identification
Q - Risk analysis
- Risk significance assessment
3) Risk processing
4) Communication and information exchange
5) Records and reporting
6) Monitoring and reviews
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4.4.4 Provision 4.1, alternative regulation considered

The standards that could be referred to were discussed in 2016. ISO 27001 was
deemed the only standard comprehensive enough at the time. Assessments have
shown that, in practice, information security management relies in part on at least
financial sector standards (such as PCI standards, PCI DSS [20]).

In the Agency’s assessment, there continue to be no relevant, comprehensive alter-
natives to ISO 27001. It is not the only option, but it would seem to be thgsonly
widely applied standard across disciplines/branches targeting information S@Qy

management specifically. %

The feedback to the regulation amendment needs questionnaire su % hat the
wording of the regulation be made more restrictive or specific so t standard
should be complied with or that operators should be certified. ThaH h Transport
and Communications Agency assesses that a compelling requi to certify would
be financially taxing and would be a poor option in situa here information
security management is based on several standards.

4.5 Provision 5 Information security requirements of an@ication scheme
4.5.1 General

Provision 5 specifies the measures require @w implementation of information
security throughout the identification schgme®

General provisions on the requirements% laid down in section 8(1)(4) of the Iden-
tification and Trust Services Act, ich refers to paragraphs 2.2.1, 2.3.1 and 2.4.6
of the EU Electronic Identificatig nce Level Regulation [4].

Identification services of diff zes and newcomers. The requirements for iden-
tification schemes and mea@ply to identification service providers, or identifica-
tion means providers, and whe€re applicable also to identification broker services, of
all sizes with differe ?S?Jrces. The purpose of the requirements within the regu-
lation is to improve}sa? ty, but also to improve the predictability of regulation to
i@entification services. According to an estimate by the Agency,
s also foster mutual trust in the information security of current

ation services in the trust network.

ease the operati
clear-cut requy
and future identjfj

Resist. n% information security threats. According to section 2.3.1 of the Elec-
tronic% ication Assurance Level Regulation

& The authentication mechanism implements security controls for the verification
Q of the electronic identification means, so that it is highly unlikely that activities

such as guessing, eavesdropping, replay or manipulation of communication by
an attacker with moderate attack potential can subvert the authentication

%E mechanisms.

Q On the high assurance level, the security measures must be scaled according to a
high attack potential.

According to section 2.4.6 of the Electronic Identification Assurance Level Regulation
1. The existence of proportionate technical controls to manage the risks posed

to the security of the services, protecting the confidentiality, integrity and avail-
ability of the information processed.
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Section 2.4.6 of the Electronic Identification Assurance Level Regulation also pro-
vides for measures for the protection of electronic communication channels against
eavesdropping, manipulation and replay; the protection of cryptographic material;
the ability to respond to changes in risk levels, incidents and security breaches; and
the security of media.

Information system, communications and operational security. Provisions 5.2-5.4
specify the communications, information system and operational security in order to
ensure that the information security required by regulation is implementefl. £he
specifications are based on the generally applied classification of informatio m
security into information system, communications and operational se hese
areas are not mutually exclusive; instead, they represent different viewpgirts to the
same identification scheme entity. Q~

Separation as an information security measure. Separation of per: | duties, sep-
aration of physical workspaces and tools, or the potential rgtion of technical
service environment and server environments from other on are part of nor-
mal good practices. Sufficient separation is assumed to_be cuted through normal
information security management, design and auditinﬁ, and the matter is not regu-
lated separately with the exception of the require wsprovision 5.5.

Japplying the provision have been

Impact. The requirements in provision 5 will \Qﬁ]ge, but they will be clarified.
The provision has been specified and exa

added to the explanation based on experignc&ffom conformity assessment and su-
pervision of identification services.

The amendments are effective in ,0\ roving the security of identification schemes.
The requirements are not dependgon technology, meaning that they do not have
any impact on developing the f§ es of identification services.

Other instruments for stee

Guideline. Assessme g%%eline 211/2019 specifies the requirements concerning in-
formation security dssgssfnent.

Recommendaip qulation amendment needs questionnaire respondents hoped
that the Agency uld offer a testing service. However, the Agency has not been

tasked with afferational tasks in electronic identification supervision, such as testing
service acqujsition or maintenance. Drafting a testing recommendation for testing

servic fféred by the identification services themselves could be carried out in the

tr&net ork.
@-r gulation. The level of information security has been specified in regulation and
pervision. Strong electronic identification service providers have the opportunity

Q%O exchange information on security threats and measures without breaching any

confidentiality provisions.
Information steering. No notes.

4.5.2 Identification scheme entity (architecture and subcontractors)

The identification scheme (or eID scheme) refers to a system in which the electronic
identification means are granted and maintained for users. An identification scheme
covers the technical systems, information security control and other reliability re-
quirements of the identification service provider. An identification scheme also co-
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vers all subcontracted sections and functionalities of the system concerning the pro-
duction of the identification service. The term used in the Identification Act is elec-
tronic identification scheme.

The following are examples of components of an electronic identification scheme:

- data centres and other premises

- servers and software related to the identification event

- system components related to identification

- connections, gateways and links between different parts of the identiffCajon
scheme, incl. administration connections

- connection protection procedures, interfaces between system sectio %other
factors - incl. security controls of connections to external operato

- network information security components, such as firewalls Q~

- information resources Y
Subcontractors. The regulation does not provide separate pr. @o? for subcontrac-
tors. In accordance with section 13 of the Identification agd Services Act, the
identification service provider must ensure that the servjces ¥, subcontracts meet the
requirements. In the implementation of identificati@hemes and identification
means subcontracting is typical. In terms of asses formity, subcontracting is
discussed in the identification service assessmeng gui®eline 211/2019 issued by the

Finnish Transport and Communications Ageng[21]/

If the identification scheme utilises produ@j loud service components or prod-
ucts (e.g. Amazon Web Services, Googl i@sdsoft Azure), the identification scheme
requirements also apply to these compon®&pts and they must be included in the scope
of conformity assessment. Only c nents that meet the requirements and whose
conformity can be ensured mayQ ed in the identification scheme.

4.5.3 Provision 5.1.1 The resistance of@ tification scheme
Provision 5.1.1 is new tp this ¥&rsion of the regulation. It specifies the required level
of the whole of the sec easures and technical specifications of the identification

scheme. %

As a rule, the al requirements pertaining to substantial and high assurance
levels are not%ified separately in the regulation. Instead, the assurance level of
the securjty gtedSures, i.e. technical controls, required in section 2.4.6 of the Elec-
tronic Id@cation Assurance Level Regulation are specified based on the ability to
provi rofection against potential attacks specified in section 2.3.1 of the same
regulatio. The requirement applies to the resistance of the entire identification

me, and thus also the communications, information system and operational se-

rity factors specified in provisions 5.2-5.4.

%o detailed criteria or standard to abide by will be stipulated for the threat and risk
% assessment. The material assessment must be based on an excellent command of
Q the field and monitoring of the threats, vulnerabilities and technical developments.

See LOA Guidance [22], section 2.3.1

The Level of Assurance uses the terms "“enhanced-basic”, "moderate” and
"high” to denote the different attack potentials. These terms were adopted from
standards ISO/IEC 15408 “Information technology - Security techniques -
Evaluation criteria for IT security” [23] and ISO/IEC 18045 “Information tech-
nology - Security techniques — Methodology for IT security evaluation” [24].
The standards are publicly available at www.commoncriteriaportal.org/cc
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(CCPART1-3 corresponds to standard ISO/IEC 15408 and CEM to standard
ISO/IEC 18045).

In standard ISO/IEC 15408-1, attack potential is defined as a measure of the
effort to be expended in attacking a target of evaluation, expressed in terms of
an attacker's expertise, resources and motivation.

Annex B.4 to standard ISO/IEC 18045 / CEM provides instructions on how to
calculate attack potential requiring the abuse of a certain vulnerability in the
authentication mechanism.

In order to meet the requirements set out in the implementing reg idR, some
assessments of resistance against potential attacks should be cakge®out.

andard ISO
e and offline,
play attacks, ses-
jon data, spoofing

The appropriate threats should be considered in the evaluati

29115 [25] mentions the following, for example: guessi
replication of identification data, phishing, eavesdrop%
i

sion hijacking, man in the middle attacks, stealing i j
attacks and impersonation.

4.5.4 Provision 5.1.2 Relationship between the encryption requirﬁe}ts in provision 5 and 7
0

Sections of provision 5.1.2 are partly new to this ver§jolt of the regulation. The pre-

vious regulation stipulated that information sys, sgcurity must use internationally

or nationally recommended encryption squt'o@ the exception of stipulations in

section 7. The requirement to use internati or nationally recommended en-

cryption solutions has been added to ion concerning communications and

operation security and the relationshipgthe encryption solutions in provision 7 is
nts’in provision 5 in provision 5.1.2.

defined in terms of all of the requiqe

Section 7 of the Regulation sti special encryption or protection requirements
for certain communications gations and messages. The requirement in section
5 of the Regulation applies%ﬁer connections and elements in general, meaning
identification scheme internal €lements, stored data and connections to subcontrac-
tor systems. The re i’&?nt also covers provision 5.2. on communications, provi-
sion 5.3 on informdti stems and provision 5.4 on operating. Here too it is rec-
ommended that Ily applicable solutions defined in provision 7 be applied, but

protection maﬁ]l( e implemented using other security measures.
Al

4.5.5 Provision 5.2 C’{' urmcations security

QQ~

Provisjn 5. corresponds to the previous wording of the Regulation in section 5.1(1)
to g@degree. The provision has been specified.

n ition to requirements stipulated in provision 5.2, provision 14 stipulates on the
ommunications protocol and provisions 7-9 address the protection of communica-

?&4 ns and messages between identification services and between identification ser-

vices and the e-services that rely on them. The security of the connection between
the user and provider of the identification means is part of the authentication mech-
anism requirements in provision 6.

5.2.a) structural network security

The network’s structural security is in place to ensure that electronic communication
channels used to exchange personal or sensitive information are protected against
eavesdropping, manipulation and replay.
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The structure of the network must be documented. The hardware and systems of
the identification scheme must be identified and documented. Structural security
applies to the communications connection between the different parts of the identi-
fication scheme and their protection practices. It applies to network areas on differ-
ent security levels, as well as the filtering and monitoring systems operating between
them. The structural security requirement also covers all relevant communications
connections with subcontractors (infrastructure, software, operational services, card
factory, etc.).

5.2.b) zoning of the communications network i(?
tﬁ% nd us-

The requirement aims at reducing risks to network integrity, confiden
ability through communications connections.

d administra-
her. A develop-

An example of zoning is when the production network, maintengn
tion network and other office networks are separated from
ment environment separated from production must also b,

5.2.c) filtering rules according to the principle of least@vile e

The principle of least privilege means that all conne
the operation must be denied or disabled. Theé

that are not necessary for
ions between the production

network and the public network must be b risk and only allow for service

functionalities.
5.2 d) administration of filtering and coQol systems

No application examples. Q.

5.2.e) secure administratior@@ctions

The specification ‘secure’ ha en added to the provision.

Administration con %o can be both internal and external telecommunication of
an organisation. Z}a processing environment used for administration must be
separated from n

vironments.
See also secti}m 5 of the Regulation.
5.2.f) mwng internationally or nationally recommended encryption solutions

See section 4.7.5 of these explanatory notes for sources of recommended encryption
olnytions.

4.5.6 Pv‘ n 5.3 Information system security

QQ~

Provision 5.3 corresponds to the previous wording of the Regulation in section 5.1(2)
to a great degree. The provision has been specified.

5.3.a) access control according to the principle of least privilege

The specification ‘according to the principle of least privilege’ has been added to the
provision.

The principle of least privilege means that access rights are only granted based on
information system categorisation and the user’s tasks. Access control must be used
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to restrict access to data and data processing environments systematically, and this
must be documented. Unnecessary access rights must be removed regularly.

Administrator rights must be determined especially carefully and the integrity of
system and event logs must be ensured.

System separation, ensuring log stability and other appropriate measures must be
used in determining administrator rights.

5.3.b) unique identification of the users of the systems (9
@ per-

The specification ‘unique’ has been added to the provision. User IDs
sonal and they may not be in shared use.

Identification ensures that only the right users have access to s and that all

events can be traced. %

It must be possible to identify users of identification sc jnformation systems
using a known method that is considered secure. Prirgarily Ndentification based on
several factors (2FA i.e. 2-factor-authentication, E? multi-factor-authentica-
tion) should be used. If a user ID and password ar sed as a whole a sufficient
combination in places based on other securit @ res, the passwords must be
strong enough. %

5.3.c) hardening of the systems 0
Hardening of the systems means only uswyg the services, functions, processes, de-
vices and components necessary f operation of the identification scheme.

Their use must be determin @Jch a way that the installation is stripped of all
unnecessary rights and fun@ les. A hardened installation only includes compo-
nents and services, as well ser and process rights, that are necessary to fulfil
functional requirement@j ensure security.

5.3.d) malware p:@n

The identificaifo eme must be able to detect, pre-empt, prevent and repair dam-
age and threys sed by malware.

5.3. e){l(/wto trace security events and tracing procedure

The spedffications ‘ability to trace’ and ‘tracing procedure’ have been added to the
royision.

% is means that the Regulation requires that a predetermined procedure to trace

nd repair any security events is in place.
The logging described in the following section is part of the ability to trace events.

The ability to trace requires that the identification scheme time is maintained relia-
bly. The time is required for showing event times reliably. The reliability of the time
means that the time must be retrieved from a reliable source and a sufficiently low
tolerance for errors. The recommended error tolerance is 0.5 seconds.

5.3.f) ability to detect security incidents and repair procedure

The expression ‘recovery’ has been replaced with ‘repair procedure’ in the provision.
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The regulation requires that the identification scheme has the ability and predeter-
mined processes for detecting security incidents.

The configuration must take into account the criticality and classification of the com-
ponents and processes of the communications connections and information systems
of the scheme and the fact that events affecting security can also be traced retroac-
tively.

The ability to detect requires that the identification scheme collects and géCqrds
event logs on the operation of the scheme and any events and security {n&idepts
affecting information security. The detection of security incidents and éation
security violations requires that the operation of, changes to and evefjJo§s of the

identification scheme are monitored. Q-
c%ﬁnd user right
e target system, if

necessary. The separation of personnel duties is necessary,at to the extent that
the same person must not be able to create the identifica§on means and manage
the log data related to the creation and introduction of the identification means.

The integrity of the logs must be ensured by e.g. exercising
control, protecting environments and removing log data fro

The repair process means that all security incidents disruptions in the identifi-
cation scheme are processed and analysed, thei verity is rated in accordance with
systematically determined methods and an %r y incidents are repaired in the
manner required by the severity rating. 6

5.3.9) employing internationally or nat&//y recommended encryption solutions

See section 4.7.5 of these explanaQwotes for sources of recommended encryption
solutions.

4.5.7 Provision 5.4 Safety of operation (9

5.4.a) careful change m§gement

The word ‘careful’_has)bgen added to the regulation.

The purpose quirement is to prevent any fault situations caused by changes

to the identifica scheme in terms of information security and usability. Changes
often neeg tobe made quickly and they can affect many parts of the scheme. That
is why, thelygareful planning, process standardisation and reserving sufficient time
for ch%s is necessary. Reviews and testing are part of a reliable change process.
B proCesses and changes made should be documented to be able to trace the
oon causes of any errors. Appropriate documentation involves storing data on

anges made to the identification scheme in the control logs of the identification
heme, separating the logs from other logs and ensuring their integrity.

% 5.4.b) confidential data processing environment and storage based on data classifi-
< ) cation

‘Based on data classification” and ‘storage’ were added to the provision.

The protection of stored data has been moved from section 7(4) of the Regulation.
It read: The integrity and confidentiality of the identification scheme record keeping
shall be ensured. If the data protection is only based on encryption, requirements
laid out in paragraph 1 concerning signatures, symmetrical encryption and hash
functions shall apply.
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The basic requirement for processing data is the classification of data and material,
based on which information systems and the functions they enable can be classified.
The entire lifecycle of protected data should be considered in system classification.

The classification should take e.g. trade secrets, security arrangements and logs into
account. Personal data and cryptographic secrets related to granting identification
means should also be observed.

The security measures related to data processing and storing must be scaledgo the
data classification grounds, amount, form and storage location in relati 0 phe
threat posed to the data. Security measures, such as access control and %U ion,
must be used to secure the integrity and confidence status of stored da yS used
for encryption or signatures and root certificate signature keys are & Laynples of data
that needs to be protected very carefully.

5.4.c) protecting remote use and administration from thre@g the remote use
environment %
The words ‘protecting’ and ‘from threats in the remote@en ironment’ were added

to the provision. \g
No application examples provided here. See s;t\v of the Regulation.

5.4.d) software development and software bility management

The specification ‘software developmerQas een added to the provision.

The Regulation requires that the {d@qtification service has a method in place for
monitoring typical vulnerabiliti ich must cover the software affecting the secu-
rity of the identification sche

The software used in the idcacation scheme must comply with secure program-
ming principles. It mu Iso take the security of the development environment into

account. }
The requirement@ rning software security covers identification apps and soft-
ware libraries{ f@r &€ample.

Vulnerabjj yﬁanagement means the monitoring of vulnerabilities in software and
encryption 3gorithms and methods and monitoring bulletins as well as the automatic
and rggwr inspection of the software used in the systems both in the external and
ip€ernal hetwork.

f. PiTuKri section KT-04 Vulnerability management, [26] Traficom publication
/2020 Criteria to Assess the Information Security of Cloud Services
Q- (PiTuKri)https://www.kyberturvallisuuskeskus.fi/sites/default/files/me-

dia/file/PiTuKri_ vl 1 english.pdf

Reliable arrangements must be established for the entire lifecycle of the cloud
service to manage software vulnerabilities.

In particular:

a) Security bulletins of the authorities, equipment manufacturers, software sup-
pliers and other similar parties are followed and security updates deemed nec-
essary based on a risk assessment are installed in a controlled manner (cf. MH-
01).
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b) The systems are automatically checked for known vulnerabilities at least
once a month. If the planned settings or the security update level are departed
from, the reasons are analysed and any exceptions are corrected or docu-
mented in accordance with the security exception management process (see
TJ-04).

Vulnerable algorithms and encryption methods. The key stakeholder consultation
concerning section 7 of the Regulation highlighted the issue of how any future vul-
nerabilities in the algorithms and methods deemed qualified in the Regulatige and
the resulting need to stop using them affects the application of section 7. 6

According to section 5.4 d), the identification service has the opportu 't% obli-
gation to manage vulnerabilities. An appropriate way to observe vulpgrabijties is to
monitor the information channels concerning them and independ%—atop using
vulnerable methods.

become vulnerable suddenly; instead, these developme ically take years or
decades. This allows for amending the Regulation whea nec8ssary, but if there was
insufficient time to make any changes in surprising @ns the Agency could pro-
vide guidance on reacting to vulnerabilities. &

5.4.e) backup procedures @
The purpose of making backup copies is t@ the retrieval of data and systems
s

It is the Agency’s understanding that encryption algorith% methods do not

after disruptions and data tracing, whe ary.
Backup copies must be made sys tlcaIIy while observing data classification and
lifecycles. Storage must take t ration of the physical storage space from the

actual system into account.

5.4.f) employing internatiorgpor nationally recommended encryption solutions

See section 4.7.5 o%&xplanatory notes for sources of recommended encryption
solutions.

identification schem

4.5.8 Provision 5.5 Admi% n and remote connections of the production network of the

The requﬁ&ents for remotely administered terminal devices and remote connec-
tions cified on a substantial and high assurance level in provision 5.5. The
provisio orresponds to section 5(2) of the previous regulation.

Q plementation and controls of the system must be proportioned to a moderate

r high level of attack potential.

come information security risks, unless particular attention is paid to the issue.

%E Staff terminals with which administration systems can be accessed may easily be-

On the substantial assurance level, the separation of terminal devices is not a re-
quirement, but on the high assurance level, either a dedicated terminal device, vir-
tualised termination or a solution based on the KVM principle (remote desktop) is a
requirement.

The internet and the office network are considered non-trusted networks unless the
office network falls within the scope of conformity assessment.
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Requirements associated with the substantial level of assurance are usual and they
are already covered by the requirements of ISO 27001, for instance, if the standard
is applied. The data transfer channel shall be protected in remote use and the risks
caused by the office network shall be taken into consideration.

At the high level of assurance, the requirements may be met at least by disabling
access of a workstation in remote use to other services of the organisation, such as
e-mail, and preventing the workstation from using other functions than those essen-
tial to the operation of the administration network. In practice, this means thaf there
shall be a separate workstation for administration.

The assessment as a whole required at the high level of assurance %ﬁ that if
other workstations than such hardened workstations described abo redised, the
separation of the production system and other means for managi ormation se-

curity threats are taken into account in the implementation. Inpri such a case
requires a virtual termination or a KVM solution.

2%

and therefore a two-factor VPN connection to a virtu workstation alone is not

The key point here is what is done on the terminal taking ti§ viftualised connection,
Ised
a sufficient solution, for example. Using antivirus@lb proxy is not sufficient,

shall also be taken into account, for instange nsuring the use of reliable sources
only and safeguarding information sech grity) using all appropriate methods.

either.
When transferring necessary files from one :@Yto another, the risk of malware

4.5.9 Provision 5, alternative regulation considg

4.5.9.1 High assurance level regdirements

In the Regulation amendmept Ree

the technical requirements@stantial and high assurance levels were specified
in more detail in the Regula ~ However, no proposals of requirements that should
specifically be specifie%e received.

€ identification scheme contains numerous partial factors.

In the Agency’s gpigiofyspecifying assurance level requirements in regulation is not
possible, bec @

Providing detéil% S

tations and threals keep changing.

ecifications would not be practical, because technical implemen-

Insteaf], theRegulation clarifies and specifies the scaling of all security measures to
attack p®ential in accordance with the assurance level.

.9\ Separation requirements as information security measures
o grounds or need to stipulate new separation requirements were found in the 2021
afting process.

pared in 2016, it was assessed whether one of the following was required due to
information security requirements: separation of personnel duties, separation of
physical workspaces and tools or the potential separation of technical service envi-
ronment and server environments from other production.

QQ = Separation as an information security measure. While the regulation was being pre-

At that time, the impact assessment concluded that the details of separation were
to be implemented through general information security management, planning and
audits. In the 2016 impact assessment, it was concluded that the separation of per-
sonnel duties is necessary at least to the extent that the same person must not be
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able to create the identification means and manage the log data related to the cre-
ation and introduction of the identification means. It was expected that this was
already covered by normal information security management, planning and auditing,
and no separate regulations needed to be issued.

The specification of security requirements for terminals used in management net-
works and office networks raised so many questions during the drafting phase in
2016 that the requirements were clarified in subsection 2 of section 5 of the regula-
tion as well as with the implementation guidelines in the explanatory notes se
are retained as they are in the Regulation and the explanatory notes. E

4.5.10 Reliability of the identification scheme time

The explanatory notes for Regulation 72 contained a recommendat the relia-
bility of the identification scheme time (explanatory notes to reg 2016/2018
section C, subsection 1).

The removal of the recommendation concerning the i tion scheme time
source and time error tolerance was discussed duringsthe Wrafting process of the
Regulation, because its application has not been a és?d in identification service
guidance work and supervision or stakeholder com*&n

The identification scheme time is, however, \/general good maintenance of
communications and information systems, matter will remain in the expla-
nation, but it will be moved to the sectigh cancerning identification scheme infor-
mation system security. &

Recommendation MPS 7 entical on 2 November 20216 and 14 May 2018)
section C, subsectio

It is recommend, Qn identification service provider acquire a trusted time
source with whi time applied in the identification scheme may be syn-
chronised. {he time is required for showing event times reliably. The recom-
mended r%/erance is 0.5 seconds. Synchronisation between various par-
ties dods Rot seem necessary.

R %ndation ITU-R TF.1876 (03/2010) Trusted time source for time stamp
utRority [27] is related to this topic.

{ossible time sources include NTP or PTP (with availability guarantee) by VTT
x echnical Research Centre of Finland/MIKES. There are also other options avail-
able.

4.6 Provi Information security requirements of an identification means

4.6.1 Preysgn 6.1 Identification means characteristics and resistance
4.6.1.1 Provision 6.1.1 Itemised risk assessment

Q This provision is new to this version of the regulation.
Regulation 6.1.1 specifies the security requirements concerning the entity consisting
of the identification means authentication factors and the authentication mechanism.
Requirements concerning the specific risk assessment and the factors observed
within it are added to the Regulation. The threats to the authentication factors and
the authentication mechanism must be evaluated separately. The identification

means, i.e. the authentication factors and security measures used within it, must be
planned so that the entity provides protection against estimated threats.
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In the Agency’s assessment, this model is flexible enough in terms of various iden-
tification means and authentication factors and observes the identification means
security controls as a whole. Any supervisory solutions defined by the Agency would
be based on an accurate risk assessment of the identification service, which would
also take the effect of security controls into account.

Based on stakeholder comments received during the preparatory phase, a risk-based
approach is functional, but requires instructions on what to assess and how, to make

the acceptability of the residual risk as foreseeable as possible. The selected a-
tion model specifies the requirement of conducting a risk assessment and -
ponents that must be observed in it. Application will be addressed in wing
sections.

Transition period. Based on stakeholder comments, the Agency is@f tl¢ opinion that
the requirement does not require a transition period, but the gbligati®n to draft the
assessment can enter into force simultaneously with the to force of the
amended regulation.

Impact. In the Agency’s assessment, the requiremenifconcerning the conducting of
the risk assessment is a natural part of producing rvice such as an identifi-
cation service and falls under the statutory requj e&t to manage information se-
curity. The specific requirement laid down in t r ation may specify the require-
ments concerning the assessment and a: @ umentation obligations. In the
Agency’s assessment, the requirement wilhproyndte the secure development of iden-
tification means and offer a reasonable?i r any Agency supervisory measures.

Alternative methods of regulation. an alternative to section 6.1.1, the Agency has
assessed regulation models in ki thentication factor specific requirements or
the requirements concernin sistance of the identification means would be
specified in the regulation.@ g the diversity and development of authentication
factors, the authentication specific regulation model would involve details that
cannot be covered on ajggulatory level, or doing so would not be practical, according
to an evaluation by ’Agﬂcy. Furthermore, threats to identification means security
and security me yré}s protection against threats are not purely authentication
factor specific. tdnce indicators or other specifications could possibly be in-
cluded in the feguidtion.

Other st 'nﬁ instruments.

The ic%"cation service assessment guideline will take the amended requirements
i accdunt.

% terms of co-regulation, the Agency is of the opinion that shared information se-

rity threats can be discussed in information exchange within the cooperation group
of the trust network based on section 16 of the Identification Act. Section 12 a of
the Identification Act stipulates that members of the trust network may only use
data on another identification service for the purpose for which they were disclosed
to the identification service provider.

Recommendation or informative guidance. No notes.

Supervision. The risk assessment of the identification scheme and the identification
means as part of it is an existing requirement, meaning that there is no need for a
transition period. The risk assessment or the related documentation may, however,
not have been drafted as precisely as required in the regulation. The Agency shall
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assess separately whether the conducting of the assessment and its results are su-
pervised at the time of the regulation entering into force by way of a monitoring
survey during 2022, for example, or only as part of scheduled conformity assess-
ments, i.e. in the 2023 biannual conformity assessment, which would mean that
supervision would in practice be conducted in 2024. Regardless, the special assess-
ment requirement pertains to changes to identification means notified to the agency
after the regulation has entered into force. It can also be supervised case-specifically
in the event of a disruption.

4.6.1.2 Threats to be observed in the risk assessment EO
[ e

The threats to be taken into account in the threat evaluation are based rtise
in the field, information accumulated during maintenance of an identific rvice,
confidential information received in the trust network cooperation g publicly
available information on information security threats and vuIneravL .

LOA Guidance [22], section 2.3.1: %

The appropriate threats should be considered in th&evaluation. Standard ISO
29115 mentions the following, for example: gliessind online and offline, repli-
cation of identification data, phishing, eay opping, replay attacks, session
hijacking, man in the middle attacks, stee&

tacks and impersonation.

entification data, spoofing at-

Depending on the individual characteristics
following threats and their combination ned in the ISO 29115 standard and
NIST 800-63B Digital Identity Guideli on- Authentication and Lifecycle Manage-
ment (https://paqes.nist.qov/800—63—3/§800— 3b.html) should be taken into account in

identification means, at least the

the threat evaluation, for example$

assurance framework [25]
- Online guessing
- Offline guessing

- Credential duplicaﬂfpx

ISO 29115 Information tec@ — Security techniques — Entity authentication

- Replay attack

- Session hijgtkMig

- Man-in’%middle

- Cre tia¥theft

- oofi

- &squerading

6'15 800-63B Digital Identity Guidelines, Authentication and Lifecycle Management

? |28]
Q-- Assertion Manufacture or Modification/assertion

- Phishing
- Eavesdroppizw(g

Theft
Duplication
- Eavesdropping
- Offline Cracking
- Side Channel Attack
- Phishing or Pharming
- Social Engineering
- Online Guessing
- Endpoint Compromise
- Unauthorised binding
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4.6.1.3 Typical threats to authentication factors
Below are some examples of authentication type specific threats. The list is not ex-
haustive, but contains examples of threats.

Authentication factor based on possession. LOA Guidance [22], section 1.

(2)(a):
Typical attacks on possession-based authentication factors are thefi @a-
tion or tampering (manipulation), as well as attacks on the proof- sion

during authentication. x

Printed online banking code list. Duplication, phishing, theft, target s masquer-

ading ?\

SMS OTP. Malware on the terminal device, SIM card repla  insufficient pro-
tection of SMS gateways, phone lock bypass (SMS displ n the locked phone
screen), phishing/fraudulent websites, target service squdrading

OTP code device. Side channel attack, theft, phismﬁ% dulent websites.

Identification app. Malware on the terminal Meft and spying of knowledge-
based factors (e.g. over the shoulder) or a metric sensor, session hijacking,
target service masquerading, identificatio@p activation/unauthorised activation

through phishing Q

Authentication factor based on%gvledge. LOA Guidance, section 1. (2)(b):

Typical attacks on k@d e-based authentication factors are guessing, phish-
ing, eavesdroppifig plication. A characteristic of knowledge-based factors
is that attacks a necessarily noticed by the subject of the electronic iden-
tification ans. FOr example: brute force/dictionary attacks on a password
with low e and without retry counter or a password that has been copied
from a r of e-mail without knowledge of the owner or the verifier.

Password/pas . Guessing, investigation, theft, phishing/fraudulent websites.

PIN code. Gu9s , investigation, theft, phishing/fraudulent websites.

Factorg likeNto be known only by the owner of the factor (questions and answers).
Guess%investigation, theft, phishing/fraudulent websites.

nherent authentication factor. LOA guidance, section 1.(2)(c):

Inherent authentication factors should have a variance even between people of

Q Q similar characteristics so that a person may be uniquely identified: examples

include fingerprints, palm prints, palm veins, face, hand geometry, iris, etc. A
key consideration when a biometric factor is being used is to ensure that the
person to whom it relates is physically present at the point of verification. This
is to mitigate against spoofing or duplication.

Fingerprint. A low FAR (False Acceptance Rate) due to its technical implementation,
copying (from surfaces, photographs), malware, whether the user is unaware.

Face. A low FAR (False Acceptance Rate) due to its technical implementation, presen-
tation attacks.
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Factors based on continuous measurement. No notes.

4.6.1.4 Authentication mechanism
Authentication mechanism means the technical measures used to authenticate that
the user is in possession of the authentication factors, has the relevant knowledge
or has the inherent authentication factors of the identification means connected to
them. Regulation requires dynamic authentication for strong electronic identification,
i.e. that each identification event must be unique, and may not be replayed.

As shown in the examples below, the threats to authentication cannot be a c@ly
a%

separated from threats connected to authentication factors. In the Agenc mate
and in light of the Guideline for Assurance Level Regulation (LOA G% ), the
specific threats to authentication are at least connected to commun@

X

The primary purpose of dynamic authentication is t iate against attacks
such as ‘man-in-the-middle’ or misusing verificatiol@at® from a previously rec-
orded authentication replay to the verifier. TI'CI‘/;:IU S

- replay attacks, i.e. intercepting ver&

LOA Guidance [22], section 1.(3):

data and reusing them in a
different authentication context

- certain types of session hija @ g. exchanging (parts of) the authen-
tication contexts of two simultaneously occurring authentica-

tions.

It is important to under; d that multi-factor and dynamic authentication are
not the same,; multi-fg hentication does not require that the authentica-
tion is dynamic (e. d fingerprint) and can therefore be more exposed
to replay attack g gynamic authentication.

Dynamic authen fon might be implemented by the authentication factor

(e.g. a one®Nme key from a device) or by the authentication mechanism (e.g.
dynami li@hAge in a challenge-response authentication).

a
Exar% f dynamic authentications are:

possession of a private key stored on a smart card and verified using a
V4 challenge-response-protocol

- protocols based on an ephemeral Diffie-Hellman and providing authen-

& x tication (e.g. PACE), cryptographic nonces, timestamps and/or non-re-

peating sequence numbers

- protocols based on a static-ephemeral Diffie-Hellman, if the ephemeral
key is provided by the relying party (e.g. EAC)

challenge response protocols where the one-time code has been previ-
ously generated and distributed out of band but selected dynamically
during authentication (e.g. OTP cards).

02 - dynamically generated one-time access codes (e.g. OTP tokens) or

If the subject’s private key is stored remotely (centrally stored, e.g. in an HSM
operated by the identity provider), the authentication used to access the private
key should also be dynamic.

LOA Guidance, section 2.3.1:
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During assessing attack resistance, the whole authentication mechanism should
be taken into account including the risks resulting from verification of the pos-
session of the electronic identification means.

Examples:

- For LoA high, it is not sufficient that a smart card protects a cryptographic
key against manipulation with high attack potential; the cryptographic pro-
tocol should also protect the verification of the possession of the key against
manipulation/replay against high attack potential. 6

- For a one-time-password token, where the generated one-tj word
is transmitted via a secure channel (e.g. TLS), the strength‘O{t§ posses-
sion-based factor is limited not only by the strength of t oke¥, but also
by the strength of the secure channel.

d Z

- The mechanism for proof-of-possession of a time- e-time-password
generator is the submission of a generated one- ssword to the veri-
fier. The strength of this mechanism is limited, ORg others, by the length
of the one-time-password, the time-win forwalidity of the password,
and the confidentiality of the transmiss, 'o@

4.6.1.5 Security measures V

Authentication factor based on p ession. LOA guidance [22], section

1.(2)(a):

The relevant security ci teristic of a possession-based authentication factor
(e.g. token) is the solg ol of it by the owner. This implies that it is important
W a third party is so difficult and unlikely that the risk
evel of Assurance depends on the level of resistance

For exam %ymmetric cryptographic (private) keys, the private keys may

be sto n dedicated hardware devices (e.g. smart cards), or software to-

ken i y identifiable tokens (e.g. the SIM card of a cell phone) or devices
1 %t/me-passwords (e.g. "RSA Token” or printed cards).

V?‘i/
Printed online,b king code list. User instruction

of reach of the identification service; securing the SMS gateway, SIM

replacement process. User instruction, displaying the name of the relying

ty to the user in the browser interface

SMS P%((
card/?&?»

TP code device/OTP token. Certification, employment of certified chips / techno-
gical solutions that are resistant to side channel attacks, user instruction, display-

Identification app. Criteria in Annex C of the identification service assessment guide-

Q. ing the name of the relying party to the user in the browser interface

line 211/2019, displaying the session identifier to the user (session binding), trans-
mitting the name of the relying party all the way to the app, user instruction. In
order to ensure possession, the user must be notified using a second channel and
verified contact details in connection with activating/connecting a new identification
app (instance).

Authentication factor based on knowledge. LOA guidance, section 1.(2)(b):
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If knowledge is used as a factor it is necessary to mitigate against guessing
(either random or brute force) of the knowledge by an adversary.

For example: where the knowledge is a password, good practice prescribes a
suitable password policy (e.g. see safeguard S 2.11 “"Provisions governing the
use of passwords” of the BSI IT-Grundschutz catalogues, Single token authen-
tication & Password entropy of NIST 800-63-2 Appendix A).

the number of failed attempts

PIN code. User instruction, length requirement, the use of security m % pro-
vided by the app/platform in the entry phase, limiting the number of & tempts
Factors likely to be known only by the owner of the factor ( quest d answers).

User instruction, several question and answer pairs, the questi not be based
on information available through other registries or sources
WX

Password/pass phrase. User instruction, requirements for diverse secrets, Iicitoing

Inherent authentication factor. LOA guidance, section c):
Inherent authentication factors should hav, arignce even between people of
similar characteristics so that a person m%e uniquely identified: examples

include fingerprints, palm prints, pa/;% ace, hand geometry, iris, etc.

A key consideration when a biome
person to whom it relates is p
is to mitigate against spoofing

or is being used is to ensure that the
ally present at the point of verification. This
dwblication.

Annex C of the identification servi sessment guideline 211/2019 contains criteria
for the use of biometric authenpegtiQn factors in connection with mobile apps. The
security measures must ob th the characteristics of the application and the
device.

For inherent authenticagjon factors, there should be an effort to assess the capability
of the terminal deV| e rs and the implementation of the comparison algorithms.

Generally used gy, such as FAR (False Acceptance Rate) and FRR (False
Rejection Rate ntIy used indicators. Here, False Acceptance Rate depicting
the rate of hm it is to gain an accepted response for the wrong person is the
more pertlne}t icator. The number of retries increases the likelihood of gaining

an appro dresponse for the wrong person, meaning that inherent authentication
factorgysho also consider this effect by restricting the number of attempts. Ac-
ce tethy{ values must be based on the risk assessment.

n tors related to implementations based on inherent authentication factors can
e reviewed and tested on the NIST Face Recognition Vendor Test (FRVT) project
[29] website, for example, https://www.nist.gov/programs-projects/face-recogni-

It must be noted that identification service providers do not typically have the op-
portunity to affect these factors when using the terminal device’s interfaces. The
identification service provider may primarily try to determine and monitor the quality
of functions that they employ in their own identification means.

A list of possible security measures
Restricting the duration of the session
Maximum number of failed attempts
Password length and randomness
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- Requirement to use multi-factor authentication

- Tolerances for false positives (fingerprint, face, other biometric factor)
- Encryption

- Secret processing and storage security

- Copying prevention

- Identification means holder notification

4.6.1.6 Risk assessment and attack potential :

Risk management is part of the identification service risk managemen @ed in
provision 4.2 3, meaning that the identification service is most likel dy em-
ploying some form of risk management. Risk management require nd possi-
ble standards are discussed above in the explanation for provisio

be scaled to the resistance requirement against atta tial on a certain

The identification means risk tolerance and residual ri % ptability must
level. é

The Electronic Identification Assurance Level Regul 'oG,dA Guidance mentions two
standards as references for evaluating attack po@ s follows:

LOA guidance [22], section 2.3.1: %

The authentication mechanis in the authentication phase cannot com-
pletely prevent all attacks, th an only offer resistance to attacks on a certain
level of security/assurangg, A stdndard way to quantify the resistance of differ-
ent mechanisms is to r@ﬁwm according to their resistance against attacks

with a certain attac jal (i.e. strength of an attacker).
The Level of Agsu uses the terms “enhanced-basic”, "moderate” and
"high” to denote ifferent attack potentials. These terms were adopted from

criteria¥fo ecurity” and ISO/IEC 18045 “Information technology - Security
tec ed~ Methodology for IT security evaluation”. The text of the standards
i% ely available at www.commoncriteriaportal.org/cc (CCPART1- 3 being

standards
ISO/IE%@ “Information technology - Security techniques - Evaluation
I

equlvglent to ISO/IEC 15408 and CEM equivalent to ISO/IEC 18045).
v
Vn standard ISO/IEC 15408-1, attack potential is defined as a measure of the

effort to be expended in attacking a target of evaluation, expressed in terms of
an attacker's expertise, resources and motivation.

culate the attack potential necessary to exploit a given weakness of an authen-

Q& Annex B.4 to standard ISO/IEC 18045 / CEM contains Guidance on how to cal-

tication mechanism.

assessments of resistance against potential attacks should be carried out.

Q-E In order to meet the requirements set out in the implementing regulation, some

4.6.1.7 Provision 6.1.2 Authentication factor independence

A specified requirement concerning the characteristics and security measures of the
identification means to ensure the independence of the authentication factors is
added to provision 6.1.2.
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The independence of the factors is essential, especially if the different factors are
used on the same terminal device, such as a smartphone. The practical implemen-
tation of separation and any security measures depend on the means.

4.6.1.8 Provision 6.1.3 Encryption requirements of the identification means and au-
thentication

Provision 6.1.3 specifies the encryption requirements concerning the identiff€agion
means and authentication mechanism. The provision corresponds to provisi .
which stipulates the technical encryption quality of the entire identificati%eme.

Other stipulations concerning the encryption of identification servj &d relying

party communications are laid down in provision 7 and concernin sages in pro-
vision 9.

encryption solutions. The provision stipulates that interna ly or nationally rec-
ommended methods must be employed. Similarly to er protection measures, the
implementation and selection of an encryption sol st take into account the
risk assessment. As far as communications are concdped, encryption solutions are
based on the algorithms, methods and valqu vision 7. The phrase ‘where

technically applicable” means methods that ically possible in the first place.
Taking the risk assessment into account n%/ at other security measures can be
grounds for applying solutions specifieQ

Provision 6.1.3 specifies the protection requirements in % .1.1 in terms of
WOn

ision 7 only partly when assessed on

the whole.

Encryption methods deemed ge eliable must be used in

- creating and managing hol cific secrets.

- protecting holder-specifi€'s s (usually a private key) on the terminal device

or in the background sySteny.
- all functions affecth&the integrity and confidentiality of the identification means

as a rule. %

The communigdi encryption requirements in provision 6 in accordance with pro-
vision 7 pertain
- communiéations between the identification means in the possession of the user
and theNgdentification scheme, i.e. the authentication of the identification means
ho&nsofar as the messages are not covered by the requirements on message
encryption in provision 9. In comparison to message encryption stipulated in
ovision 9, provision 6.1.3 refers to challenge-response messages that are used
Q in authentication between the identification means holder and the system of the
identification means provider.

% - Example from assessment guideline 211/2019 [21], Annex C Special criteria for
Q mobile identification solutions: hard fail certificate pinning between the mobile

app and the background system.

The mobile app as part of the user’s identification means is connected to the identi-
fication means provider’s background system in current identification means. The
information security concerning this section is stipulated in provision 6. Whereas in
identification means that use a chip card, the user’s means is connected to the iden-
tification means provider’s card reader application, which is part of the identification
scheme.
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If identification means were to develop in accordance with Self Sovereign Identity
models, for example, so that the application on the user’s terminal device (so-called
wallet app) relays identification messages or attribute verifications to relying par-
ties, the implementation of the requirements would probably warrant a review. This
would also probably mean that responsibilities and procedures in authenticating the
parties should also be reviewed.

4.6.2 Provision 6.2 Specific security measures

4.6.2.1 Provision 6.2.1 Displaying service event itemising data to the user (§e n
binding)

This requirement is new to this version of the regulation. QS
n

The identifying data for the identification event or service event m y character
string, image or other information displayed to the identificati ans user both in
the identification means and the e-service app or browser s session binding).
The user must be able to easily connect the identificatio%est with the service
event based on this information. The purpose is to m it Possible for the identifi-
cation means user to not authenticate any incorr c@raudulent authentication
requests. x

Naturally, this requirement only applies to i
screen. Displaying is not typically technic
ken/device . This procedure has been
(‘binding message’) in Annex C of th

tion means using a dedicated
ssible in one-time-password to-
d in the mobile application criteria
ntification service assessment guideline

211/20109.

The displayed data may take djffée % forms; character strings, phrases, images or

QR codes. Legibility and co sibility must be observed, however, in order for
h

the user to easily associate ervice event with the identification request.

The accessibility requiraspts specified in the Act on the Provision of Digital Services
(306/2019) [30] s?‘ﬁl’ﬂ observed in displaying the event identifier.
t

The provision % specify whether the responsibility to display the data lies with
the identificafor) bPoker service or the identification means provider.
See prov '0(24 on the transition period.

4.6.2.2¢?ision 6.2.2 Displaying the name of the relying party to the user (SP-
name)

%is requirement is new to this version of the regulation.

tion of the identification. The purpose of the regulation is to ensure that when the
name of the e-service that has requested the authentication and is the recipient of
the verification is displayed to the user, the user has the possibility to realize and to
not authenticate any incorrect or fraudulent identification requests. This works to
reduce the risk of the user being mislead about which e-service they are identifying
for.

% ata on the relying party refers to the e-service that is the recipient of the verifica-

Similarly to the identification request itemisation data specified in provision 6.2.1,
data on the relying party can only be displayed on identification means with a screen.
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The identification event implementation and the party informing the user in the iden-
tification chain will vary, making it impractical to determine binding rules for who
shall display the information to the user, the identification broker service or the
identification means provider. The specification concerning displaying data should
take all phases in which the data can be displayed to the user into account as com-
prehensively as possible. The focus should, however, be on the phases and interfaces
of the identification process in which the user is asked to perform actions, such as
the identification means selection window, any interfaces presented by the identifi-
cation broker service, the browser interface or the identification app of the i@i-
cation means provider or other identification means or authentication sec at
allow for displaying data.

The accessibility requirements specified in the Act on the Provision o itd Services
(306/2019) [30] should be observed in displaying the name of t -8grvice.

fication means and the identification broker service in prQy®ig¥ 12.1. This data is

produced by the identification broker service. The attribute fgs already been defined

as voluntary in the SAML and OpenID Connect interfdCe recommendations [31, 32]

(ftn_spname) of the trust network, and mandator»f\e 2021, meaning that the
nt

preparedness for the attribute may already exisi.i interfaces of some identifi-
cation services.

See provision 24 on the transition period.g :

4.6.2.3 Provision 6.2.3 Single-sign-on (SSQ)

This data is stipulated as a mandatory attribute in the interfz een the identi-

This provision is new to this veg e regulation.

According to the interpretatj e Agency, the Identification and Trust Services

Act allows for offering singl&sigh-on, provided that a registered identification ser-

vice provider is responsjble for its security, reliability and conformity and the con-
Non has been assessed.

formity of the implegagn

General stipulati Foiactors specific to single sign-on affecting the security man-
agement of they fication means and authentication are laid down in the provi-
sion. These incl at least session duration management, session transfer be-
tween rebig{parties and session termination, i.e. single logout.

Provis 6.2.3 stipulates that the requirement of displaying the name of the rely-

ing party?specified in provision 6.2.2 also applies to special situations in which the

j tification service offers identification means holder identification to more than
e relying party using single sign-on. Single-sign-on is sometimes also referred to

?\ federation.
Q. F

rom the point of view of the user, SSO means that the user moves from the e-
service of one relying party to the e-service of another relying party without identi-
fying again, i.e. without authenticating again that they are the rightful holder of
the strong electronic identification means. According to provision 6.2.3, the user
must be informed of being transferred to another service in connection with the
transfer and the name of the service must be displayed to the user, as required in
provision 6.2.2. The user must have the option to accept or cancel the transfer.
Please note, this means that provision 12.1 4) only applies to the first relying
party. The log data for SSO sessions must be stored.

Finnish Transport and Communications Agency Traficom ¢ P.0.Box 320 FI-00059 TRAFICOM, Finland
Tel. +358 295 345 000 e Business ID 2924753-3 ¢ www.traficom.fi



T R ‘ a— I CI'\M Explanatory notes to 47 (111)
L™ regulation

Finnish Transport and Communications Agency

Doc. no.
[Date]

The provision does not specify whether the identification broker service or the
identification means provider displays the information to the user.

Whereas in the Agency’s assessment, the displaying of session binding specified in
provision 6.2.1 for identification events / service events is not technically feasible
in all of the sessions connected to SSO, meaning that it will not be required in
other than the first phase of SSO, i.e. authentication.

Other instruments. Many legal interpretations and plenty of information exc

related to technical implementation and security have been connected to

sign-on. The Agency has provided guidance on the interpretations in the%

and technical factors have been discussed together with identification

This work will continue and the Agency will decide on practical instr |n the
course of the work. Due to the differing views of the identificatio ces thus far,
guidelines, recommendations or interpretation policies issued@%gency seem

most feasible
4.6.3 Provision 6.3 Connecting identification means to a person %

QQ~

Provision 6.3.1 is a basic requirement that has bee @Zd to the regulation in the
interest of clarity. It states that authentication fa ust be connected to the
identification means holder in the identification e

Naturally, this connection varies between ation factors, e.g. the processing
of PIN codes and biometric factors diffe connecting to an application or OTP
code device. Q

Provision 6.3.2 corresponds to the&yement in section 6 of the regulation drafted
in 2016, which specified certainfataNs related to the creation and issuing of identi-
fication means that involve % on issues. They concern single processes mainly
related to the issuing of id%ation means used to ensure that the means may
only be used by its rightfu der. The requirements are similar to the previous
Regulation 8 predating&? apart from the requirement being made more flexible
in 2016 by allowin f t processes for issuing an identification means.

The requireme ovision 6.3.2 means that in principle, identification means can-
not be create stored to wait for potential customers by linking personal infor-
mation to thegdentification means. In principle, the initial identification shall be per-
formed re linking personal information to the identification means.

Pr vis%éa.z also allows a process linking personal information to the applied-for
mér;s already before the initial identification referred to in section 17 of the Identi-
n and Trust Services Act is performed. This may be necessary, for instance, if

e issuance process during one visit. Such needs are justified, for instance, when

the Digital and Population Data Services Agency produces identification certificates
for people who are abroad.

‘ e initial identification is performed by a personal visit and the aim is to complete

Application. If personal information is linked to an identification means prior to initial
identification, the application and issuance process shall otherwise contain security
measures that account for the risk of wrongly created (using false personal infor-
mation or without any intention to apply for an identification means) identification
means and risk of using the identification means before passing initial identification.
Such risks may be minimised, for example, by performing a Population Information
System check before linking personal information to the means, by technically pre-
venting the use of identification means prior to initial identification and by verifying
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that the identification means applied for and ordered correspond to the delivered
means.

As a primary safeguard, the Finnish Transport and Communications Agency recom-
mends technically preventing the use of an identification means by a revocation list,
for instance, until all conditions for issuing and delivering the means are fulfilled.
Under regulation, a revoked certificate cannot be retrieved but this prohibition does
not apply to technically preventing a certificate under preparation and activating the
certificate after the applicant has passed the initial identification. é

Section 21 of the Identification and Trust Services Act contains more det@)rovi—
sions on delivering the identification means to the applicant. Under parfagragh 2.2.2
of the EU Assurance Level Regulation, identification means at th h ¥fssurance
level also need a separate activation process.

issuance of the identification means and that the user is gw this. However, it
is possible to also provide other services, such as mobile Sybscriptions or banking

Furthermore, it shall be ensured that the initial identificatiog sSociated with the
services, in the same connection and identify the pergbn for this purpose, too.

In connection with issuing an identification means a inding the means to a per-
son, itis recommended to try to manage theri Wuthorised binding by notifying
the user via another channel and using verifj act details.

4.6.4 Provision 6.4 Processing identification means pecific data

These requirements specify certain det related to the creation and issuing of
identification means that involve ication issues. They concern single processes
mainly related to the issuing of; (fication means used to ensure that the means
may only be used by its rig der. Sections 8 and 8 a of the Identification and
Trust Services Act contain gro¥isions on the security of the identification means and
identification scheme.

Secret information g @to in the provision include at least the private key related
to the identificatijgqum s and the PIN code for its use, a password or a biometric
template.

authenticatio

According to prayision 6.4.1, it shall be ensured that secret information related to
the ident)ﬁsa&ion means is not revealed to the identification service provider staff
under% cumstances. This requirement was included in the regulation issued
prigr to

Agency’s opinion, the requirement must not be removed because situations
here secret information, such as a PIN code, can be revealed to the service provider
aff during the issuing process continue occasionally to be found during the super-

%E vision of issuing practices.

Q The requirement of provision 6.4.2 ensures that secret information is only known or
accessible by the applicant (holder) of the identification means. This guarantees that
no one else can use the identification means.

16.

In practice, the requirement means that a PIN code or other code associated with
an identification means must not be revealed at any stage to the staff of the regis-
tration desk, and it must not be transmitted through information systems, such as
e-mail, in which a copy of it is left behind.
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Cf. Electronic Identification Assurance Level Regulation [4]

2.2.1/2. The electronic identification means is designed so that the issuer takes
reasonable steps to check that it is used only under the control or possession
of the person to whom it belongs.

2.3.1/2. Where person identification data is stored as part of the authentication
mechanism, that information is secured in order to protect against loss and

against compromise, including analysis offline.

identification means and authentication, is restricted to the roles plica-
tions strictly requiring access. It shall be ensured that such m% is never
persistently stored in plaintext. ...Sensitive cryptographic m ial Yt used for
issuing electronic identification means and authenticatiog, I ected from

2.4.6/3. Access to sensitive cryptographic material, if used for issuing
1

tampering.
4.6.5 Alternative regulation considered, provision 6.1 identification meQ}%ﬁity requirements

The definition of secure or vulnerable authentication factors identification means
entity was discussed during the preparation of provisfon 6.1. The alternatives have
been discussed and assessed as follows: x

a) Authentication factor specific requirements%MQ specified in the regulation
S

Any authentication factors connected to pess n, knowledge or biometric charac-
teristics are very different from each o there are many of them. In compar-
ison, PSD2 regulation provides detailedequirements for each primary type, e.g.
protecting factors based on posse n from copying.

Due to the diversity and develo’t of authentication factors, this regulation model
would involve details that cghngt™€ covered on a regulatory level, or doing so would
not be practical. Furthermo reats to identification means security and security
measures as protectiomﬁinst threats are not purely authentication factor specific.

An example of this% f regulation would be to stipulate that the copying of au-
thentication fact ed on possession must be prevented and that authentication
factors based session must be based on a cryptographic secret. This would
make it clear th@#fa printed online banking code list would not meet these require-
ments ani tHfe regulation would need to specify a transition period for discontinuing
the usg of Wrinted online banking code lists or for strengthening the lists with an
additiiﬁ»feature based on a cryptographic secret to protect them from copying.

aded on stakeholder consultation, some identification services intend to continue
sing printed online banking code lists as part of their identification means, even
ough their use is largely being replaced with mobile identification apps and OTP
code devices. The issue that adding SMS verification to the identification event, for
% example, will increase costs has been raised during preparatory work. This increase
Q has been criticised because a maximum price for identification events between iden-
tification means and identification broker services has been regulated in the trust
network. The Finnish Transport and Communications Agency has not reviewed the
prices of SMS services to identification services.

b) Identification means resistance requirements would be specified in the regulation
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The attack resistance of the authentication mechanisms of identification means on
the substantial and high assurance level against moderate or high level attack po-
tential is stipulated in the Identification Act and the Electronic Identification Assur-
ance Level Regulation. The Assurance Level Regulation also mentions threat types
on the provision level.

Resistance to moderate or high level attack potential is an entity based on the dif-
ferent security features of the authentication factors, the combination of identifica-
tion means security measures and the continual monitoring of changing thredfts

Resistance indicators or other specifications could possibly be defined in gula-
tion by means of a reference to a generally used risk assessment s% rd. The
Assurance Level Regulation LOA Guidance mentions ISO/IEC 154(&".1 'ormation

technology - Security techniques - Evaluation criteria for IT ity”[23] and
ISO/IEC 18045 “Information technology - Security techniques dology for IT
security evaluation”[24] as a reference for attack severity e ion.

In the Agency’s opinion, there is insufficient information o the applicability of the
standards for all identification means to refer to them g6 compelling in the regulation.

Instead, the Agency is of the opinion that the resi taﬁ&s,requirement can be specified
in the regulation by listing factors that must l%@/ed in the assessment.

c) The regulation specifies the requiremen@ entification means threat and risk

assessments
The Guideline for EU Assurance Iggulation (LOA Guidance) states that the
different factors must be select\qmat they work to prevent different threats /
attack methods and that the re used to authenticate the factors must also
be considered in addition to aelors themselves. The LOA Guidance also contains
the references to the stand entioned above.

This regulation mod s@ies the requirement of conducting a risk assessment and
the components th be observed in it. The risks to the authentication factors
and authenticati@ anism must be assessed separately and the resistance of
the identificatj ns must be based on a threat and risk assessment correspond-
ing to the assurdpte level.

N\

tificat ans and authentication factors and observes the identification means

segurity €ontrols as a whole. Any supervision solutions defined by the Agency would
eNased on an accurate risk assessment of the identification service, which would
so take the effect of security controls into account.

Q %he operators considered this model good during the first hearing in the workshop

In the Aﬁ?ﬂs assessment, this model is flexible enough in terms of various iden-

on 10 March 2021. Specifications based on an established risk assessment standard
were proposed to be added to the application instructions to enable conformity as-
sessment. The fact that measures protecting users from phishing may reduce user
comfort was also raised, and the participants proposed that these measures should
be implemented across all identification means to keep competition fair. It was once
again expressed that risks vary based on the number of identification means provider
users and that attacking the users and method of a large service provider is much
more attractive to criminals.
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4.6.6 Provision 6 Compatibility of the Identification Act/Assurance Level Regulation and PSD2
regulation

Strong electronic identification used in bank and payment transaction services is
regulated by the PSD?2 directive [33] and the Commission implementation act based
on it (EU) [34]. Nationally, stipulations on payment services are laid down in the act
on payment services (290/2010)[35].

On the other hand, the stipulations in the eIDAS Regulation and the Identifj t|on
Act are independent of the field, i.e. neutral in terms of which field and seryi
the identification. é

These regulations have not been harmonised on the EU level as of \

In Finland, many strong electronic identification means registered rdance with
the Identification Act are also used as strong electronic identifc n in accordance
with payment service regulations. This raises the question w epthe requirements
in regulation are contradictory and whether the same ida@a ion means can be
offered in both branch-independent identification and t;ifi lly regulated payment
services.

In 2018, Traficom (known at the time as the %Communications Regulatory
Authority) and the Financial Supervisory AutlgOi viewed the technical compati-
bility of the regulations and consulted the b the Finnish Financial Supervisory
Authority PSD2 co-operation group and th&Finnish Communications Regulatory Au-
thority eIDAS work group on the review{[36]"Based on the review and the state-
ments, no impediments to using the Same identification means within both
of the regulatory frameworks v%tound in 2018, provided that the stricter
or more detailed of individu irements were always complied with.

After the shared review in@, the Finnish Financial Supervisory Authority has
drafted a policy stating tha nted online banking code lists do not meet the re-
quirements of the pay t service regulations without an additional authentication
factor. In payment vicés, identification means that use a printed online banking
code list as one gRthgsauthentication factors must add a factor in addition to the
online bankin ist (and a factor based on the holder’s knowledge and charac-
teristic). Typ@ banks use text messages as additional verification for online

banking codedists, i.e. the user must prove the possession of both the online banking
code Iistwobile subscription

In 2020,¢he Finnish Transport and Communications Agency compiled comparison

as part of its official duties for the preliminary amendment needs questionnaire

the application of the Electronic Identification Assurance Level Regulation and the

yment service regulations and application instructions to identify differences and

?ﬁssess the effects of the differences. No new observations or other essential

% differences with the exception of the printed online banking code list were
Q found in the comparison or the comments from the branch from 2020-2021.

Finnish Transport and Communications Agency Traficom ¢ P.0.Box 320 FI-00059 TRAFICOM, Finland
Tel. +358 295 345 000 e Business ID 2924753-3 ¢ www.traficom.fi



T R ‘ a— I CI'\M Explanatory notes to 52 (111)
L™ regulation

Finnish Transport and Communications Agency

Doc. no.

[Date]

4.7 Provision 7 Identification scheme interface encryption requirements

4.7.1 Provision 7.1 Communications encryption methods

Q

4.7.1.1 General

Provision 7.1 contains stipulations on communications encryption. The purpose is to
ensure the integrity and confidentiality of identification events on the communica-

tions level.
The requirements must be applied between identification service providerE@ -

tween identification service providers and relying parties, i.e. e-servic e re-
quirements apply to communications especially outside a protected ical space
and in a non-trusted network. A non-trusted network refers to th et or an
office network or other network in which the security has not b ly evaluated

and secured.

The application of the requirements to data transfers to i&éion scheme sub-

contractors is stipulated in provision 5.

The algorithms, values and methods listed in the o@n are mandatory for the
purpose of the provision "in the encryption, key c%e and signing...". This means
that attacks that would prevent the use of th algorithm, which has as such
been found weak, in certain cases have no found in certain use cases of the
SHA-1 algorithm. The use of the algorithm,i recommended because the appli-
cator may have difficulties assessing t le secure use cases, for example. It
has been used in identification services e.g. creating randomness, but the use of
this algorithm should be disconti unless it has been found to be secure and
necessary in a careful assessm

Alternative methods of reguflatjQlt;” 7.1 communications encryption. The Agency has
assessed the alternative pr ed in branch comments during the preparation of
section 7.1 to complet replace the list in the regulation with a reference to the
NCSA [37] instructi ’F%(Iy, based on experience with supervision , the Agency is
of the opinion th Wum requirements must still be laid down unambiguously.
Secondly, the s of the opinion that the NCSA and SOGIS MRA [38] lists are
maintained f ifferent purpose and they may in some regards be unnecessarily
strict compargd identification requirements on the substantial assurance level.
The requhyments in the regulation should take the security requirement level of

tioW services into account, and the requirements should not be tied to the

identifjga
reguire t level of nationally or internationally classified data.
&

Provision 7.1.1 Mandatory encryption methods

;ovision 7.1.1, subsections 1-4 and their order are based on a typical cryptographic

%E design order and requirements.

The word certificate has been added to the introductory sentence in the interest of
clarity, because it is an essential part of communications encryption in practice.

The definition of secure procedures, algorithms and values used is based on the
Finnish Transport and Communications Agency NCSA Crypto Approval Authority
(CAA) instruction Kryptografiset vahvuusvaatimukset Iuottamuksellisuuden su-
ojaamiseen - kansalliset suojaustasot (ohje 28.11.2018, Doc no. 190/651/2015)
(Cryptographic strength requirements for protecting confidentiality - national pro-
tection levels (Guideline 28 November 2018 reg. no. 190/651/2015)) for the purpose
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of assessing the security of crypto solutions in situations where data is being trans-
ferred in a non-trusted network. [39]

The objective is to reach a strength of 112 bits on the substantial assurance
level.

The NCSA (National Communications Security Authority) is in charge of security mat-
ters concerning the electronic transfer and processing of classified material. The
NCSA function serves as the national Crypto Approval Authority (CAA). The t of
the CAA authority include the assessment and approval of cryptos intend e
protection of classified material. The task is based on the EU Council se%rules
(2013/488/EU) and the act on international information security obl s (laki
kansainvalisista tietoturvallisuusvelvoitteista (588/2004)).

Abbreviations used in the regulation: ?\

AES = Advanced Encryption Standard (symmetric encryptijo od)
DH = Diffie-Hellman (key exchange protocol)

DHE = DH ephemeral keys

ECDH = Elliptic Curve Diffie-Hellman (key exchang tgtol)

ECDHE = ECDH ephemeral keys
ECDSA = Elliptic Curve Digital Signature Algorj; gnature method)

EdDSA = Edwards-curve Digital Signature (signature method)

RSA = Rivest-Shamir-Adleman (asymmetigc ption and signature method)
SHA = Secure Hash Algorithm (hash fugy

TLS = Transport Layer Security (encry;ﬂn protocol)

7.1.1 1) Key exchange referred bsection 7.1.1 1) means methods included
in the TLS protocol, for examp Q Regulation specifies the encryption methods

to be used in the key exchaq?
The specified key exchgnge requirements may be met by using the DH groups 14 to
21, 23, 24 and 26 ofrﬁ ‘s (Internet Assigned Numbers Authority) IKEv2 specifica-

tions.

https: A #/assignments/ikev2-parameters/ikev2-parameters.xhtml
Transform Type Diffie-Hellman Group Transform IDs [40]

7.1.1 2) asis for subsection 7.1.1 2) is that the RSA is the standard assessed
and r ended by the NCSA, and ECDSA and EdDSA provide a corresponding
le nfldence In the Agency’s view, there are no other alternatives available
j actlce EdDSA is added to the section. Suitability for asymmetric encryption will

added to the section, because when using RSA for message encryption in accord-

v ce with section 9, the encryption is asymmetric.

7.1.1 3) Encryption algorithm ChaCha20 has been added to subsection 7.1.1 3).
Encryption mode CCM has also been added to the subsection. Encryption mode CBC
will remain in the regulation. Some assessment tools refer to it as outdated, but in
the Agency’s view it is sufficiently secure, provided that the correct definitions and
updated libraries are used. It is worth noting that 3DES has been removed from the
recommendations as early as 2016. Encryption mode XTS will be removed from the
subsection, because it is not suited to communications encryption, but rather disk
encryption.

7.1.1 4) Authentication code Poly1305 will be added to subsection 7.1.1 4). In the
Agency’s assessment, the combination of ChaCha20 and Poly1305 can be deemed
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sufficiently secure in connection with identification operations, even though NCSA-
FI or SOGIS MRA have yet to confirm POLY1305 for the purposes that the references
in question are used. Allowing the combination will enable the use of a wider range
of ICT services and the newest solutions provided within them to identification ser-
vices.

SHA-2 functions refer to functions SHA-224, SHA-256, SHA-384 and SHA-512. SHA-
3 functions refer to functions SHA3-224, SHA3-256, SHA3-384, SHA3-512. This
specification will be moved from the regulation to the explanatory notes.

4.7.1.3 Recommendation on making section 7.1.1 stricter for high assu% evel
identification services

The recommendation on applying section 7(1) in the 2016 reg
7.1 of the amended regulation, will be updated. Some of the li
values listed in the regulation will be removed from the recg

, l.e. section
ocedures and
ation. The rec-
in the assessment

ommendation corresponds to security category TL VI [39]
guideline issued by the Crypto Approval Authority (CAA).

during the preparatory phase whether the reco ation should be kept in the
explanatory notes or whether it should be m datory and moved to the re-
quirements for the high assurance level. The %\/ assesses that making the values
in the recommendation concerning the hgt& rance level mandatory would not
cause interoperability issues, because i ion brokering allows for case-specific
selection of algorithms from the technicd point of view. However, the Agency is of
the opinion that the impact on relq.parties using high assurance level identifica-

Alternative methods of regulation, 7.1 on the high % ce level. 1t was discussed
m

tion is more difficult to assess O

Recommendation Q

Note! The requirementg for the high assurance level have been written in bold in
the text and the re %vts for the substantial assurance level, which are insuffi-
cient on the high a %\

e level, have been struek-through.

At the high le surance instead of using the requirements for substantial level
of assurance p ided in section 7.1 of the Regulation, it is recommended to apply
the fol/o g#values in parentheses, which will meet the minimum assurance

level % bits, to the identification scheme:

exchange: In key exchange, DHE methods or ECDHE methods with el-

& liptic curves shall be used. The size of the finite field to be used in calculations

Q shall be at least 2:048 (4,096 at high level of assurance) bits in DHE and at
least 224 (256 at high level of assurance) bits in ECDHE.

of assurance) of IANA’s IKEvZ2 specifications meet the above require-
ments.

2) Signature or asymmetric encryption: When using the RSA for electronic
signatures or encryption, the key length shall be at least 2648 (3,072 at
high level of assurance) bits. When using the elliptic curve method ECDSA or
EdDSA, the underlying field size shall be at least 224 (256 at high level of
assurance) bits.

% The DH groups #4-to 21, 23 24-and26 (from 1645 to 21 at high level
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3) Symmetrical encryption: The encryption algorithm must be AES, Serpent
or ChaCha20 (AES or Serpent at high level of assurance). The key length
shall be at least 128 (128 at high level of assurance) bits. The encryption
mode must be CBC, CCM, GCM or CTR.

4) Hash functions: The hash function or authentication code must be SHA-2,
SHA-3, Whirlpool or Poly1305.

SHA-2 refers to functions SHA224, SHA256, SHA384 and 2
(SHA-3-256, SHA-3-384, SHA-3-512 on the high assuranc

5) In addition to methods and values mentioned above in sectio %methods
and values that have been assessed as secure in the useggerérred to in the
specified sections of the following documents or their @ersions:

a) The Kryptografiset vahvuusvaatimukset o) ksellisuuden su-

ojaamiseen - kansalliset turvallisuusluokat (Dnro /651/2015) [39] in-
struction (in Finnish) issued by the Crypto fApproval Authority operating
within the Finnish Transport and Communi Agency, or

b) the SOG-IS Crypto Evaluation NAgreed Cryptographic Mecha-

nisms of the SOGIS-MRA (Senior Group for Information Systems,
Mutual Recognition Agreement) [41]) agreement between certain certi-
fication bodies of EU or EEA M tates.

4.7.1.4 Provision 7.1.2 Encryption hods assessed and allowed by the NSCA and
SOGIS MRA

Provision 7.1.2 is new to thij n of the regulation.

According to it, algorithins and values assessed to be secure by the NCSA or SOGIS
MRA, which can be n the sources referenced in the Regulation, can be used
in addition to the algokighms and methods listed in sections 1-4 of provision 7.1.1.
Qta o

The most up-to- ument must always be used when accessing the sources.

The Agency cangjglers the list drafted by the NCSA an appropriate source, and it has
also beepus€d as a basis and baseline in issuing the regulation in more general
terms,TheBgency considers the list maintained by SOGIS MRA another current and
reIeva%purce.

h&purpose of the addition is to enable the use of reliable procedures in situations
here there is insufficient time to make changes to the regulation.

means that when systems are configured, weaker default settings or a situation
where the system could pass requirements must not be allowed. The requirement
will not be changed.

%4. .1.5 Provision 7.1.3 Enforcing settings
Q The requirement in provision 7.1.3 on the technical forcing of encryption settings

The default features of software and devices are often based on supporting function-
ality in a flexible manner by using as many alternative specifications as possible, but
when encrypting an identification scheme, the settings shall prevent a weaker en-
cryption.
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4.7.2 Provision 7.2. Communications encryption protocol (TLS)

Provision 7.2 contains stipulations on communications encryption protocols. The sec-
tion specifies the requirement to only cover the TLS protocol, because it is the pre-
dominant protocol in practice.

The minimum TLS level is raised to version TLS 1.2.

The exception concerning TLS 1.1 allowed in the 2016 regulation will no Ion r be
allowed. TLS 1.1 dates from 2006, and has known vulnerabilities.

The version of the TLS protocol for communications connections affec ge of
the terminal devices and browsers used by the users. The Agenc essed
based on operator feedback, for example, that the users’ terminal s support

at least TLS 1.2 quite comprehensively. Some already use versio

Based on feedback from stakeholders, the Agency has asses there is no need
to provide a transition period for this requirement. Updati% LS version is part
of ordinary technical development. In terms of identit‘ atiow, service provision and
fair competition, and based on experience from forbid@ling,TLS 1.0, it is beneficial to
mandate all operators to make the switch from t

version at the same time.

If an identification service safeguards the@tiality and integrity of communi-
: o . :

er version to the current

cations by other means than the TLS prot&golYe.g. IPSec or SSH), it shall provide a

corresponding level of cryptographic st@n
still no need to specify any other com

Regulation.

4.7.3 TLS 1.2 and TLS 1.3 encryption prii@

7In the Agency’s assessment, there is
ication protocols other than TLS in the

This section provides instruti on how to identify cipher suites that meet the re-
quirements in section 7.1

Not all algorithms, @and values mentioned in section 7.1 can be used in TLS,
but combination 1.2 and TLS 1.3 profiles can be selected from the list. In
addition to sp, cipher suite, fulfilling the encryption requirements in the sys-
tem in practic%wres ensuring that the DH parameters and asymmetric keys and
certlﬂcatg' LS configuration are sufficiently strong.

Ciphe used by the NCSA in assessing cryptos (on level TL IV)

RSA AES-128-CBC-SHA256
&DHE RSA-AES-256-CBC-SHA256
Q DHE-RSA-AES-128-GCM-SHA256
DHE-RSA-AES-256-GCM-SHA384
?\ ECDHE-RSA-AES-128-CBC-SHA256
% - ECDHE-RSA-AES-256-CBC-SHA384
- ECDHE-RSA-AES-128-GCM-SHA256
- ECDHE-RSA-AES-256-GCM-SHA384
- ECDHE-ECDSA-AES-128-CBC-SHA256
- ECDHE-ECDSA-AES-256-CBC-SHA384
- ECDHE-ECDSA-AES-128-GCM-SHA256
ECDHE-ECDSA-AES-256-GCM-SHA384
Those listed in RFC 7905[42]

https://tools.ietf.org/html/rfc7905
- ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256
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- ECDHE-ECDSA-WITH-CHACHA20-POLY1305-SHA256

- DHE-RSA-WITH-CHACHA20-POLY1305-SHA256
TLS 1.3 ciphersuites listed in RFC 8446 [43]
https://datatracker.ietf.org/doc/html/rfc8446

- AES-256-GCM-SHA384

- CHACHA20-POLY1305-SHA256

- AES-128-GCM-SHA256

- AES_128_CCM_SHA256

4.7.4 Sources of nationally or internationally recommended encryption solutions

- The NCSA function of the Finnish Transport and Communicatio cy (Na-
tional Communications Security Authority, NCSA-FI) Kryp
vuusvaatimukset luottamuksellisuuden suojaamiseen - kans
(ohje 28.11.2018 dnro 190/651/2015) (Cryptographic str equirements for
protecting confidentiality - national protection levels ( ne 28 November
2018 Doc no. 190/651/2015)) [39] \%

o https://www.kyberturvallisuuskeskus.fi/sit&s/dgfault/files/media/regula-
tion/ohje-kryptografiset-vahvuusvaatimulNget-kansalliset-suojausta-

sot.pdf V
%e NCSA (1 July 2020 Doc no.

wl.kyberturvallisuuskeskus.fi/sites/de-
usratkaisut.pdf

o Encryption solutions approved
1240/651/2017) [44] https,
fault/files/media/file/NCSA

o general NCSA-FI gﬂbrmation https://www.kyberturvallisuus-
keskus.fi/en/our-actii csa

- SOGIS-MRA SOGIS Ag@Cryptographic Mechanisms (version 1.2 January
2020) [41]

o https:// %is.eu/documents/cc/crvpto/SOGIS-Aqreed-Crvpto-
graphij nisms-1.2.pdf

o Cufreptly more up-to-date than the NCSA-FI list and contains more algo-
hat have not yet been approved/listed in Finland. Updated every
ear.

XGeneral information on SOGIS MRA

& https://www.sogis.eu/uk/supporting doc _en.html#:~:text=The%20docu-
ment%20%C2%AB%20S0OG%2DIS%20Crypto,by%20all%20S0G%2DIS%20par-

v ticipants
:% - IANA (Internet Assigned Numbers Authority)

o IKEv2 parameters [40]: http://www.iana.org/assignments/ikev2-param-
eters/ikev2-parameters.xhtml

o IANA ciphersuites [40]: http://www.iana.org/assignments/tls-parame-
ters/tls-parameters.xhtml#tls-parameters-4

- RFC 7905 ChaCha20-Poly1305 Cipher Suites for Transport Layer Security (TLS)
[42]
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o https://tools.ietf.org/html/rfc7905

- RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3 [43]

o https://datatracker.ietf.org/doc/html/rfc8446

- The eIDAS Cooperation Network [45] technical specification eIDAS Cryptographic
Requirements for the Interoperability Framework, TLS and SAML, Version, 1.2,
31 August 2019 [46] 6

o https://ec.europa.eu/cefdigital/wiki/download/attach- %

ments/82773108/eIDAS%20Cryptographic%20Require- x
ment%20v.1.2%20Final.pdf?version=2&modifica-
tionDate=1571068651805&api=v2

o General information on the eIDAS Cooperation Ne ; Zooperation Net-

work Resources - eID User Community - CEF

- ETSI standards or specifications (
o Feb 2019 -ETSITS 119 312 V1.3.1 (2019%QR) "Electronic Signatures and
Infrastructures (ESI); Cryptographi ifeg" [47]

o https://ec.eu ropa.eu/cefdiqital@ play/EIDTECHSUB/Security+Pro-
file+v+1.3

- NIST SP 800-52 Rev. 2, Guid s for the Selection, Configuration, and Use of
Transport Layer Security (T plementations [48]

o https://csrc.nist.govgPu ons/detail/sp/800-52/rev-2/final

4.8 Provision 8 Authenticating &rties to the communications
4.8.1 General

Provision 8 sp c requirement on identifying parties to communications in
section 8.2 irf%eﬁ 016 regulation and makes it stricter. Provision 8 also expands
the requiremgnt cover connections between the identification service and the re-
lying par®gand specifies the basic requirements for key exchange and updates.

ProvisioMyB.1 stipulates how to ensure during the establishing of a communications
nection that the other party is the correct party.

Qrovision 8.2 stipulates the maintenance of the communications connection trust.

identification service and the relying party, i.e. the e-service. Verifying the relying
party is a crucial method of protecting the identification means user from verifying

% These requirements are similar between trust network operators and between the
3 fraudulent identification requests.

Trust may be based on reliably provided TLS certificates or keys intended for pro-
tecting messages.

Transition periods, see provision 24.
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Other steering instruments

Guideline. Until now, authorities have not issued guidelines on the practices of party
authentication and key exchange.

Recommendation. The requirements may be added to interface recommendations.
The questionnaire yielded comments on the recommendation not being applied con-
sistently. That is why the Agency does not consider the guideline or recommendation
a sufficiently effective measure to ensure reliable practices in authenticatingg€-ser-
vices.

Co-regulation. The trust network co-operation group has tried to compi#%e red key
exchange practices. In the Agency’s assessment, consistent practic adeveryone
could commit to have not been found. Identification services ho %authorities
would define approved procedures. $~

Information steering. Not considered.

Provision 8.1 stipulates how to ensure during the ing of a communications
connection that the other party is the correct party.SAuthenticating the parties to
communications is a basic part of reliable elec F‘&ﬁantiﬁcation services. Electronic
identification must ensure that communicati d messages are genuine and re-
main confidential.

encryption keys must be supplie at the holder can specifically be identified.
The regulation does not unequi address the details of the procedure or what
is a sufficient method of ideE the other party. Using strong electronic identifi-

Direct bilateral procedure in the re%ulgn means that the party’s certificate and

cation, for example, is a godd ctice. Parties always make an agreement between
them, meaning that any praleal matters can be covered in the agreement process.
XM

The requirement c g bilateral procedures means that the existing require-
ment is made m r ictive. Thus, authenticating a party may not rely solely on
basic practices in protocols; instead, it requires special procedures to ensure
that the comrhufications certificate or keys belong to the communications party.

4

Bilateral Means that identification cannot be solely based on the certificate of one
party ar@gfess of what type of certificate it is.

Ipthe AQency’s view, a single certificate alone will not prove that the pair to the
rii§jcate key is in the possession of the correct holder. The certificate holder’s key
anagement practices are not covered by the certificate issuing requirements.

certificate itself were very reliable, it is quite easy to neglect to ensure that only the
certificate in question is approved in the communications connection configuration,

%; The Agency also assesses that even though the CA issuing the certificate and the

as this is not a typical basic function.

The key related to TLS certificate ot the key related to protecting messages can,
however, be supplied after it has been signed using a qualified electronic signature
or sealed using a qualified electronic seal in accordance with the eIDAS Regulation.
The use of qualified electronic signatures or seals requires the use of a Qualified
Signature/Seal Creation Device (QSCD), which works to secure that the keys used
to create the signature or seal are in the possession of the correct person.
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See the eIDAS Regulation [3]

Art. 35.2: 2. A qualified electronic seal shall enjoy the presumption of integrity
of the data and of correctness of the origin of that data to which the qualified
electronic seal is linked.

Art. 25.2: 2. A qualified electronic signature shall have the equivalent legal
effect of a handwritten signature.

For the sake of comparison, the Agency states that during the TUPAS practic
was established by exchanging keys in reality. If the practice were to cha
so that trust would be established based on certificates as in typical traffj
security would no longer be on the same, sufficient level. In this rega eYequire-
ments in the regulation differ from the PSD2 regulation requiremen rning au-
thentication with payment initiation services and account inform&h ervices (so-
called Third Party Providers, TPP) based on trusting qualified %uauthentication
or qualified electronic seal certificates in accordance with AS Regulation.
However, PSD2 regulation has an added requirement tha Ps in question are
supervised by the finance branch supervisory authori nd%ave been entered into
their register. i )

Technical application. The Agency states that w n%?ng the OpenID Connect pro-
tocol[49], a jwks_uri address alone is not e authenticate a party reliably;
instead, other procedures must also be use enticating a jwks_uri address us-
ing a fixed IP address is not sufficient @mcation for the other party, either.
Similarly, the signatory to the metadat ust also be authenticated when using the
SAML protocol.

4.8.3 Provision 8.2 Certificate and key ren

Provision 8.2 stipulates th mnance of the communications connection trust.
The keys implemented in thg egtablishment procedure to ensure confidentiality and
integrity cannot be per@ent y valid; instead, they must be renewed regularly.

The regulation spedifigs the requirements for key maintenance. The regulation de-
fines boundary c@'ti s for the prerequisites for utilising automated procedures in
key renewal.

with goo rmation security practices. Keys must naturally be renewed regularly
regar&ss( this schedule, if their reliability has been compromised due to a security

t&: orincident.
@b ctions 8.2 a-c specify the procedures that can be employed to renew certifi-
tes and keys sufficiently reliably. In other words, these procedures are in place to

Q%reate trust anchors that meet the requirements in provision 8.1. Earlier keys and

In the Ag?nc s View, keys should be renewed at least every two years in accordance

certificates must, of course, be supported as long as required by the use/implemen-
tation of new keys and certificates.

8.2. a) in accordance with the procedure in section 8.1

In the interest of clarity, subsection 8.2.a) states the obvious option to renew keys
in accordance with the establishing procedure in section 8.1.

The procedures in sections b and c rely on the trust built during the establishing
phase.
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8.2 b) by providing new keys via a communications connection, whose integrity and
confidentiality has been ensured by binding the parties’ communications to digital
certificates or keys provided in accordance with section 8.1

The procedure in subsection 8.2 b) is based on trusting the certificate supplied earlier
using a bilateral procedure in the establishing procedure and using it to authenticate
the communications connection used to supply the new keys. The technical term for
this procedure is secure channel that can be executed by certificate pinning(&y

pinning and mutual TLS (mTLS). In terms of the OSI model, the procedur,
cuted on the transport level.

The procedure is conventional and executable in communications u ut it is
not a default, established procedure in communications connectioNg.~Phe Agency
stresses that technical configurations require diligence to prevent are from by-

passing this hardening.

Technical application. The Agency states that the public ké&he certificate identi-
fies the holder and when the holder connection is boupe to tfts public key, the bind-
ing executes the integrity and confidentiality of th c@unications connection. In
other words, it is not sufficient to bind the traffic to O%; Mstead, it must be executed
to a specific certificate or public key. The care ofpéction and renewal of the cer-
tificate used for this purpose is important.

cordance with subsection b are already ng used within the trust network to some
extent and the alternative can be aggumed® to be practically feasible between identi-
fication services. This option ena Qﬁe automation of the renewal of keys used for
message protection. é

Certificate pinning may be i@ttical in authenticating communications with relying
parties. Instead, key pinnin mTLS could be feasible and meet the requirements
in this case. &

In Certificate/ke%n implementation, e-services can typically use affordable DV

Impact. As far as the Agency is awareQ nications connections verified in ac-

certificates of 's Encrypt type, for example, which may be replaced as often
as every thre%nths. Even if trust was established carefully in accordance with
provision 8.1£the ensuring of the new certificate being issued to the same pair of
keys at Nme of the certificate being replaced must be enabled and the earlier
key t remain in use in the technical specifications.

utual TLS, mTLS, implementations the parties to the communications connec-
jon are authenticated by using client authentication in addition to using server cer-

icate. mTLS is an alternative method of identifying parties to communications and

The certificate/key pinning or mTLS procedure enabled by the Regulation allows for

Q ?“Qnsuring information confidentiality and integrity.

an automated process in message encryption in key maintenance (JWK set).

TLS connection pinning and mTLS differ from each other in terms of management.
In pinned connections, the parties usually acquire their own certificates, but the
typical procedure in mTLS use cases is that the other party supplies a client certifi-
cate to their client.

8.2. ¢) by signing for the new keys using a key provided in accordance with section
8.1
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The procedure in subsection 8.2 c) is based on trusting the key and certificate sup-
plied earlier using the establishment procedure. The new key is signed with the key
supplied earlier. In terms of the OSI model this procedure is implemented on the
application level.

This option is not very likely in practice, but the Agency wants to allow it in the
Regulation in order to not rule out any implementation that could be based on this.

quires that jwks-uri keys are signed using a signature key supplied in ac
with provision 8.1 when using the OpenID Connect protocol.

This should be technically possible, but the standards do not contai %g speci-
fications for this procedure. In preparing subsection 8.2 c), th;é ncy has paid

special attention to assessing the possibility of implementing ted updates.
This procedure could be the signing and encrypting of new E@ ys (when using

Technical application. The Agency states that the requirement in the Regulagﬁrg-
e

the OpenID Connect protocol) with qualified keys in accordqa h subsection 8.2.
c), for example. This is not a hardening requirement for soff§are as such, but would
require the construction of an entirely new function the systems of the relying
party. The components related to the specificatio i s such, but a compatible
implementation would require coordination and &Iopment.

d
According to the Agency’s understanding, ted renewal may not be possible
so that the validation of signatures was bQu ecifically to an authentication/key
entity supplied in accordance with provj . If, however, it is possible to ensure
that the validation is specifically bound Qertiﬁcate and key supplied in accordance
with provision 8.1, the procedure $ meet the requirement in subsection 8.2 c. If
this procedure is used, it is impegfadQt that this is taken into account in specifying
and agreeing on the procedur @ e identification broker service and relying party.

It is unlikely that relying paRiesfwvould engage in this type of development work just
to specify a procedure that does not exist in the standard, i.e. the development work
u&d

would need to be ¢ in the trust network. If the procedure was not harmo-
nised, interoperahjlity bgtween the identification broker services and relying parties
would not be po@ Y Incoherence and errors would cause a need for repair and
guidance pro e

In the A n&’s estimate, it is not practical to draft separate specifications on the
matte f(%e trust network, because the procedure contains an evident risk of in-
terope%sui y issues.

gency has not verified whether the SAML standard [50] contains a specification
r signing for meta data with manually supplied keys.

4.8.4 ~Sulfimary of the technical application of provision 8.2.
In the Agency’s assessment, at least the following options in compliance with the
Q standard are available:

- Message-level encryption requirement and encryption key exchange in accordance
with section 8.1, if a TLS encrypted connection is available with no certificate or
key pinning.

- the use of an end-to-end encrypted TLS connection, with certificate pinning or key
pinning or mTLS in accordance with 8.1, making message-level encryption optional
and providing the option to automate encryption key exchange (JWKS and key
rotation)
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- Message-level encryption requirement is always valid when the identification mes-
sages travel through the user’s browser or terminal device (e.g. SAML front-chan-
nel)

Message-level encryption is, of course, recommended in all connections that enable
it.

4.8.5 Provision 8 objectives and impact assessment

4.8.5.1 Objectives C?
The purpose of the requirements is to ensure that identification eve %ﬂ the
n

trust network and out of the trust network are only relayed to or isations that
have been reliably authenticated. Verifying the relying party is a c%ﬁmethod of
protecting the identification means user from verifying fraudul tification re-
quests. Q

The purpose is also to ensure the integrity and confidentialfgoRcommunications and
messages. Electronic identification must also ensure t cormrmunications and mes-
sages are genuine and remain confidential.

The purpose is to clarify the requirements and eﬁv e harmonised use of secure
procedures, regardless of identification servi equirements have proved am-
biguous in practice and caused many issue interpretation as well as varying

procedures in terms of security, especi in Jauthenticating relying parties, i.e. e-
services.

Specifying the Regulation will clari harmonise the procedures, especially with
relying parties. In the Agency;} sment, requirements can work to make the

jective is to ensure the con{i development of identification security and ensure
fair competition.

4.8.5.2 Hardening b;ﬂ@ﬁdard procedures

procedures employed by 50@ ators more restrictive on the whole, but the ob-

Authenticatin ies to communications is a basic part of reliable electronic
identification Sellvic€s. Requirements will provide better security than basic proce-
dures of protgeo¥6, which trust any digital certificates generally trusted on the inter-

net. x

Frgm th&ypoint of view of technical development, it must be said that when the

DQS protocol was used, the practice was to provide the other party with a shared

yNising a manual procedure in reality in connection with signing the agreement.

his procedure allowed for the reliable identification of the other party to the com-
Vnunications and confirmation of the integrity of the transactions.

would include technically standardised procedures for starting communications with
a new party. That is why it is always necessary to assess whether these could be
used in authenticating parties to communications connection in connection with
strong electronic identification.

QQ When starting the use of the OIDC or SAML protocol in standards, the standards

The basic procedures of OIDC and SAML protocols are built on established online
practices. They enable the establishment of automatic trust, which promotes interop-
erability and usability, but does not secure the sufficiently reliable authentication of
the party to the trust or integrity and confidentiality.

Finnish Transport and Communications Agency Traficom ¢ P.0.Box 320 FI-00059 TRAFICOM, Finland
Tel. +358 295 345 000 e Business ID 2924753-3 ¢ www.traficom.fi



T R ‘ a— I CAM Explanatory notes to 64 (111)
L™ regulation

Finnish Transport and Communications Agency

Doc. no.
[Date]

Implementing the requirements requires defining processes concerning key and dig-
ital certificate provision and various setting determinations in server software in both
identification services and e-services.

Assessing the alternatives. During preparation, the alternative that certain certifi-
cates that could be trusted without the requirement of the bilateral supply procedure
would be specified as an option has been considered. The certificates for website
authentication (QWAC) qualified in accordance with the eIDAS Regulation or seal
(eSeal) or EV certificates, for example, would however be a cost factor and i Id
be unlikely that companies would acquire these. The Agency also estimate is
would not secure key management either. %

As stated above, in the Agency’s view, a single certificate alone wi t pfove that
the pair to the certificate key is in the possession of the correct holggr.{he certificate
holder's key management practices are not covered by the@ e issuing re-

quirements.

The Agency also assesses that even though the CA issui@a certificate and the
certificate itself were very reliable, it is quite easy to pgeglect to ensure that only the
certificate in question is approved in the communiggt connection configuration,
as this is not a typical basic function.

4.8.5.3 The difference between the trust net:%yelying parties

The number of registered identificatio igés is limited, whereas the number of
e-services using identification services ’Qrge and keeps growing, hopefully. That is
why it has been especially necessagyygo weigh the relationship between usability and

security and assess whether t grounds for e-services to employ different
procedures than operators wit e trust network.
However, brokering identifigafigh to the right e-services is an essential part of the

reliability of strong elegtronic identification. The Finnish Transport and Communica-
emjfied any grounds for not requiring the establishing of trust

tions Agency has not,i

for the communica&% onnection between identification broker services and e-
services and br identification events to be as reliable as communications
within the tru Swrork. Neither has the Agency identified any compensating secu-
rity measuresj@(could achieve the corresponding effect.

can di Uite significantly. Especially other than large e-service providers can have
ligfited ifhouse technical capabilities and they may rely on technical subcontractors
lementing e-services. The following sections contain assessments of the tech-

ical requirements of e-services.

As far ﬁS%ical capability, identification services and the e-services that use them

%4. .5.4 Establishing trust and key supply
The requirement concerning bilateral procedures in provision 8.1 generates the need
to make changes to the establishing of communications connections between iden-
tification broker services and their customers, i.e. e-service providers and relying
parties.

The Agency’s interface recommendations 212 and 213 have included the good prac-
tice of trying to avoid deriving trust from generally trusted internet/browser CAs, but
during the drafting process of the regulation, it became evident that relying parties
are in practice often authorised based on jwks-uri described above. The quality of
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the certificates used by relying parties varies greatly depending on whether the cer-
tificate holder is authenticated based on their own notification or whether the certif-
icate issuer verifies the holder in some way.

See Finnish Transport and Communications Agency recommendation 213/2021 S
OpenID Connect Protocol Profile for the Finnish Trust Network [32], section 2.3

The use of extended validation (EV) certificates is RECOMMENDED.

Firstly, the requirement affects how the trust establishment process is impleme
Automated or remote processes would presumably be more cost-efficien er,
identification services are always subject to an agreement that contai ovisions
on matters related to supply, and this process can also include the r. '&upply of
keys or certificates.

If the agreement procedure contains a visit in person, the @Zry keys can be

exchanged at this time.

tronically, which requires the specification of s tly reliable electronic
method to supply the public key of the party: ethod specified as secure
directly in the eIDAS Regulation has been us; S example in the Regulation.

Typically, agreements on identification services with t@yl party are made elec-
cie

Other methods must be evaluated as an enti akes the risk of receiving falsi-
fied data or receiving data from an incorre ce into account. That is why the
electronic identification of the other pa essary as part of the process, where
strong electronic identification offers b’Qr reliability than other methods. The in-
tegrity of the data transfer channelgg another factor to be assessed. It is clear that
the security of e-mail alone is in SOk t, but different secure e-mail solutions can
ensure sufficient integrity and dentiality, if they have been executed with high
quality so that the sender a Bipfent have been identified and the communications
have been encrypted. OtheRg~sgrvices solutions used by the parties, such as secure
messaging services for@king or the use of several independent channels, can be

used in key supply.

From an identifi ’rllroker service's point of view, the requirements impact the
fact that the ust ensure that technical requirements are communicated to
the relying part it has made agreements with, because it is unlikely that they
would besawdte of them. In light of the Identification Act, the identification broker
servic isﬁsponsible for supplying identification services to relying parties in com-
pIianc%h the requirements. Similarly to what has been agreed about data protec-
igh obligations (the relying party’s right to process personal data disclosed or au-
icated to it), the responsibility concerns taking the processing of requirements
nd any fault situations into account in the agreement and does not result in e.g.
e obligation to audit the information systems of relying parties. Naturally, the iden-
tification broker service may also offer technical guidance, maintenance and instal-
lation services.

The agreement relationship also includes monitoring the validity of the keys in the
possession of the relying parties, making sure that they are renewed regularly and
the implementation of new keys in the identification service provider’s system. In
the Agency’s assessment, technical checks at least every second year are useful and
a good practice as such.
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4.8.5.5 Hardening requirements concerning the systems of the relying party, i.e. the
e-service

The knowhow of relying parties or their technical subcontractors may also vary,
which is why the technical skill requirements resulting from the requirement must
also be observed.

Technical feasibility using generally available technical solutions and software, any
costs deviating from conventional ICT maintenance and the possibility of fauifs and
human error connected to hardening must be taken into account.

The establishing of new trust and the renewal of certificates and key\ ing the
agreement period must be separated. %

Establishing phase. The relying party must be able to observe th certificate /
public key it provides is the exact same key or certificate that% used in the use
of the identification broker service either for the TLS encryp the communica-
tions connection or signing and encrypting the identificatioR{requests to the identifi-

cation broker service on a message level. The procesgfng of a private key bound to
a public key in the relying party’s system must aIs&c eful enough to prevent it

from being disclosed.

The relying party information system hard wirement to configure the en-
cryption of the TLS connection in accord@ provision 7 so that it only uses
certain trusted key pairs is connected t ablishing phase. This requires careful
but relatively conventional technical co uration in the software.

If the security of the key upda %ﬁs to be established in authenticating a TLS
connection in accordance with * the TLS connection certificate pinning or key
pinning or mTLS should be gXe to the key or certificate itself, not the CA. This
is a hardening requiremen rthe relying party in software configurations, which

usually trust online CAx

According to the Ag(rv understanding, as a procedure, certificate or key pinning
or mTLS is comp yWarmonious with standards as such. Key pinning would prob-
ably be a praey rocedure in binding TLS connections, because it would ena-
ble frequent certificate exchanges, which is characteristic of Let's Encrypt certifi-

cates, fopexample.
This i@\ese initial phase configurations are essential. Even if the establishing

phase waS executed carefully, the absence of hardening could result in the carefully
eMgcted certificate being automatically replaced with an unverified certificate in con-
ction during updates or the required inspections not being conducted in the com-

v unications connection creation phase.

% Technical difficulty level of hardening requirements and costs to relying parties. The
hardening requirements in the procedures in the above sections 8.1 and 8.2 b are,
in the Agency’s understanding, relatively easy to achieve as such, but they require

that the related processes and maintenance / execution responsibilities are taken

into account in the technical maintenance of the party, which naturally requires a

deeper understanding of software in addition to basic use. Technical implementations

are often the responsibility of a technical subcontractor and the identification is part

of a larger ICT entity. These changes will also result in costs for the relying parties.

Party authentication and encryption key management incur some costs, but these

can likely be considered basic costs of ICT implementation in identification services.
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The Agency is of the opinion that the changes are technically feasible and necessary
for the continued development of the security of strong electronic identification.
However, these requirements need a transition period, especially in relation to e-
services, and implementing the changes will require cooperation in guidance and
communication.

4.8.6 Provision 8.2, assessment of the technical application alternatives

In preparing provision 8.2, the Agency has also assessed whether the use of DIYSSEC
could secure the confidentiality of the communications connection and, whe g

i he
rally,” DNS-
enabled

the OpenlID Connect protocol, the JWKS-endpoint factor in accordan
standard as reliably as binding the traffic to a qualified certificate. Ge

SEC is a good and recommended practice in traffic. Relying on it wo Sy
the automated renewal of keys when using OpenID Connect. @

However, the Agency assesses that specific technical config required by the
security of the implementation cannot be ensured sufficien jably, especially in
the systems of the relying parties. A secure implementat%]uld require the use
of DANE and the specification of the application (client) NS resolver to use DNSSEC
technology in the hard fail state. Software support f @ DANE may not be readily
available in some places. That is why the procedu%? NOT been included in the
procedure option specified in section 8.2 of th tion. (With hardened specifi-
cation TLS with DNSSEC, JWT Encryption, R f encryption keys (JWKS)).

Cf. Financial-grade API (FAPI) WG [51] :Jopenid.net/wg/fapi/

4.9 Provision 9 Integrity and confidentialify of duthentication messages

4.9.1 Provision 9.1 Protecting messages b identification services and relying parties

The requirements on auth
2016 regulation will be merged
and amended.

message encryption from sections 7-9 in the
ith provision 9. The requirements will be specified

Subsection 9.1. a) will }fy an alternative protection procedure to be used instead
of message enc loWand signatures. It is based on the specific verification of the
confidentialit egrity of the communications connection and is possible, if the
messages ar\e':prelayed via the user’s browser or terminal device. This addition
will mak%l‘;(/ca egorical message-level encryption requirement in the 2016 regula-

tion re ible.
A o:ﬁto subsection 9.1 a), the integrity and confidentiality of authentication
ages can be implemented by ensuring the integrity and confidentiality of the
mmunications connection by binding the communications of the parties to certifi-
tes supplied in accordance with provision 8 at both ends. This will work to enable
the verification of the reliability of the certificate of the end-to-end and both ends of
Q‘ the communications connection and the fact that the traffic will not be unpacked
outside the systems intended for providing identification services for the parties.

The procedure and the requirement of reliability concerning the certificate corre-
spond to the stipulations in section 8. Naturally, the underlying assumption is that
the communications connection (“TLS pipe") is encrypted in accordance with the
requirements in section 7 of the Regulation. If the communication connection is pro-
tected and encrypted using IPsec-VPN (virtual private network) instead of TLS en-
cryption, similar procedures related to the confidentiality of messages must be per-
formed on it.
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Assessment of alternatives. In the Agency’s view, MPLS connections, for example,
do not offer sufficient security controls for this purpose, because they do not offer
integrity and confidentiality by default. See Pitukri, [26] section SA-02: The Internet
as well MPLS networks provided by operators and so-called dark fibre are considered
public networks.

Personal data. According to general data protection regulations, all data that can be
directly or indirectly connected to an individual person are considered personal data.
This also applies to pseudonyms or transaction identifiers that can be connegteg to

a person when compiled/combined from various sources. Of the personal d
for identification, the personal identity code enjoys special protection. %nnish
Transport and Communications Agency does not, however, have obj eNgrounds
to restrict any other personal data outside the protection. This is Regula-
tion does not stipulate the protection obligation based on ype of per-
sonal data is transmitted in the identification messa ! inor" cf. " is

comprehensive grounds for personal data classification a siest to execute

12121249994, Alma Virtanen"). It would be challenging t egity objective and
IS ea
technical implementations similarly for all identificatio@@

4.9.2 Provision 9.1, impact and feasibility

authorised disclosure of personal data in th r on the user’s terminal device
or on the servers. The protection methods tect the authentication messages
and personal data against unauthorisedyeh ure or misuse in connection with any
unpacking of the communications ‘alon§¢the way’ on servers or recording without

The purpose of this requirement to protect au% ication messages is to avoid un-

encryption onto the user’s termina@ce.

Together with the requiremen@p vision 8, authentication message encryption
and signatures also work to the identification event from tampering and re-
play. The protection proced@tso works to secure the provision of the verification
of the authentication agd personal data during authentication only to the correct e-
service. This means %ﬁere are no grounds to separate the requirement within
the trust network % ween the trust network and e-services. The requirement
applies to conne etween identification services and between identification ser-
vices and relyg ies alike.

The requigen®nt’in the Regulation remains technically neutral, but the possibilities
of executli ther protection methods can vary between different protocols (OIDC,
SAML; MSS) and implementations. The purpose of this change is to observe
featufes of various standards and protocols better than in the valid regulation.
change increases the flexibility of the technical implementation in OIDC execu-
ons and also enables the current mobile certificate solutions utilising the ETSI MSS
andard [52], which was not evaluated to a sufficient degree in the preparation
work for the regulation in 2016. The user’s browser is used in connection with SAML

:% implementations, meaning that message encryption must always be used. SAML

would also enable other implementations, that are likely not typically used, however.

4.9.3 Provision 9.1.2 Authentication message sighatures
Provision 9.1.2 is new to this version of the regulation.
Provision 9.1.2 adds the requirement to sign authentication messages, i.e. the iden-

tification requests made by the relying party to the identification broker service and
the responses supplied to the relying party by the identification broker service.
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The requirement only pertains to authentication messages between the identification
broker service in the trust network and the relying party, i.e. identification requests
and responses. The purpose is to authenticate the fact that the identification request
of the relying party is coming from the correct system and authenticate the SPname
attribute displaying the name of the relying party, which must be authenticated by
the identification broker service provider in accordance with provision 12.1.

This means that, on the application level, the requirement also pertains to 5|tuat|ons
where an ensured communications connection in compliance with subsectlo

is employed on the transport/traffic level. The purpose is to specifically
applications that request identification in the relying party’s systems. é

This requirement will not be specified as mandatory between |dent serwces
in the trust network, because the information security of their s has been
assessed on the whole, but it is a good practice to follow ther&cy

Impact/feasibility. Signing authentication requests madeg b ing parties have
been discussed in the preparation work for interface recofgmeéndations. Based on
feedback received during the preparatory phase, it isfa generally requested proce-
dure to increase security. This procedure is conve jnh terms of technology.

Cf. eIDAS Cryptographic Requirements for th r@perability Framework, version
1.2 [46] Q)

national nodes only uses the SAML protdgdl. In the specification, the signing of mes-
sages has been specified as manda and the signing and encryption of the content
of the message is optional.

3.1 GENERAL REQ%@S

The following rule apply to the SAML communication between eIDAS nodes:
e SAML requ@;d SAML response messages MUST be signed by the sending party.

The specification of the technical requi?q?&of cross-border identification via the

® The sigpgtura an SAML assertion is OPTIONAL.
e The (sfgn@&d) SAML assertion within the SAML response message MUST be encrypted.

e eys or random numbers (for nonces or generation of ephemeral keys) SHALL
ed”only once. It is REQUIRED that random numbers to be used within SAML are
gen ed with cryptographically secure random number generators that provide suffi-
x/en entropy (according to the security level of 120 bits).
3

.2 XML ENCRYPTION WITH SAML

To protect the confidentiality of data, a hybrid crypto system is used. The content MUST
be encrypted via symmetric cryptography (Content Encryption) and the corresponding
symmetric key (Session Key) MUST be randomly generated for each transmission. A static

public key of the receiver MUST be used to encrypt the session key (Key Encryption).

%E 3.2.1 Content Encryption

For content encryption, algorithms of the following list MUST be supported:

e http://www.w3.0rg/2009/xmlencl1#aes128-gcm

e http://www.w3.0rg/2009/xmlencl1#aes256-gcm

Additionally, the following algorithms MAY be supported:

e http://www.w3.0rg/2009/xmlencl1#aes192-gcm

Other algorithms than those listed above SHALL NOT be used or accepted for content
encryption.
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4.9.4 Provision 9.2 Encrypting messages in the user interface

Provision 9.2 aims at clarifying that the requirements of the Regulation also impact
the terminal device interface of a user.

If the user’s browser, a service app or a terminal device of some kind is used in
relaying the authentication message between the identification service and the re-
lying party, i.e. e-service, the messages must still be encrypted in addition to the
encryption of the TLS connection in accordance with section 7.

During the service and identification event, the user's browser or servic n-
nects to the e-service, the identification broker service and the identifi eans
provider. The aim of reliable encryption is to protect personal data &9 out the
entire process. Q-

Please note that the Regulation does not otherwise apply to th€ j Erface between a
relying party, i.e. e-Service and a user, but it obliges the proyi of the identifica-
tion means and the identification broker service to imp%\t their identification
services in a way which ensures the confidentiality pers®nal data in the user's
terminal equipment interface. 2 )

4.9.5 Provision 9.3 Encryption algorithms and procedures \/
Provision 9.3 refers to provision 7.1, which % ure algorithms and procedures.
Message encryption must utilise certain gro res as far as they are technically
applicable. Provision 7.1 has been ame make it applicable for message-level
encryption.

In terms of technical applicatio Qﬁgency states that a good, current practice is
to use RSAES-OAEP.

No message encryption appliCgtion examples have been provided here, but the
Agency states that RFC’§9 a good source for specification, if necessary.
0

RFC 7519 JSON W ken (JWT) [53] https://tools.ietf.org/html/rfc7519

or encrypted JWTs is OPTIONAL. If an implementation provides en-
ry@tion capabilities, of the encryption algorithms specified in [JWA
>//tools.ietf.org/html/rfc7519#ref-JWA ], only RSAES-PKCS1-vi_5 with
,048-bit keys ("RSA1_5"), AES Key Wrap with 128- and 256-bit keys
x "A128KW" and "A256KW"), and the composite authenticated encryption algo-

rithm using AES-CBC and HMAC SHA-2 ("A128CBC-HS256" and "A256CBC-
HS512") MUST be implemented by conforming implementations. It is RECOM-
MENDED that implementations also support using Elliptic Curve Diffie-Hellman
Q Ephemeral Static (ECDH-ES) to agree upon a key used to wrap the Content
Encryption Key ("ECDH-ES+A128KW" and "ECDH-ES+A256KW") and AES in

v Galois/Counter Mode (GCM) with 128- and 256-bit keys ("A128GCM" and
% "A256GCM"). Support for other algorithms and key sizes is OPTIONAL.

Q The Agency’s OIDC interface recommendation 213 [32] already contains the follow-
ing instructions on message-level encryption. Corresponding instructions concerning
SAML can be found in recommendation 212.

Header Usage Value Algorithm Status in FTN
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JWS

PS256

RSASSA-PSS
using SHA-256
and MGF1 with
SHA-256

OPTIONAL

JWS

ES256

ECDSA using P-
256 and SHA-
256

JWE

RSA-OAEP

RSAES OAEP

JWE

RSA-OAEP-256

using defaul
parameters ;

RSAES OA
ing -2A56
and MGFINwith
SH@;}

JWE

ECDH-ES

Sém:;ii!ra”
%

ElliBgic Curve

Static key
agreement us-
ing Concat KDF

OPTIONAL

enc

JWE

7~

P ¥
IQ.GCM

AES GCM using
128-bit key

REQUIRED

A national node

n
interoperabilit @
the node is rré.ll;cg

border identifica
ulation s

ity requirements at the national node interface

national interface related to the EU electronic identification

n with notified identification means referred to in the eIDAS Reg-

| be implemented through national nodes.

Accordirmgyto provision 10, the same encryption requirements shall be followed be-
yée‘n the trust network and the national node as in any other external or internal

texNaces of the trust network.

quirements concerning interfaces between national nodes are defined in the doc-
ument eIDAS - Cryptographic requirements for the Interoperability Framework, TLS
and SAML, Version 1.2, 31 August 2019 [46]

https://ec.europa.eu/cefdigital/wiki/download/attachments/82773108/el-

DAS%20Cryptographic%20Requirement%20v.1.2%20Final.pdf?version=2&modifi-

cationDate=1571068651805&api=v2
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4.11 Provision 11 Incident notifications by the identification service provider to the
Finnish Transport and Communications Agency

4.11.1 Provision 11.1 Significant threats and disruptions (notification threshold)

Provision 11 serves to specify the requirement in section 16 of the Identification and
Trust Services Act to notify the Finnish Transport and Communications Agency with-
out undue delay of any significant threat or incident directed at the functionality,
data security or the use of electronic identity services.

The Agency has the authority to issue more detailed regulations on when b-

delivery of the notification based on section 42 of the Identification .

ance referred to in section 16 is a significant one, and on the contet& and

The purpose of the notification is to support the Agency's situati wareness of
the reliability, threats and disturbances related to eIectronic@ cation services.
equ
A

On the basis of notified information, the Agency assesses wh
been met and whether the situation shall be communica

irements have
e widely than the

service provider has done. The Finnish Transport and ComnWwnications Agency may
also provide information for recovery if such informatfon is available.

Provision 11.1 primarily corresponds to subsecti
Some clarifications in accordance with the su i
been made to the provision. There is no inte

or the information to be submitted, only %t e rules.

11%2) of the previous regulation.
and application practice have
change the notification threshold

Section 11.1 of this Regulation defines, 8§ a general level, the factors deemed rele-
vant in judging the significance e disturbance or threat, i.e. the notification

o the wrong person
ioning of a revocation list in which an up-to-date

threshold. Such significant dist@ es include:
t

issuing an identification
disturbances related to @
revocation list is not ava e

intrusions in the syms of the service provider

disclosure of th niYfication means provider’s certificate signature keys
serious abus identification means, such as incidents related to the chaining
of identificali eans

serious infer misconduct.

The thre I{for deeming faults or abuse related to electronic identities significant

is verylowand the same applies to vulnerabilities or flaws that compromise the

(K:tn of the identification data. With respect to usability or quality issues, on
e

other hand, the notification threshold is, in principle, somewhat higher, and they
emed more significant mainly in the cases where the issue affects other trust

etwork parties. Such issues include extended disruptions in the identification means
r identification broker service that prevent the provision of identification services to
-services. Extended disruptions preventing the chaining of initial identification are

Q-E e
Q significant.

On the whole, the Agency estimates that the number of disturbance notifications has
increased since 2016. The Agency states that the procedures of operators continue
to differ quite significantly in this regard. The Agency states that disturbance notifi-
cations may preferably also be submitted voluntarily.

The information provided in the notification submitted to the Finnish Transport and
Communications Agency shall be processed in accordance with the Act on the Open-
ness of Government Activities (621/1999), and the information may be disclosed to
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third parties or trust network members only when the conditions laid down in the
Act are met.

Section 16 of the Identification and Trust Services Act also stipulates that operators
are obliged to and have the right to submit notifications on activities between each
other. This information may only be pertinent to some members of the trust network.
The Act also provides for the Finnish Transport and Communications Agency’s pos-
sibility to technically transmit notifications between various parties. The Agency does
not have a system that would enable, without special technical developmghtaan
automatic relay of encrypted information between various parties so that infor-
mation would be available to only some trust network members case-%cally.
The Finnish Transport and Communications Agency maintains a mailin N{ tiden-
tification services can use to inform each other of disruptions that arrant a
more information secure channel.

Section 12 a of the Identification and Trust Services Act contgiNglimpttations for using
the information on disturbances and threats provided witQi st network which
aim at lowering the threshold for informing between identifidgtion service providers.

4.11.2 Provision 11.2 Reported information

The provision corresponds to subsection 11(1) ofN\the previous regulation.

ntification means or identification
ication to the Finnish Transport and
escription of the disruption or threat, the
e impact on various parties.

Provision 11.2 specifies the information that
broker service provider shall include in j
Communications Agency. In addition t
notification must contain informatigg on

he disturbance or threat occurred and when it

The notification should explain ;
jed or actual duration of the incident, if known.

was detected as well as the

The technical incident repor uld include description of the part of the identifica-

tion scheme affected binthe disturbance or threat, observations on the progress of

the events, descrip@ﬂ%ae e involvement of any other service providers and details
in nt.

of the cause of t%
The notificatinﬁt‘hg Id also indicate the root cause of the disturbance, i.e. whether

the disturban s caused by a human error, system or software failure, hardware
failure, diB{ributed denial-of-service attack, other attack, other threat or natural phe-

nome%

Iffhe notification concerns an information security threat, it should specify whether
he“ghreat is malware, software vulnerability, data break-in or unauthorised access,

ertificate or key traffic rerouting or spoofing or other similar incident, for example.

%; The description of the disturbance or threat and its impact shall specify, for instance,

whether it has affected the confidentiality, integrity or availability of data and
whether personal data has been compromised.

The notification should also include information on the number of users and e-ser-
vices affected by the disturbance or threat. It is recommended to also mention in
the notification whether the disturbance or threat has affected services or activities
that are essential or critical to society.

Furthermore, the notification should include a description of short-term and long-
term corrective measures that have been or will be taken to eliminate and mitigate
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the effects of the disturbance or threat and to prevent similar situations from occur-
ring.

The notification shall explain how e-services, users and other providers of identifica-
tion means and identification broker services in the trust network have been in-
formed about the disturbance or threat. The threshold for such communication as
well as its contents and time may naturally vary from one party to another. When
informing different parties, it is important to consider such parties’ ability and need

to protect themselves against the effects of the disturbance or threat and mifiinajse
these effects.
4.11.3 Provision 11.3 Reporting procedure s

This provision is new to this version of the regulation. It is intended%brify estab-
lished procedures.

According to section 16 of the Identification and Trust Servi %, the notification
must be submitted without undue delay. The regulation O%ﬂ t specify any time
limits, but the Finnish Transport and Communicatiops Ag@nhcy recommends that
threats and disturbances exceeding the notificatio @wold in provision 11.1 be

notified to the authorities within 1-2 days of their oC ce or detection. The more
severe the disturbance, the sooner it should be Agtifigd to the Agency.

As a complete set of information on the dist is not always available when the
disturbance is detected and first correcti sures are taken, it is possible to no-
tify the available details first and suppl nt the notification later.

A form for reporting disturbances i§ g
nications Agency’s website. Thg

formation, but specific data rgld
other manner like secure il.

to eidas@traficom.fi.

\iailable on the Finnish Transport and Commu-
can also be used for reporting confidential in-
o network security should be submitted in some
he notification may also be submitted via e-mail

In extremely serio mrgent situations the disturbance can also be reported to
the Agency by calirg: 58 (0)29 390 80. Threats and disturbances whose negative
impact on socjgtialarge must be prevented quickly by utilising the coordination
and communiégj?rs measures of the National Cyber Security Centre are considered
serious and ypgent.

4.11.4 Provision 1])$s,c sed regulation alternatives and other instruments
S

The responses to the questionnaire on amendment needs to the regulation issued
y ¥he Agency contained concerns that not everyone would report disruptions to the
gency with a low enough threshold and that not all identification services would

VL form each other of disruptions.
3 :

he Agency estimates that these observations should be primarily addressed with
supervision and by improving information exchange between the members of the
trust network. The latter is not covered by the Agency’s regulatory authority.

Nor does the Agency consider drafting new, specific notification thresholds for func-
tionality (availability) disturbances that would define a notification threshold based
on time or the number of affected users based on feedback. The assessment from
2016 will not be amended. It should also be noted that the Identification Act does
not contain specific requirements for the availability, continuity or preparedness of
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identification services, meaning that the Agency has no authority to issue provisions
on these.

Guidelines, recommendation. No notes.

Co-regulation. The trust network co-operation group has drafted a practice for infor-
mation exchange concerning disruptions and threats between operators.

Information steering. No notes.

4.12 Provision 12 Minimum set of data to be relayed in the trust network %C?

4.12.2 General

4.12.1 Provision 12.1 Mandatory set of data (attributes) Q

QQ~

This provision specifies the data, i.e. attributes, which shall b&r; aEed in the identi-
fication event between the identification means provider and igEntification broker
service or the relay of which shall be prepared. The attribuds Gorrespond to the set
of data defined in the EU Commission Interoperability@ul ion 2015/1501 [5].

a

Sections 1-3 of provision 12.1 specify the identificat ta which the identification
means provider shall relay to the identification ergervice during an identification
event. The Regulation has been clarified by %I g that sections 1 and 2 concern
data authenticated by the identification m% vider.

The purpose is to ensure interoperabilitiyg.e. that the identification means providers
and the providers of an identificatigaybrok®r service may agree on the relay of iden-
tification events smoothly without Q:rg to specify the attributes separately for each

agreement. Another aimisto e % at domestic identification means may be used
ation means are notified to the EU.

in cross-border processes if@

In an identification event of atural person, the relayed data includes the unique
identifier of the persoN\which is either the personal identity code (Finnish: hen-
kildtunnus, HETU) of the e*transaction ID (Finnish: sahkoéinen asiointitunnus, SATU),
where this is per e@/by the legislation. Parties agree between themselves on the
unique identifj used. Additional information to be included in the identification
data are the fir ame, family name and date of birth of the person. According to
section 7,0f e Ydentification and Trust Services Act, the identification means pro-
vider u&}gquire and update the information they need to identify natural persons
from &Ij{o ulation Information System. According to section 6 of the Act, the iden-
tifi¢ationsService provider must check the applicant’s personal identity code in con-

e®fjon with verifying their identity.

ame and first name of the natural person representing the legal person as well as
the unique identifier of the organisation shall be relayed. Based on section 7 a of the
Identification and Trust Services Act, the identification means provider must acquire
and update the information it needs to identify a legal person from the Business
Information System.

% the identification event of a legal person, at least the unique identifier, family

The assurance level of an identification means employed in the national trust net-
work may be substantial or high, as defined in the eIDAS Regulation. An indication
of the assurance level of the identification means shall be relayed at the interface
between the identification means provider and the identification broker service.
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4.12.3 New attribute: name of the relying party

Information on the relying party verified by the identification broker service, i.e. the
name of the e-service, will be added to the mandatory information in subsection
12.1. 4) of the Regulation. In interface recommendations, the attribute is presented
as the abbreviation SPname, i.e. service provider name.

The purpose is to add a new way of ensuring the security of electronic identification.
The purpose of the attribute is to enable the informing of the user about the gelying
party, to whom the authentication and personal data will be supplied. Provis'o@.z
stipulates the obligation to display the information to the identification m% er.
The information on the name of the e-service is defined in the relati % etween
the identification broker service and the relying party. Due to reliabiNgf=the respon-
sibility for the attribute must lie with the identification broker ser cause using
information provided by the e-service would defeat the purpoge

On technical application, the Agency states that the attri s already been de-
fined in the interface recommendations, and based ongsinforMmation gathered during
the preparatory phase, its execution is technically u p@matic. With regard to the
demand, the names used for e-services should b that the user is likely to
identify the service. This means that it is not néggssgfy to use the company name
registered in the trade register, if the comp s a better-known name for its

service. Q

The names should be statically specifQin dvance. Verifying the validity of the
names specified dynamically by ideptificadion event on the go would require labori-
ous processes and increase the ri rors due to typing mistakes, for example.
Identification means provid @ initiative for making this attribute mandatory
came from the identificatio@ans providers during the drafting process. The at-
tribute was previously spectell in the interface recommendations, meaning that
some identification me providers may already have it specified in their interfaces.
In terms of identifi n @wleans providers, it requires the addition of a field to exist-

ing interface defimi{iopg and an increased amount of information provided to the
users during i tion requests.

Subsection 12a#5) of the Identification and Trust Services Act lays down provisions
on the r ictions to the use of information received from the trust network and
Iiabilit%)ﬁr amages. Based on this, the Finnish Transport and Communications
Aggncy esses that the identification means provider may not use the information
i s received on e-service customers of identification broker services in marketing
own, competing identification broker service, for example.

andatory attributes are covered by the maximum price regulation concerning iden-
% tification events specified in section 12 b of the Identification and Trust Services Act,
but price regulation concerns information produced by the identification means pro-
Q vider, meaning that regulation bears no significance in this case.

Identification broker service. The identification broker service generates the SPname
attribute (relying party, to whom the identification is being relayed). Agreements
must regardless be made with the e-services, meaning that the specification of a
service name within the agreement relationship should not incur significant extra
costs. In addition to content specification, this change requires that a field is added
to existing interface specifications. The attribute has been specified in the interface
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recommendations, meaning that some identification broker service providers may
already have it specified in their interfaces.

E-services/relying party. Together with the identification broker service, the e-ser-
vice must specify a name for their service to be informed to the user. This has no
significant economic impact.

Other steering instruments

Guideline. Based on observations from supervision and feedback from the ugpw-
naire, the Agency assesses that the implementation of the attribute in allsi ica-
tion services might not necessarily happen based on an instruction but re-
quires binding regulation.

Recommendation. The attribute is already included in the Agengy rface recom-
mendations [31, 32]. Its status has been changed to mand yNin the update in
2021.

Co-regulation. Information on observations concernin e spPecification of names of
e-services and the displaying of the information to,tRe ugers can be exchanged in
the trust network, when necessary.

Information steering. No notes. &V

4.12.4 Provision 12.2 Optional set of data

Provision 12.2 lays down stipulations o%ptional set of data. The attributes corre-
spond to the optional data define the EU Commission Interoperability Regulation
2015/1501 [5].

There is already a need for ¢f0s der identification, and demand is increasing also
in the private sector. The purpgse of optional attributes is to support identification
and transactions in situgtions where mandatory attributes are not sufficient in check-
ing whether a persopais ady registered with the service (identity matching, iden-
tity linking).

In amendme Q regulation from 2018, subsection 25(4) of the Regulation pro-

vided for a trangipton period for the plan on implementing the changes required for

relaying he thlonal attributes referred to in subsection 2 in the interface used in

the tr t&uork. A plan for the technical implementation of relaying the information

referr‘%g In section 12(2) must be made by 1 October 2018 at the latest. At that

t}gth explanatory notes specified what plan was referring to in the regulation.
e

Qs pecification that the plan must be technically planned from the transitional pro-
¥sion has been added to provision 12.2.

Being prepared to relay optional attributes means that the processing of optional
attributes in the interface and identification schemes must be designed in a way
where the identification service provider knows which technical measures are needed
for the introduction of the attributes. Technical planning requires the documentation
of the plan.

Technical implementation of optional attributes in systems is not required. However,
in the technical configurations, it should be ensured that the optional attributes will
not impede identification events, even in those cases where their use has not been
agreed upon.
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The Finnish Transport and Communications Agency is of the view that preparedness
should be improved gradually, and by taking into account the development schedules
of company systems. In the first phase, it suffices that the attributes are taken into
account in designing the identification scheme. The Agency estimates that the plan-
ning process will accelerate implementation when need arises. The Agency’s SAML
and OIDC interface recommendations can be then referred to. The attributes do not
need to be implemented in the systems until a need for them arises.

4.12.5 Provision 12.3. Pseudonymisation of identification ("impoverish") g?
ib-

This provision is new to this version of the regulation. Its purpose is to clag
ute requirements in the interface between the identification means ider and
identification broker service if the relying party, or e-service, is only vided with a
so-called impoverished confirmation of user authentication.

According to section 8, subsection 2 of the Identification and t$©ervices Act, the
provisions of subsection 1 do not prohibit offering a specific i in a way that the
identification service provider discloses to the service prow@deMusing the identifica-
tion service the pseudonym of the identification meghs holder or only a limited
amount of personal data. tj

The act or this regulation do not lay down provisigns which personal data is pro-

vided to the relying party or authenticated t strong electronic identification.
The regulation specifies the attributes that rocessed in authentication within
the trust network. Typically, the relying ill be provided with e.g. a name and
personal identity code, but as describq‘n the act the relying party may also be

strong authentication of the user he data concerning the identification event

provided with a pseudonym or a qu ed aMmount of personal data. This also requires
must be stored in accordance tion 24 of the act.

The term pseudonym is us@stead of alias in the regulation because as far as

regulation concerning pgrsond®ata is concerned, these are pseudonymised personal

data in the Agency’s a&?ment. Even if the data were anonymous from the point

of view of the relyidg Ypar#y insofar as the relying party may not be able to connect

the data to a cem rson, the data can be connected to a specific person based
identification services.

tification 's@gyice has been productised. The relying party may also be supplied with
e.g. p%s'o the user’s age of majority. The relying party could also be supplied with
the user'€ address or some other individual piece of personal data or set of personal
atg without the personal identity code or the authentication of the personal identity
de that could identify the user as a person.

on the data 5714
The pseu&;ﬁ’n ay be single-use or more permanent depending on how the iden-
f

fication services impoverished in the described manner could increase the events in
which strong electronic identification and secure services are used also in situations
where the relying party does not have the right or need to reliably authenticate the
user’s identity, only some other piece of information. Based on information received
during the preparatory phase, pseudonymisation and impoverishing would be tech-
nically quite trivial, but there seems to have been no particular interest in these
services thus far. In order to promote interoperability, it might be necessary to spec-
ify shared profiles in the trust network between identification means and broker ser-
vices.

% In the Finnish Transport and Communications Agency’s assessment, offering identi-
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The provision of such services has not come to the attention of the Agency, but for
the sake of comparison, seemingly the only thing authenticated using strong elec-
tronic authentication in payment card transactions between the payer and the recip-
ient of the payment is that the payer is the holder of the card in question, and no
personal data is transmitted between payment services.

The user should be informed of their personal data being processed in the trust

network and the personal data provided to the relying party in accordance w&othe
GDPR.

Other steering instruments ®

Guideline. No notes.

Recommendation. Harmonised practices could be specified ingh rface recom-
mendation issued by the Finnish Transport and Communic%ts gency, if neces-
sary.

Co-regulation. The trust network could share informafion on the implementation of
impoverishment and draft shared models, if necess&

Information steering. No notes. V
4.12.6 Provision 12 Alternative regulation considered 0%
4.12.6.1New optional attributes

It was reviewed during the drafti rocess of the Regulation whether there was a
need to add citizenship, countryofQIRh, city of birth, country of residence, telephone
number and/or e-mail to th aI attributes of natural persons. It was further
discussed whether there w{?ed to add telephone number and/or e-mail to the
optional attributes of legal p ns.

The attributes mengege e being discussed in the technical cross-border identifi-
cation eIDAS groyR. Thg attributes would promote the interoperability of cross-bor-
der identificati n@

he possibility to connect a person to any previous personal
data in the e!gv in the country, where the identification is received.
The attri te/sources and the possibilities of reliably verifying them vary. The attrib-
utes c% assigned different reliability levels.

addifional information can be acquired, authenticated and offered by the identi-
{on means provider or the identification broker service.

ction 12 b of the Identification and Trust Services Act refers to the Commission

Implementing Regulation (EU) 2015/1501 [5] in terms of identification data pro-

% cessed in strong electronic identification. The processing grounds for any other per-

Q sonal data than the data mentioned above and obligations related to data protection
should be assessed and managed based on the GDPR.

Attributes that are not included in the Commission Implementing Regulation are not
covered by the price regulation specified in section 12 c of the Identification and
Trust Services Act.

According to an estimate within the branch, the number of attributes is expected to
increase as Self Sovereign Identity (SSI) models develop, and it is important that
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this development is not hindered. The current operating model, however, does not
pose any acute needs. A market survey conducted in 2020 did not indicate that e-
services had any identified needs for new attributes either.?

Decision. The Agency shall not make any additions, because there is no conceivable
need for new optional attributes that would necessitate the promotion of their defi-
nition in regulation at this time.

Other steering instruments

Guideline. No notes. %C?

Recommendation. In order to enable interoperability, optional attrj %and their
presentation methods can be listed in interface recommendations

Co- regu/at/on The trust network may exchange information § rning the e-ser-
vices' attribute needs, if necessary. %

Information steering. Interoperability requires harmo erface specifications.
Information on the attributes available in different ﬁe@atlon services alone is not

a practical method of specifying an mteroperable ttributes and method of
presentation in a multi-operator enV|ronment

4.12.6.2 Initial identification attributes Q
In the drafting process of the Regulat| 16, hopes concerning long-term evo-
lution and the possibility to relay d the initial identification via the interface
(such as the document on which |t|aI identification in person was based: a
passport, an identity card, elec icNdentification) were expressed.

It has now been re—evaluat@ring the drafting process whether there is a need to
add information transmitted ing the chaining of initial identification from a quali-
fied identification mea the Regulation.

roviders to chain identification operations indefinitely, i.e. is-

An amendment %n 17 of the Identification and Trust Services Act enabled
identification
sue new ele % identification means by relying on electronic identifications pro-

vided by
The i x’recommendatlon issued by the Finnish Transport and Communications
ntalns the attribute FTN chain level specified for the initial identification
t Th|s is displayed in the identification request submitted by an identification
eahs provider to another. The provisions don't preclude relaying the request and
entification for the issuing of a new identification means also through an identifi-
%ation broker service. During the drafting process, the Agency suggested that some
Q~ information related to trusted identification means would be specified as mandatory
5 SV i - : . . .
ee Traficom Research Reports 2/2021 Sahkodisen tunnistamisen markkinat (the electronic
identification market), Sahkoéinen tunnistaminen turvallisen asioinnin mahdollistajana (electronic
identification enabling secure services), section 5.2 Yritysten tarpeet (company needs),
Sahkdisten asiointipalvelujen ndkemyksia tulevaisuuden tarpeista (electronic identification ser-
vice views on future needs), p. 53 Lahes kaikki eli 98 prosenttia nakemyksensa antaneista
vastaajista pitaa vahvan sdhkodisen tunnistamisen yhteydessa saatavia tietoja riittdvina (Nearly

all of the respondents who provided their opinion, i.e. 98 per cent, consider the information re-

ceived during strong electronic identification sufficient).
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in the Regulation. According to an initial assessment by the Agency, from the per-
spective of information security and the overall reliability of electronic identification,
the transfer of such information would be beneficial. Due to price regulation, the
chaining of initial identification is expected to increase.

When information security breaches are investigated, it is important that possible
chaining can be found out quickly and efficiently in one manner or another. If, for
example, an identification means provider issues identifiers on the basis of stolgn or
fake IDs, it must be possible to find out whether such electronic identification S
in the possession of the wrong person have been used to electronically appl w
identification means.

Necessary information could include e.g. information on the time e identifi-
cation means was issued and whether the qualified identification S was issued
based on a document proving the person’s identity (passport, j y card or driving

chaining of initial identification, the Agency questioned w any earlier identifi-
cation chains were necessary and suitable for transmi@.

According to an initial assessment by the Agency, tRe ¥dentification scheme would
technically contain the necessary information, &it? storing the information con-
cerning initial identification is mandatory acc section 24 of the Identification

and Trust Services Act. This means that im nting the requirements would re-
quire the drafting of interface definitiongQ nterface recommendation in addition

licence prior to 2019) or based on strong electronic identig . In terms of the

to the Regulation and the related chan to the interfaces and use of data bases of

the identification means providers.

Details of the performance of %ial identification and the parties belonging to
the chain would support risk : ent and management in the view of the Agency.
Pursuant to section 17(4) o@ldentification and Trust Services Act, the identifica-
tion means issuer that relies*®n the identification means of another provider shall
bear the liability for d@ges. For this reason, chaining requires that the means
issuer who uses cHahindg shall evaluate the risk potentially associated with the
trusted identiﬁca% is risk is affected by the following factors (quote from the
2016 assess t ow long ago and on the basis of which ID the original personal
identification@arried out, whether there are several identification means issuers
in the chajn, #h&ther any of the identification means issuers in the chain have dis-
contin egxyoperations, and whether any of the identification means issuers in the
chain & experienced information security breaches that may have affected the

y Of data.

ixgrit

Quri g the drafting process, identification service providers presented the unani-
ous opinion that covering the cost of specifying new attributes with the regulated
%nitial identification maximum price of 3 cents would take long. They also stated that
Q~ there are only a few instances of error investigation and the implementation costs
Q would exceed the benefits of investigating errors and that acquiring, recording and
transmitting data would require development. The harmonised specification of un-
derstandable data would be laborious. Similarly to 2016, identification services sug-
gested that a database on initial identification chaining (i.e. identification means is-
sued to users), maintained by an authority, such as the Digital and Population Data
Services Agency, would implement the security objectives and enable the closing of

all chained identification means.
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Decision. Not regulated. The Finnish Transport and Communications Agency has
taken the operators’ grounds and the fact that, based on disruption notifications
submitted to the Agency, disruptions related to the chaining of initial identification
occur seldom, into account. The Agency also considers the monitoring of the possible
impact of the ongoing Government Digital identity development project on electronic
initial identification to be practical.

Other steering instruments

Guideline. No notes. C?
E;:o

Recommendation The Finnish Transport and Communications Agency % rs any
disruptions and, when necessary, assesses whether it would be use 0 sPecify the
information transmitted during the chaining of initial identificatioqegs Qptional in the
interface recommendations. Based on feedback received durin k'h?afting process,
however, it is unlikely that identification services would broé%, ttributes volun-
tarily.

Co-regulation. The trust network disruption group c@n exchange information and
specify the procedures of investigating disruptions,‘x ssary.

Information steering. No notes. @V

4.13 Provision 13 Information required in cross-@e use

4.13.1 Identification in the public sector

QQ~

The objective of the eIDAS Regula is that, in the future, it will be possible to use
identification means notified by, er States, such as Finland, for identification in
foreign public administratio ices, while notified foreign identification means
may be used for identificati@Finnish public administration e-services.

Provision 13 pertains ituations where a Finnish identification service has been
notified to the Com#i§siod in accordance with the eIDAS Regulation and the identi-
fication means u i tifies in a public sector e-service in another Member State

would take placdglvja an identification means provider, an identification broker service

using their id;g/a ion means. Identification using a Finnish identification means
and the&twn node maintained by the Digital and Population Data Services

Agency.
Pr vis$3 stipulates that the trust network should at this time transmit the data
ified in provision 12 to the node. In cross-border identification, identification in
bl administration e-services should not be subject to a fee between Member

% ates according to the eIDAS Regulation, but in private e-services, the eIDAS Reg-

lation and its implementing acts allow to collect compensation for the use of the
identification means. For this reason, it must be possible to relay data of whether
the identification event relates to a public administration e-service or a private e-
service also across this interface.

According to provision 10 concerning the interface between the broker service pro-
vider and the node, the same general requirements as those pertaining to the inter-
face between the identification means provider and identification broker service are
applied to the interface. The other properties of the interface are subject to a mutual
agreement between the broker service provider and the node operator in accordance
with provision 14. However, it would be appropriate that the chosen protocol is one
of the protocols used in the trust network.
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Identification using a foreign notified identification means to a Finnish public sector
e-service takes place via the national node and suomi.fi. This is not discussed in the
Regulation.

4.13.2 Identification in the private sector

Subsection 13(2) of the earlier regulation on attribute processing in situations where
foreign identification means notified in accordance with the eIDAS Regulation would
be used to identify to a private sector e-service in Finland through the node ape the
trust network will be removed from the Regulation.

However, there are no harmonised EU or national specifications conce @e use
of the national node for identifying to private e-services. Cross-bordgii fication
to public sector e-services is implemented through the national nod%& he Digital
and Population Data Services Agency has not executed or planne ransmission
of foreign identification to private e-services. This means th provision in the
Regulation is unnecessary. The matter will be reviewed, if reQ‘K y future changes

to the eIDAS Regulation.
QC?xtified by Finnish private
i to identifying to a foreign

. The reliability of a foreign
on notification, on the basis of
e identification service, if any, or

Customers using foreign identification means can
sector e-services on the basis of an agreement, si
private e-service using a Finnish identification
identification service could be found indirectl
regulation and supervision of the home stat

on the basis of an agreement.
When an identification broker servi bgging to the trust network wishes to relay
strong identification to foreign ser\%{he same requirements for the interface and

the contractual relationship bet % e identification broker service and the foreign
e-service apply as in the cage d§{ d¥mestic e-services. In this event, regulation and
monitoring carried out by t@?—mish Transport and Communications Agency meet
the requirements for identific&lion brokering specified in the Identification Act and
the regulation. The int%rability and security requirements for cross-border iden-

tification laid down#inythe”eIDAS Regulation (EU) 2015/1501 [5] only apply to the

national node. Q
4.14 Provision 14 Data %fer protocol and other requirements

4.14.1 Provision 14.1 Dgta transfer protocol

The p%on has been specified by naming OpenID Connect and SAML as the stand-
ayds, oné€ of which the interface offered by the identification service must at least
omply with between identification means providers, i.e. for chaining initial identifi-
ations and between the identification means and the identification broker service.

bility and interface characteristics specified in sections 12 a and 17 of the Identifica-
tion and Trust Services Act and the Government Decree on trust networks and limit
the number of the standards for the interfaces that the identification services are
prepared to maintain must comply with in order to avoid or receive identification
data during initial identification or identification brokering for relying parties.

% The purpose of the provision is to specify the requirements concerning interopera-

In the provision, enabling means interpreting the requirement from the point of view
of the rights of the identification means provider or identification broker service,
which the Act and the Decree aim to secure. The identification service may fulfil its
obligations in the trust network also by offering the function through an identification
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service in another trust network, as long as the requirements laid down in the pro-
visions and regulations are fulfilled.

According to responses to the Finnish Transport and Communications Agency ques-
tionnaire 2020 on the amendment needs of the Regulation, the technical steering of
interface protocols does not need to be changed significantly. The responses to the
survey supported the Agency’s preliminary assessment that the informative provi-
sion should remain in section 14. It remains practical to execute a more specific
steering of interfaces using a recommendation. There were, however, some g£rifical
comments concerning the efficiency, or rather inefficiency, of recommen in

promoting interoperability.
The Finnish Transport and Communications Agency recommends t & the na-
tionally drafted profiles for the SAML 2.0 or Open ID Connect pgafo®ls, which the

Agency has published as separate recommendations in 2018 a&n ated in 2021
[31, 32]. Special nationally stipulated or regulated require s Jor interface exe-
cutions are specified in recommendations. Otherwise, goed ral practices must
be applied to compliance with the standards.

This freedom of contract is affected by the regulati ngdlhin the Identification and
Trust Services Act and the Government Decree gn thg trust network. According to
section 12 a.3 of the Identification and Trus %Ves Act [i]dentification service
providers must collaborate to ensure that th ical interfaces of the members of
a trust network are interoperable and th@ enable the provision of interfaces
that implement commonly known staan the relying parties.

According to section 1.1 of the G rnment Decree on trust networks (169/2016,
amended as 1212/2018) [2], & ical interfaces referred to in section 12 a(2)
of the Identification Act (this r&fer@nce is not updated, but the matter is stipulated

1) the interfacé ween providers of identification means,
2) the intggface between an identification means provider and identifi-
cation %&ervice provider and
3) the intepface between an identification broker service provider and
th relying on the identification service.
Pursuant to s% .3 of the Decree, an identification service provider belonging to
a trust netwoj< all, in both the interfaces referred to in subsections 1(1) and 1(2),
provide ast one technical interface that meets a universally applied standard.

Th fo%ing issues were evaluated in the preparatory phase for the regulation in

&:& hat is the degree of precision for interface requirements to be included in

e Regulation with respect to individual protocols, such as SAML and Open ID Con-

ect? In other words, shall there be room for the use of other protocols? How should

e purely national TUPAS protocol be taken into account, since it does not, in all

% respects, meet the requirements, and its development plans or potential remained
Q unclear during the preparation of the Regulation?

It was decided during the drafting process of the regulation in 2016 that the protocols
to be applied shall not be determined, but shall be negotiated between the various
parties. However, the end result to be achieved through the application of the pro-
tocol shall be determined; that is, the minimum data that the protocol must allow to
be transferred and the information security requirements of the interface.
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The Tupas protocol was discontinued after 2016, at least in strong electronic identi-
fication, and mobile operators have replaced the old ETSI mobile verification inter-
face with the OpenID Connect interface in some interfaces. As it is, OpenID Connect
is the prevalent protocol, but SAML is also used to some extent.

4.14.2 Provision 14.2 Other features of the interface

The provision corresponds to section 14 of the previous regulation.

The purpose of the provision is to clarify the fact that the parties to the trust r@k
and relying parties agree on the protocol and the characteristics of the intgr at
have not been regulated together. Freedom of contract has been restrjgt reg-
ulating attributes and protocols within the trust network. Freedom C act has
been restricted with relying parties in terms of the interface securithplrements.

4.14.3 Adopting new protocol standards in the trust network %
tA€ monitoring of the

Based on information received during the drafting process a

branch, the Agency estimates that there is no current nee§ to’ discuss certain new
protocols in any more detail in technical steering. It sg¢€ms that OpenID Connect and
SAML enable the development of identification seryc thin the trust network to
a sufficient degree. ETSI is used to some extent | mfaces between mobile certif-
icates.

If the need to adopt new protocols as a\tﬁ%l interface in accordance with a
generally used standard specified in ernment Decree on trust networks
should arise, preparatory information s&d be exchanged in the co-operation group
of the trust network specified in decree and the Agency should evaluate the
maturity of the technical develo Q'Uased on objective information available both
nationally and internationally. 6

The interface and architect eds for enabling Self Sovereign Identity highlighted
by the Findy group duging the drafting process are not yet sufficiently clear or es-
tablished internatio %‘ccording to a generally used standard’ in the Government
Decree on the tru t%ork) that they could be observed in the regulation or tech-
nical steering or@i is would be practical. The matter will be re-evaluated if
changes to E lonal regulation or technical development require it.

4.14.4 Provision 14 AI’@étive regulation considered
4.14.4.%; interoperability requirements impacting relying parties

h&\Finnish Transport and Communications Agency has investigated whether the
chnical specifications of the trust network are connected to factors that have an
pact on identification brokering to relying parties during the drafting process.

service providers must collaborate to ensure that the technical interfaces of the
members of a trust network are interoperable and that they enable the provision of
interfaces that implement commonly known standards to the relying parties.

:% According to section 12 a of the Identification and Trust Services Act, identification

Here, the Finnish Transport and Communications Agency has paid attention to the
identification means use restrictions in accordance with section 18 of the Identifica-
tion and Trust Services Act and the inspection opportunity that the identification
means provider must arrange for relying parties.
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No needs connected to relying parties were highlighted in the questionnaire on the
amendment needs of the Regulation in 2020 or during the drafting process, with the
exception of single sign-on.

The Finnish Transport and Communications Agency is not aware of any functions
whose enabling should or could be promoted with the regulation to promote interop-
erability with relying parties. The boundary conditions and information secure exe-
cution of single sign-on affecting the services received by relying parties are dis-
cussed in provision 6.2.3. and identification pseudonymisation in provision 1@

ssed

The provision corresponds to section 15.1 of the previous regula ahe provision
specifies the conformity assessment criteria stipulated in secy of the Identifi-
cation and Trust Services Act.

that the assessment must cover all of the requireme t for the functions to be
assessed in the Identification and Trust Services A he Regulation. The Iden-
tification and Trust Services Act also refers to thezsecti®¥ns of the EU Electronic Iden-
tification Assurance Level Regulation referen j e Act. Information security and
interoperability requirements are specified e ly in chapters 2 and 3 of this Reg-
ulation.

All requirements set in the act and in this regulation. ih‘e phgvisions clarify the fact
ts

The provision lists the functions of ider&ation service implementation and provi-
sion for which the compliance wi requirements of the regulatory framework
shall be demonstrated by eithey3 ernal or external assessment. The grouping of
functions or areas is based o ing in the EU Commission Assurance Level Reg-
ulation. The assessment of @perability related to the national regulation of trust
networks will be added to th&=Regulation.

A detailed assessm nPGuideline on which stipulated and regulated requirements
the assessment ui ent pertains to is presented in the Identification service
@ 11/2019. Section 3 of the guideline lists the relevant provi-

assessment gui
sions by ared a nnex B General assessment criteria for identification services
itemises the geq¥irements by area.

The s@of subsection 15.1 1) of the provision cover the following matters.

.%roma lon security management means the requirements in provision 4 of the Reg-

atign, which specify the requirements in subsection 5 of section 8.1 of the Identi-
cation and Trust Services Act and introduction 2.4 and sections 2.4.3 and 2.4.7 in
e Annex to the Assurance Level Regulation.

Record keeping and other data processing has been combined into one entity in the
Regulation and the guideline.

Facilities and staff mean premise security and staff competence and sufficiency in
accordance with subsection 8.1(5) and section 13 of the Identification and Trust
Services Act and section 2.4.5 in the Annex to the Assurance Level Regulation.

Technical measures, or controls, contain comprehensive information security
measures that are used to ensure the integrity and confidentiality of the identifica-
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tion scheme and identification means. In addition to information system, communi-
cations and operation security, this entity contains cryptographic solutions and inci-
dent detection, management and information. Stipulations on the information secu-
rity of the identification scheme are laid down in paragraph 4 of section 8.1 of the
Identification and Trust Services Act and sections 2.2.1, 2.3.1 and 2.4.6 of the Annex
to the Assurance Level Regulation. Disturbance notifications are stipulated in section
16 of the Act. Chapter 2 of the Regulation concerns technical measures.

Interoperability within the trust network includes attribute transmission andinker-
faces. Chapter 3 of the Regulation concerns interoperability.

Relationship to the information security management system. It mus%c oted in
conformity assessment that information security and risk managem ordance
with provision 4 is not sufficient to meet the material requiremenggof€he identifica-
tion scheme. Instead, the identification scheme must meet allsas of the stipu-
lated and regulated technical requirements. In terms of conf, @ ssessment, this
means that the evaluation of information security manage ne is not sufficient
to demonstrate the fulfilment of the specified requirements\but it must be specifi-
cally assessed whether the scheme meets the encryp<r|on Fequirements for commu-
nications, for example.

The point of view in the ISO 27001 standard, \ﬁnple, differs significantly from

the assessment criteria in the Identification ust Services Act and this Regula-
tion. Information security management syst certified using ISO standards or
specified otherwise create an adminis ayer and a framework for data pro-

cessing and service management. Certifgation as such does not demonstrate the
sufficiency of the information secu and data protection level or existence of tech-
nical information security mea in the individual services or the entire service

offering of an organisation.

Cf. LOA guidance, section 2@2]
A gener; WD/G in risk management is that it is up to the organisation to
choose ich Tevel of risk it finds acceptable. This general principle is modified

rement in 2.4, since the organisation should have controls that are

by t %
-: burate to the risks at the given level.

The sectigns @f $ubsection 15.1 2) of the provision cover the following matters. It

should b&s}ed that this is a description of the requirements on a general level and

variou&spge al circumstances must be assessed in light of the act and its rationale.

Differentdting between different measures is not unambiguous when only one of the
entication factors is renewed, for example.

% plication and registration mean the application procedure of an identification

eans and the collection and verification of personal data required for identification
in accordance with sections 6 and 7 of the Identification and Trust Services Act.

Identity proofing and verification of the applicant mean the initial identification of an
identification means applicant in accordance with section 17 of the Identification and
Trust Services Act, including the verification of the authenticity of qualified IDs and
their validity in accordance with section 7 b in the Act.

Identification means characteristics and design mean the selection of the authenti-
cation factors used in the means, and the features of the factors and authentication
mechanism that ensure the reliability of the means as a whole in accordance with
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sections 8 a and 8.1(4) of the Identification Act and section 2.2.1 and 2.3.1 in the
Annex to the Assurance Level Regulation.

Issuance, delivery and activation of the identification means mean procedures and
measures in accordance with sections 20 and 21 of the Identification and Trust Ser-
vices Act and section 2.2.2 of the Annex to the Assurance Level Regulation, which
are used to bind the identification means to the holder, providing it to the holder and
taking it into use.

Suspension, revocation and reactivation of the validity means blocking ser 'LQ?\d
measures in accordance with sections 25 and 26 of the Identification and@ er-

vices Act on the initiative of the holder or the identification service.

Renewal and replacement means providing a new identification
previous means in accordance with section 22 of the Identificatign

Act and section 2.2.4 of the Annex to the Assurance Level R i
may also be connected to the application of section 26 of th

replace a
rust Services
. This provision

Authentication mechanism means the authentication pfocedure of the holder of the

identification means using dynamic authentication j cgfdance with section 8 a of
the Identification and Trust Services Act and sectio .1 of the Annex to the As-
surance Level Regulation. The requirements of entication mechanism pertain
in part to the identification broker service, t it participates in relaying mes-
sages in the authentication. 6

4.15.2 Provision 15.2 Assessment criteria Q

QQ~

This provision will be clarified to h@better describe the purpose and established
supervision practices.

According to section 29 of ntification and Trust Services Act, in addition to
the provisions in subsection nd 2 above and provisions or guidelines issued by
the EU or another intemgational body, the Finnish Transport and Communications
Agency may order t sspEsment to be based on published and generally or region-
ally applied inforgmgtidp security guidelines or widely applied information security

standards or p res.

The Agency wﬁft regulate certain sources as grounds. Instead, the regulation will

specify t%atoundary conditions for the criteria used in conformity assessment. A

referepgce tPthe assessment guideline issued by the Finnish Transport and Commu-

nic ti(@gency, whose current version at the time of the preparation of the regu-

& is 211/2019 [21], will be added to the Regulation. The guideline was updated
orsughly in 2019 to accommodate all the regulated requirements and include spe-

ould be used to observe all of the requirements.

‘ jal criteria concerning mobile applications. The up-to-date version of the guideline

Other sources that may be used in the assessment include information security
standards which specify good information security practices and concretise details to
be taken into account in the assessment. Examples of these are listed below.

Identification service providers may meet the assessment requirements set out in
the provision by means of one or several assessments of their choice. There may
also be several assessment bodies. Requirements concerning the independence and
competence of assessment bodies are laid down in section 33 of the Identification
and Trust Services Act, and the requirements are further specified in sections 18 and
19 of this Regulation.
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An identification service provider who acquires the assessment must ensure that also
the requirements concerning expressly the identification scheme and the identifica-
tion means are taken into account in the assessment, regardless of the fact that the
service production and management environment is often only a part of the overall
production and management environment and the assessment might target this en-
vironment at large.

The objective is to enable operators to utilise those sets of assessment criteria that
they would otherwise use flexibly. On the other hand, parties need to estimafe and
ensure that their set of criteria that are based on different standards ind r
all the required areas of identification scheme assessment and their re nts.

4.15.3 Examples of assessment sources

Standards or sources that can be applicable to identification sche tsessment as
part of the assessment.

- ISO/IEC 27001 [11] &

- KATAKRI [12]

- PiTuKri [26]

- PCI DSS, PCI/QSA [20] Q

- Webtrust Trust Services Principles and Cri% or Certification Authorities
and Webtrust for Certification Authoriti Baseline Requirements Audit
Criteria [54]

- Information Security Forum (ISF) Sta of Good Practice [55]

- ISF IRAM criteria (Information Risk ysis Methodology) [55]

- ISRS 4400 [56] and ISAE 3000 [57]

- Vahti instructions [58] A

- Information Managemen ecommendations [59]

- European Central Bank @1 ions

i ssued by the Finnish Financial Supervisory Au-

- Regulations or instry€ti
thority[60]
- FIN-FSA regulatjgn and guideline 2.4 ‘Customer due diligence; Prevention of

money laundggn d terrorist financing’[61]

- European Central Bank SREP cyber risk questionnaire [62]

- BIS, BankfoNIKternational Settlements, ohjeet External audits of banks and
supplemeﬁal note to External audits of banks - audit of expected credit loss
[63]

- S dgh Finansinspektion (FFFS) and Finnish Financial Supervisory Authority
eg ions and instructions concerning the organisation and operations of

%&rnal auditing
& ITA, The Institute of Internal Auditors [64] instructions, rules and auditing
principles

- ETSI standards [66, compiled trust service links]

Recommendation/quideline. The Finnish Transport and Communications Agency
electronic identification service assessment guideline 211/2019 [21] was updated
thoroughly in 2019 to accommodate all the regulated requirements and include spe-
cial criteria concerning mobile applications. The intention is to maintain the guideline
so that the use of the current version covers all stipulated requirements.

46Qﬁérnative instruments to the Regulation and Agency assessment guideline

Co-regulation. From the perspective of market entry threshold and possible compe-
tition law issues, it is better that the authority is responsible for setting minimum
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requirements. Exchange of information on the application of different sets of criteria
and interpretation issues is compatible with co-regulation.

Informative guidance. No notes.

4.16 Provision 16 Report on the reliability of the identification service provider and the
published data

4.16.1 Reports related to the identification service’s notification obligation Q
r-

For the sake of clarity, the sections related to the reliability of the identificd§
vice provider and the statutory information published by it that are no
the independent and qualified conformity assessment specified in prs:éls

d by
5 have
been compiled in the provision.

The provision is related to the notification obligation of the ide f%ﬁn service pro-

vider to the Finnish Transport and Communications Agency ulated in section 10

of the Identification and Trust Services Act. Based on sect% f the Identification
|

and Trust Services Act, the Agency has the authority tg stipWate the content of the
notification referred to in section 10 and the delivery of the,notification to the Finnish

Transport and Communications Agency. x

This means that the identification service pg#Wi ust provide information and
reports to the Finnish Transport and Com tions Agency in connection with
commencement or changes of operations€\Qr ifthe Agency otherwise requests infor-
mation in connection with its task of s g identification services.

The Regulation does not provide austive stipulations on the information to be
submitted or the form of the . The Regulation provides general provisions

stating that the fulfilment of equirements may be demonstrated in the form
of a report provided by the o y or another applicable report or assessment.
Guidelines and instructjgns on notifications and reports are provided on notification
forms and notificati uleline as well as in the form of operator-specific guidance,
if necessary.

N E

4.16.2 Content of the inforﬁ]{

The phrages gf the regulation are partially based on sections 2.4 Management and
organisa&}'and especially 2.4.1 General provisions and 2.4.2. Published notices

and uksjgf rmation of the Electronic Identification Assurance Level Regulation. Cor-

regpondi¥g requirements are also included in the Identification and Trust Services

The title and phrasing of the Regulation has been clarified, the order of the

ctidns has been changed and some specifications have been made to the content

?\ ith regard to the notification obligations of the identification service provider.

Q. 1) an established legal person in charge of the identification service and the compe-
tency and reliability of the persons in charge The requirements in this section are
connected to the requirements in section 9 of the Identification and Trust Services
Act. The identity of a legal person may, for example, be demonstrated by presenting
an extract from a register and the trustworthiness of the persons in charge can be
established by written declarations provided by the persons or from applicable

sources.

2) published notices and user information, such as identification principles, data pro-
tection principles, use restrictions, price lists and terms and conditions. The require-
ments in this section are connected to the requirements in sections 12 b, 14, 15 and
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18 in the Identification and Trust Services Act. The reliability of published data is
established by presenting the publication locations and published information.

3) sufficient financial resources in order to organise operations and cover any liability
for damages. The requirements in this section are connected to the requirements in
section 13 of the Identification and Trust Services Act. Financial resources and the
ability to assume the risk of liability for damages is established by providing financial
statements, the balance sheet and an auditor’s report as well as any proof of liability

insurance. q?
4) The requirement in section 4 is connected to the requirements in se% of
the Identification and Trust Services Act. The responsibility for subcont/& is also
specified in the conformity assessment specified in section 15, but i Is®f included
in the conformity of the identification service management. bcontractors
should also be mentioned in the identification principles in acger with section
14 of the Act. Q/

5) The requirement in section 5 is connected to the requifgments in section 13 of
the Identification and Trust Services Act. The purpoge and content of the plan is
described in section 2.4.1 5 of the Electronic Identiffcagigif Assurance Level Regula-
tion: Electronic identification schemes not constituted by national law shall have in
place an effective termination plan. Such a plan shall include orderly discontinuations
of service or continuation by another provider, the way in which relevant authorities
and end users are informed, as well as details on how records are to be protected,
retained and destroyed in compliance with the scheme policy.

4.16.3 Agency notification guideline

FICORA's Guideline 214/2016 '@ gectronic identification and trust service notifi-
cations [65] specifies some wenformation or annexes which shall be submitted
to the Finnish Transport ar@mmunications Agency. However, there are no de-
tailed application instruction$Concerning such information. The required content
shall be assessed on th%sis of the preparatory materials for the Identification and
Trust Services Act, forjinstance.

4.17 Section 17 Nationa’!t%assessment criteria
is

This provisio ainly informative. The Commission Implementing Regulation (EU)

2015/15 5] refers to information security management based on standard

ISO/1IBC 27001 [11] as the default. The Regulation confirms this presumption, be-

ca se%an appropriate practical solution also for the Digital and Population Data

sﬁges Agency. The Commission Implementing Decision lays down certain require-
e for the operation of a node.

ion 18 Requirements concerning an external assessment body of the iden-
tion service

Q In the commencement or change notification to be submitted to the Finnish

Transport and Communications Agency in accordance with section 10 of the Identi-
fication and Trust Services Act and its annexes, the supervisory authority shall be
provided the details of the independent assessment. Furthermore, the notification
shall include other information, on the basis of which it is possible to confirm that
the party performing the assessment meets the requirements of section 33 of the
Identification and Trust Services Act concerning the independence and competence
of an assessment body.
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The assessment body performing the audit may, under section 29 of the Identifica-
tion and Trust Services Act, be an internal assessment body, other external assess-
ment body or an accredited conformity assessment body.

The purpose of the provision is to clarify the criteria for determining the independ-
ence and competence of an assessment body in a predictable manner. The provision
also seeks to clarify that the independence and competence of an assessment body
cannot be based on the party’s own set of rules or own consideration. Insteadthey
must be objectively justified.

Provision 18.1 lists examples of the international standards or regula % self-
regulatory frameworks on which the independence and competence Ssess-
ment body may be based. The list is not exhaustive, and paragr@\_} ) states
general conditions for demonstrating independence and compete € purpose is
to enable parties to apply, as flexibly as possible, the audit '?a\that they are
already using.

Examples of possible assessment bodies are bodies accrédited according to ISO
27001, other external ISO 27001 audit bodies or corfesppnding auditors based on

other relevant standards. x

Provision 18.2 implies that a condition for app ious standards or sets of rules

to independent and competent identification e assessments is that the assess-

ment actually concerns the requirementsQf the identification scheme. It is the re-
I %2

sponsibility of the identification servic er to ensure that this is actually the
eas defined in this Regulation.

case and that the assessment covers al
The assessment report must cl zhow that the audit actually concerned the re-

quirements of the identificat':@me.

4.19 Provision 19 Requirements con
fication service

The explanation f rrtkprovision is identical to that of provision 18. Similarly, the
independence ar% etence of an internal assessment body cannot be based on
the party’s o etgf rules or own consideration. Instead, they must be objectively
justified andI;g ately applicable to the assessment of identification scheme re-

quiremerﬁ%

Chapter 6,%:':1 ted trust services
n

ing an internal assessment body of the identi-

4.20 Pron Assessment criteria for a qualified trust service provider
4.20.1G information on trust service regulation and standards

Q~ The general aim of regulation concerning trust services is to build the information
Q society and increase confidence in e-services. The regulation concerning trust ser-

vices helps the providers and users of electronic services identify the services that
enable the implementation of the various e-service functions with the highest possi-
ble standard of information security.

The eIDAS Regulation [3] specifies the requirements that a provider of a qualified
trust service and trust services shall meet. To define these requirements, the Euro-
pean Telecommunications Standards Institute ETSI has drafted standards concern-
ing trust service providers under the Commission's mandate [66]. If trust service
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providers meet the exact concrete requirements of the standards, they are compliant
with the eIDAS Regulation.

The purpose of the Regulation is to clarify the requirements for qualified trust ser-
vices laid down in the eIDAS Regulation by referring to international standards on
which the EU preparatory work is based, inasmuch as these standards have not, at
least by now, been referred to in the Commission implementing acts, even if the
eIDAS Regulation would provide legislative competence to that effect.

References to standards in the Regulation also support what is to be tak@@\e

minimum level of competence requirements in the accreditation of pa con-
formity assessment bodies. x

The standards are not mandatory, and operations may be organi her ways.
However, the standards indicate the level of confidence requir e eIDAS Reg-
ulation. If other standards with similar requirements are applj service provider
shall specifically demonstrate that the operations meet t ifements of the el-
DAS Regulation. The Regulation refers to the standards tha§had already been com-

pleted when the Regulation was issued.

The Regulation will be supplemented with refergenc%o standards that have been

completed after the previous regulation was %

ETSI standards are directly applicable in Ein nd they have also been approved
as SFS standards. Therefore, these st are named as SFS-EN 319 401, for
example.

Enisa has drafted an assessment Q&DAS standards: Enisa Assessment of Stand-
ards related to eIDAS (14 Dec 2018)[67] https://www.enisa.europa.eu/pub-
lications/assessment-of-stapea elated-to-eidas

4.20.2 General and service-specific requi ents for qualified trust service providers
@neral requirements for qualified trust service providers

4.20.2.1 Provision 20%

ETSI EN 319 72.1 (2018-04) Electronic Signatures and Infrastructures (ESI);
General PO|iC} uirements for Trust Service Providers [66]

The s n%includes general requirements for all providers of qualified trust ser-
vices r&,apply regardless of the service. It contains requirements concerning risk
agfessmént, information security policies and practices as well as management and
tion, for example.

v“ .2.2 Provision 20.1.2 Additional requirements for qualified certificate issuers

cates have been compiled in one provision, which pertains to the issuing of qualified
certificates.

Q E References to standards concerning qualified trust service providers issuing certifi-

ETSI EN 319 411-1 V1.2.2 (2018-04) Electronic Signatures and Infrastructures
(ESI); Policy and security requirements for Trust Service Providers issuing certifi-
cates; Part 1: General requirements [66]

The next version of ETSI EN 319 411-1 V1.3.0 (2021-02) is in the process of being
approved.
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The standard includes general requirements for trust service providers issuing cer-
tificates. It supplements and specifies the requirements of standard EN 319 401. The
standard contains detailed requirements for certificate policies and practices. In-
formative Annex C (Conformity Assessment Checklist) to the standard contains a
checklist of the requirements of the standard. The checklist may be used, for exam-
ple, when auditing trust service providers.

ETSI EN 319 411-2 V2.2.2 (2018-04) Electronic Signatures and Infrastructures
(ESI); Policy and security requirements for Trust Service Providers issuing £Lepkifi-
cates; Part 2: Requirements for trust service providers issuing EU qualifi i-
cates [66] é

The next version of ETSI EN 319 411-2 V2.3.0 (2021-02) is in the @!of being

approved.
The standard contains requirements for trust service provid igsudng qualified cer-
tificates referred to in the eIDAS Regulation. It supplemept equirements pro-

vided in standard EN 319 411-1 so as to correspond with ¥ge Special requirements
of the eIDAS Regulation. The supplementary requiregfients concern certificate poli-

checklist of the requirements of the standar checklist may be used, for exam-

cies and practices, among others. &
Informative Annex B (Conformity Assessment% iSt) to the standard contains a
ple, when auditing trust service providers

4.20.2.3 Provision 20.1.3 Additional req&nents for qualified time-stamp issuers

ETSI EN 319 421 V1.1.1 (2016®¢ctronic Signatures and Infrastructures (ESI);
Policy and Security Require Trust Service Providers issuing Electronic Time-
Stamps [66]

The standard contains Wmation security policy and information security require-

ments for trust sefvice Providers issuing electronic time-stamps. The standard

mainly refers to irements of standard EN 319 401 but it also specifies them

to some extens gtandard contains detailed requirements for TSU (Time-Stamp-

ing Unit) management. Informative Annex H (Conformity Assessment Checklist) to

the standard«ortains a checklist of the standard's requirements. The checklist may
d@xample, when auditing trust service providers.

be usstg
4.21 Provisi&?l sessment criteria for a qualified trust service
4.21.1 Quadfiigd trust service types

e following types of services can be qualified trust services in accordance with the

% eIDAS Regulation (EU) 910/2014 [3]:

1) Qualified certificate for electronic signature (Article 28)

2) Qualified validation Service for qualified electronic signature (Article 33)
3) Qualified preservation Service for qualified electronic signature (Article 34)
4) Qualified certificate for electronic seal (Article 38)

5) Qualified preservation Service for qualified electronic signature (Article 40)
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6) Qualified preservation Service for qualified electronic seal (Article 40)
7) Qualified time stamp (Article 42)

8) Qualified electronic registered delivery Service ("eDelivery”/QERDS) (Article
44)

9) Qualified certificate for website authentication (QWAC) (Article 45)

The qualification is acquired in accordance with Articles 20 and 21 of t S
Regulation. \

4.21.2 Standards
The Regulation specifies the assessment criteria for qualified trys ces.

L

certificates for electronic signatures, electronic seals and e authentication.

To define these requirements, the European Teleco nﬁigations Standards Institute
ETSI has drafted the standards referred to in this Rg» #0n under the Commission's
mandate. If a trust service meets the exact conc@ quirements of the standards,
they are compliant with the eIDAS Regulatio

Annexes I, III and IV to the eIDAS Regulation define the re% ents for qualified

The standards are not mandatory, and vides may be organised in other ways.
However, the standards indicate the IEQO confidence that the eIDAS Regulation
requires for services. If a service ig.orgaNised according to one of these standards,
the requirements of the eIDAS Rx%ﬂon will be followed. If other standards with
similar requirements are appIie@ ervice provider shall specifically demonstrate

that the service meets the r ents of the eIDAS Regulation.

The certificate profiles liste this Regulation include a standard for general re-
quirements (EN 319 41’&1), standards in accordance with the intended application
1

of the certificate (E 9 12, sections 2-4) and a standard specifying the contents
of qualified certifjeated fStatements) (EN 319 412-5).

Insofar as the's ards separate the parts concerning the compliance with the re-
quirements o}E regulation and other requirements, the requirements of EU regu-
lation ar nsidered applicable to this Regulation.

been compiled in the following table. Technical specifications (ETSI TS) have

S’;{r{de% concerning qualified trust service providers and various trust services
e
tWeen confirmed as of yet, and will not be referenced in the Regulation.

X

Table: Standards for qualified trust service providers and trust services

References to standards are compiled in the list of references, completed standards
[66] and technical specifications [68]

Service, eIDAS Arti- | complete standard technical specification
cle
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qualified trust service
provider (all trust ser-
vice types)

ETSI EN 319 401

see ETSI TS 119 312
V1.3.1 (2019-02)[47]

trust service provider
offering certificates

ETSI EN 319 411-1

(all qualified certifi- | ETSI EN 319 411-2

cates)

Certificates for elec- | ETSI EN 319 412-1 \ 4
tronic signatures ETSI EN 319 412-2

Article 28 ETSI EN 319 412-5 x
Certificates for elec- | ETSI EN 319 412-1

tronic seals ETSI EN 319 412-3

Article 38 ETSI EN 319 412-5

Certificates for website
authentication (QWAC)

ETSI EN 319 412-1
ETSI EN 319 412-4

NS
S

Article 45 ETSI EN 319 412-5 . \

Time stamp ETSI EN 319 421 V

Article 42 ETSI EN 319 422 %
O\

validation of electronic
sighature
Article 33

ETSI EN 319 ]QM
Az

ETSI TS 119 441
ETSI TS 119 442
ETSI TS 119 102-2
ETSITS 119 172-4

validation of electronic
seal

Article 40, reference to
Article 33

ALY

ETSI @9‘102-1

ETSI TS 119 441
ETSI TS 119 442
ETSI TS 119 102-2
ETSITS 119 172-4

Preservation of @i/ ETSI TS 119 511
tronic signatur ETSITS 119 512
Article 34 ;ﬁ\ N
Preservation jof Welec- ETSITS 119 511
tronic se ETSITS 119 512
Article&r erence to
Article 3

ronic  registered | ETSI EN 319 521 ETSITS 119 524

«delivery services (eDe- | ETSI EN 319 522 1-4
ery)

Q rticle 44

Chgpter 7 Conformity assessment bodies of trust services

4.22 Provision 22 Evaluation of the competence of assessment bodies

4.22.1 Accreditation and approval

The status of a conformity assessment body requires that the meeting of independ-
ence and competence requirements specified in section 33 of the Identification and
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Trust Services Act is demonstrated through an accreditation to be applied from FINAS
[69].

The provision specifies the competence requirements for conformity assessment bod-
ies specified in section 33 of the Identification and Trust Services Act.

When FINAS makes a decision on the assessment body accreditation criteria referred
to in the Act on Verifying the Competence of Conformity Assessment Services
(920/2005), it may take into account other requirements concerning the asse nt
of independence and competence in addition to the standards referred to in -
ulation. é‘g

In addition, the body shall apply for approval by the Finnish Transpor, d®ommuni-
cations Agency. A prerequisite for approval is the FINAS accreditationNnd a declara-
tion on how the guidelines in section 33(1)(4) of the Identificati rust Services
Act will be followed. Q

The following figure describes the relationships between gen®&falaccreditation regula-
tion and the sectoral supervision of the eIDAS Regulatiopfn the tonformity assessment
of an electronic trust service. The image does not incl thg approval and supervision
role of the conformity assessment body (CAB), whic nationally regulated in the
Identification and Trust Services Act as the task nnish Transport and Commu-
nications Agency. In the image, the specific%@) he regulation are connected to

the Accreditation Scheme which is decided Qy ational Accreditation Body, which

. request

is FINAS in Finland. Q
" European
| co-operation for Checks
| Accreditation | Conformity
L-- —{:A—l_— - Assessment Body
ettt - et itebeteteten (0000
TP * o in line with
| Assessment N“:h:_l pan-European
|  Scheme L Accreditation
Supervisory Body Scheme
Based on Body
Assessment Report |
TSP status " Assessment I {
setin Report \ : |
Trusted List i Conform e |
< by Natiﬁcatian.‘-. Anmmnnti::dy : |
. - \ 7
National Authority SRR [ Assessment : :
I | |
e | |
I I
J

¥
QQ-

Image: Trust service provider assessment scheme

(Source: European Union Agency for Network and Information Security (ENISA):
Auditing Framework for TSPs, Guidelines for Trust Service Providers, Version 1.0 -
December 2014 [70])
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4.22.2 Standard

<
4.22.3 A% ent report

The Commission has not drafted an implementing act to specify the conformity as-
sessment body standards under Article 20.4 of the eIDAS Regulation.

Since the Commission has not issued an implementing act on this issue, the stand-
ards listed in the EA document and described in the following paragraph form the
basis for the accreditation and approval of conformity assessment bodies. Some
Member States have confirmed their own requirements.

The European accreditation co-operation body EA (European Co-operatj
creditation) prepared the document EA Certification Committee Refe aper
ETSI / EA Recommendations regarding; Preparation for Audit undey ﬁgg ulation
(EU) No 910/2014 Article 20.1 .[71] in 2015. It defines how, in the ditation of
Conformity Assessment Bodies (CAB), the move from the earlier p ice to the prac-
tice defined in the eIDAS Regulation shall take place, whic ements the as-
sessment bodies are expected to meet in the accreditatio in which matters
they are expected to be competent. The document is bas&%‘ETSI standards.

standard ETSI EN 319 403-1 V2.3.1 (2020-06) Ele Signatures and Infrastruc-
tures (ESI); Trust Service Provider Conformity A\ej ent - Requirements for con-
formity assessment bodies assessing Trust S roviders [72].

Requirements concerning Conformity Assessment %o@ave been defined in the
S

The standard is based on standard ISO/1 7065 that defines general requirements
for assessment bodies. Standard EN 3 03"complements the requirements of the
ISO/IEC standard, particularly with _gegar®to requirements concerning trust service
providers and the services provid@hem.

2 has not been confirmed vet, it is only a technical specification (TS). This is

Part 2 on the assessment oi@ hate issuers has been added to the standard. Part
why the standard is not stip ed as a reference, but it can be applied.

(ESI); Trust Seryi vider Conformity Assessment; Part 2: Additional require-
ments for Con sessment Bodies auditing Trust Service Providers that issue
Publicly-Trus ificates [73]

ETSI TS 119 403—%. ?1 (2019-04) Electronic Signatures and Infrastructures
5

Under th deﬁtification and Trust Services Act, conformity assessment bodies shall
be competept to assess service providers and their services. Provisions 20 and 21 of
the RegMation specify the assessment requirements for trust service providers and
V%cservices which means that conformity assessment bodies shall be competent
sessment in accordance with the standards referred to in the sections.

Part 3 has been added to ETSI standard 119 403, in which the assessment report is
standardised. Part 3 has not been confirmed as of yet, it is only a technical specifi-
cation (TS).

ETSI TS 119 403-3 V1.1.1 (2019-03) Electronic Signatures and Infrastructures
(ESI); Trust Service Provider Conformity Assessment; Part 3: Additional require-
ments for conformity assessment bodies assessing EU qualified trust service provid-
ers [74]

The Finnish Transport and Communications Agency’s authority to issue regulations
specified in section 42 of the Identification and Trust Services Act does not apply to
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trust service conformity assessment reports, only the assessment criteria. This is
why the standard is not stipulated as a reference, but the assessment body may

apply it.

The Finnish Transport and Communications Agency has issued guideline 215/2019
Assessment reports on qualified eIDAS trust services [75]. The content of the guide-
line on trust service assessment corresponds to the content of guideline 215/2016.

Chapter 8 Certification of qualified electronic signature or eIect@c

seal creation devices %

4.23 Provision 23 Electronic signature or seal creation device certificatigfijyb

4.23.1 Competence requirements
Provisions 23 and 24 from the previous Regulation have be erged.
If a Finnish certification body wants to become a designa¥ed “certification body, it

may apply for approval by the Finnish Transport and Communications Agency in
accordance with section 36 of the Identification a& t Services Act under the

conditions laid down in this section. V

Provision 23 stipulates how statutory com can be demonstrated. Possible
ways include at least accreditation, whigh s a competence assessment by
FINAS, or participation in a peer review, ompetence assessment procedure of

the SOGIS-MRA agreement.

SOGIS-MRA (Senior Officers Gr
Agreement) [38] is a Europea
The members include eigh
own certification bodies and\t

%r Information Systems, Mutual Recognition
e for the mutual recognition of certifications.

es (qualified/authorising participants) with their
countries (consuming participants) with no certifi-

cation bodies (including&nland).
Competence as a C% ion body requires that the operator has the ability to au-
nts of the creation device which have been laid down in the

thenticate the re%
Commission Iw nting Decision (EU) 2016/650 [8].

the Com jon by EU or EEA Member States are also valid in Finland as such. Cur-
rently%{ ajority of certification bodies notified to the Commission are also in-
inPthe SOGIS-MRA agreement.

4.23.2 Sta ds

e requirements are based on the Commission Implementing Decision (EU)

Q_ 2016/650 [8].

CertificatEs iggudd by certification bodies that have been designated and notified to

The decision (EU) 2016/650 contains references to standards concerning creation
devices based on possession. CEN standards for remote creation devices have been
approved in the standardising procedure, but their addition to the Commission Im-
plementing Decision is only pending at the time of the drafting of these explanatory
notes.
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Of the standards confirmed in the Commission Implementing Decision Annex, the
general IT information security assessment standard series ISO/IEC 15408 Infor-
mation technology -- Security techniques -- Evaluation criteria for IT security [23]
is also known as the Common Criteria.

Chapter 9 Transitional provisions and signatures

4.24 Provision 24 Regulation entry into force and transitional provisions

The intention is for the Regulation to enter into force in April 2022. E

4.24.1 Transition period for provisions 6.2 and 12.1

The transitional provision for section 6.2.1 of the provision, i. ?rznsmon period
for the displaying of the event identifier, means that the i %( on must be dis-
played to the identification means user in identification e%\ X October 2022,
at the latest.

Identification service providers are able to meet thi% ement and relying parties
are not expected to take any measures. Many idegtifiCytion services already use this
feature. The implementation requires that i i ion means providers perform
technical specifications to create in the ba d system a character string, QR
code or some other message that is di in the service during the browser
session or in the application as well as h&confirmation request displayed in the
identification means. In the Agency’s estiwate, the required technical specifications
are relatively minor, but the transi riod is required in order to provide sufficient
time to plan and execute the n y specifications.

The transition period for se@’7 .2.2 and 12.1. 4) of the provision, i.e. displaying
the name of the relying pa eans that the name of the relying party must be
displayed to the user o October 2022, at the latest.

The fulfilment of ’}qwrement requires measures from both identification ser-
vices and rely ies, to some degree.

The |dent|f|ca,ﬁﬁroker service and the relying party must agree on the names to
be dlspla’nSThls is discussed in section 4.12.3 of the explanatory notes.

Provisﬁ?.l.z is also connected to displaying the name of the relying party, as it

rgduires That the relying party signs an identification request. The key used for the

Qig ture and the transition period for provision 9.1.2 are stipulated in provision
4.4,

the identification broker service and the identification means provider to transmit
data. The attribute has already been specified in the interface recommendations and
it has been made mandatory in the update in 2021. The recommendation has been
prepared in close cooperation with operators. This means that the preparedness for
interoperability is good.

Q. Implementing the requirement requires technical specifications in the interface of

Implementing the requirement requires technical specifications in the confirmation
request displayed in the identification means. This primarily pertains to identification
means providers, but if the identification broker service presents the identification
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means user with information in the intermediate phases of the event, the presenta-
tion of this information requires that the identification broker service also takes some
measures.

In the Agency’s assessment, the required technical specifications are relatively mi-
nor. Some identification services have already executed this feature. In the Agency’s
assessment, the transition period is necessary in order to execute technical specifi-

cations and in order for the identification broker services to have the opportunity to
agree on the displayed names with relying parties, if they have not yet been Ag ed

on.
4.24.2 Transition periods for provision 8 xs

QQ~

The transition period for subsection 24.3 a) means that it must be %&d that the
communications connections between identification services in th network use
a certificate supplied in accordance with provision 8.1 by X O% 2022.

The transition period for subsection 24.3 b) means tha&%ﬁ entification broker
service must use a procedure in compliance with provjsion 8%1 when it adds new e-
service customers to its identification scheme on X&i{'b)' 2022, at the latest.

The transition period for subsection 24.3. ¢) at the identification broker

service must identify those e-service custom e identification broker service
has added to its identification scheme witho tification in accordance with sec-
tion 8.1 on x April 2023, at the latest. cgrtificate or key must be replaced in

accordance with provision 8.1. The tra on period means that the entire previous
set of agreements must be made gompltant with the new requirement on X April
2023, at the latest, regardless of \Qﬂ.ﬁhe agreement was originally made.

on X April 2023, at the latés eans that starting from this date, the certificates
and keys must always be up d in compliance with the requirements in the provi-
sion.

The requirement in the prov':E' cerning the implementation of requirement 8.2

Implementing th %ements requires the specification of procedures and pro-
ini %n and key and certificate exchange as well as the specification

cesses in iden

of the proces?‘) e exchange cycle. Implementing the requirements in terms of
technology regulfes various setting configurations in server software in both identi-
fication s@wyices and e-services.

technical capability to meet the requirements. However, planning will require

Th nu%yer of trust network identification services is limited and the services have
& time and some time should also be reserved for information exchange con-

ecessary.

‘ rning procedures, so that they may be harmonised within the trust network, if

In terms of the identification broker service, the requirements impact the fact that
the service must ensure that technical requirements are communicated to the relying
parties makes or it has made agreements with, because it is unlikely that they would
be aware of them.

The technical requirements in provisions 8.1 and 8.2 for e-services are evaluated in
section 4.8.5.5. The hardening requirements for e-service systems required by the
procedures also require that any processes and maintenance and implementation
responsibilities are observed in the technical maintenance of the e-services and any
subcontracting. In the Agency’s assessment, the procedures can be implemented for
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new customers as soon as the identification broker service adopts them and an e-
service acquires an identification service. However, existing contract customers have
already integrated the manner of using the identification service in their production
and they must make changes to the maintenance of it. Considering that the identi-
fication broker service must first plan its own processes and inform e-services about
upcoming changes, this requires a longer transition period. In the Agency’s under-
standing, ICT projects are typically planned and acquired in cycles and the projects
are combined.

In the Agency’s assessment, as the critical factor is communication and a SS
of changes and their content and not a technically demanding matter, ning
and production of the changes can be executed in one year in e-servi e&y turally,
this requires that identification services and authorities communicaQng pcoming

changes and their content actively. ?\

4.24.3 Transition periods for provision 9
The transitional provision concerning the new procedura@;ubsection 9.1.1 a)

means that the alternative procedure for message-jevel cryption can only be
adopted when it is able to employ a certificate or key iy copnpliance with the require-
ments in section 8.1. x

yd in the provision means that
ys in accordance with provision 8

The transition period for message signature
encryption and signing must be executed us
by the time they must be employed i opdance with the transition periods in
provision 8. During the transition perio essage-level encryption can continue to
use the keys that were in use pri%h provision entering into force. Messages

may also be signed using these ke il the old keys have been replaced. Signing
messages is not mandatory be transition period has ended, however.

5 Appendices and references (9

5.1 References xo

Provisions conne he Regulation are available in the Finlex Data Bank or Eur-
Lex and havef)/ arked with an asterisk* in the list.

tions are ilable on the Finnish Transport and Communications Agency website
and t% e been marked with two asterisks ** in the list. References to legislation
been compiled on the website.

hawe als
Q General links

The Finnigh Warsport and Communications Agency's guidelines and recommenda-
haéi

Electronic identification | National Cyber Security Centre

Electronic signatures and other eIDAS services | National Cyber Secu-

Q.Q rity Centre

ETSI standards are available on ETSI’s website and they are marked with three as-
terisks *** in the list of references.
- General search link with query ‘Electronic Signatures’:
https://portal.etsi.org/TBSiteMap/ESI/ESIActivities.aspx

[1] * Act on Strong Electronic Identification and Electronic Trust Services
(617/2009 as amended, the Identification and Trust Services Act) 617/2009 -
FINLEX ®
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[2] * Government Decree on the trust network of strong electronic identification
service providers 169/2016, amended 1212/2018 (‘Government Decree on trust
networks’) https://www.finlex.fi/fi/laki/smur/2016/20160169

[3] * REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL of 23 July 2014 on electronic identification and trust services for
electronic transactions in the internal market and repealing Directive 1999/93/EC
(‘eIDAS Regulation’) EUR-Lex - 32014R0910 - EUR-Lex (europa.eu)

[4] * COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502 (EU AS =
ANCE LEVEL REGULATION) ON SETTING OUT MINIMUM TECHNICAL ICA-
TIONS AND PROCEDURES FOR ASSURANCE LEVELS FOR ELECTRONI TIFICA-
TION MEANS PURSUANT TO ARTICLE 8(3) OF REGULATION (EU) N 014 OF
THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ON ELECTR ENTIFICA-
TION AND TRUST SERVICES FOR ELECTRONIC TRANSACTIO
MARKET EUR-Lex - 32015R1502 - EN - EUR-Lex (europa.eu%

[5] * COMMISSION IMPLEMENTING REGULATION (EU)2015%1501 on the interop-
erability framework pursuant to Article 12(8) of Regulagion (EU) No 910/2014 of
the European Parliament and of the Council on ele identification and trust

services for electronic transactions in the internaW et EUR-Lex - 32015R1501 -

EN - EUR-Lex (europa.eu) %

[6] COMMISSION IMPLEMENTING DECI U) 2015/1984 (‘EU notification pro-
cedure decision’) defining the circumst s, tormats and procedures of notifica-
tion pursuant to Article 9(5) of Regulatio™EU) No 910/2014 of the European Par-
liament and of the Council on eIec@identification and trust services for elec-
tronic transactions in the inter ket

[7] * COMMISSION IMPLE@NG DECISION (EU) 2015/296 (‘EU cooperation
network decision’) establistifig procedural arrangements for cooperation be-
tween Member States %e}ectronic identification pursuant to Article 12(7) of Regu-
lation (EU) No 910/ 4 @f the European Parliament and of the Council on elec-
tronic identificati@ rust services for electronic transactions in the internal

market

[8] * COMMIS',SM\I IMPLEMENTING DECISION (EU) 2016/650 of 25 April 2016 lay-
ing down%pdards for the security assessment of qualified signature and seal
creatiop dévices pursuant to Articles 30(3) and 39(2) of Regulation (EU) No
918/201& of the European Parliament and of the Council on electronic identification
trust services for electronic transactions in the internal market (note: applies
so-called QSCD certification) EUR-Lex - 32016D0650 - EN - EUR-Lex (eu-

Q~ [9] * REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation)

[10] * Data Protection Act (1050/2018)

[11] ISO/IEC 27001 Information security management
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[12] KATAKRI, Information Security Audit Tool for Authorities, Traficom’s publica-
tion series 232/2020 https://um.fi/information-security-auditing-tool-for-authori-
ties-katakri and Katakri 2020 (um.fi)

[13] SFS-ISO 31000:2018 Riskien hallinta. Ohjeet. ISO 31000 Riskienhallinta |
SES (in Finnish)

- In English ISO 31000:2018(en), Risk management — Guidelines

[14] ISO/TR 31004, Risk management - Guidance for the implementation 35@

31000, and International Standard/ISO/TR 31004:fi [14]

- In English ISO - ISO/TR 31004:2013 - Risk management — dabte for
the implementation of ISO 31000

31010:2019 - Risk management — Risk assessment techRrig

[15] ISO/IEC 31010, Risk management — Risk assessment :g@ies ISO - IEC

- SFS-ISO/IEC 31010 Product (sfs.fi)

[16] SFS-ISO/IEC 27005:2018, Information technol
Information security risk management Produc

— Security techniques —

- In English ISO - ISO/IEC 27005:2 z\
techniqgues — Information securj

ormation technology — Security
anagement

[17] VAHTI Ohje riskienhallintaan HTI Risk management guideline, in Finnish),

Ministry of Finance publications , https://julkaisut.valtioneuvosto.fi/bit-
stream/handle/10024/80013/ 2017.pdf?sequence=1&isAllowed=y
[18] NIST Risk Managemen ework (RMF) https://csrc.nist.gov/projects/risk-

management/about-r

_ NIST, (Natioﬁavx Xitute of Standards and Technology) www.nist.gov

[19] FIPS 14 rity Requirements for Cryptographic Modules,
https://csrc.r}st v/publications/detail/fips/140/3/final

- FWIPS standards (Federal Information Processing Standards)
W

’&‘ .hist.gov

PCI Security Standards, incl. PA-DSS (Payment Application Data Security
andards) Official PCI Security Standards Council Site - Verify PCI Compliance,

v wnload Data Security and Credit Card Security Standards

[21] ** Finnish Transport and Communications Agency guideline 211/2019 O As-
sessment guideline for electronic identification services https://www.kyberturval-
lisuuskeskus.fi/sites/default/files/media/regulation/0211 Assessment guide-
line for electronic identification services 211 2019 O EN.pdf

[22] Assurance Level Regulation (EU) 2015/1502 application guideline (LOA Guid-
ance 2021) https://www.kyberturvallisuuskeskus.fi/sites/default/files/me-
dia/file/LoA%20guidance%20%282021%29.pdf
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https://sfs.fi/standardeista/tutustu-standardeihin/suositut-standardit/iso-31000-riskienhallinta/
https://sfs.fi/standardeista/tutustu-standardeihin/suositut-standardit/iso-31000-riskienhallinta/
https://www.iso.org/obp/ui/#iso:std:iso:31000:ed-2:v1:en
https://www.iso.org/standard/56610.html
https://www.iso.org/standard/56610.html
https://www.iso.org/standard/72140.html
https://www.iso.org/standard/72140.html
https://sales.sfs.fi/en/index/tuotteet/SFSsahko/CENELEC/ID2/3/805354.html.stx
https://sales.sfs.fi/en/index/tuotteet/SFS/ISO/ID2/2/731936.html.stx
https://www.iso.org/standard/75281.html
https://www.iso.org/standard/75281.html
https://julkaisut.valtioneuvosto.fi/bitstream/handle/10024/80013/VM_22_2017.pdf?sequence=1&amp;amp;isAllowed=y
https://julkaisut.valtioneuvosto.fi/bitstream/handle/10024/80013/VM_22_2017.pdf?sequence=1&amp;amp;isAllowed=y
https://csrc.nist.gov/projects/risk-management/about-rmf
https://csrc.nist.gov/projects/risk-management/about-rmf
http://www.nist.gov/
https://csrc.nist.gov/publications/detail/fips/140/3/final
http://www.nist.gov/
https://www.pcisecuritystandards.org/pci_security/standards_overview
https://www.pcisecuritystandards.org/pci_security/standards_overview
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/O211_Assessment_guideline_for_electronic_identification_services_211_2019_O_EN.pdf
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/O211_Assessment_guideline_for_electronic_identification_services_211_2019_O_EN.pdf
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/O211_Assessment_guideline_for_electronic_identification_services_211_2019_O_EN.pdf
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- Finnish translation of the 2016 version https://www.kyberturvallisuusk-
eskus.fi/sites/default/files/media/file/LOA Guidance Final suomeksi.pdf
[2021 translation added when complete]

- LOA Guidance 2021 https://www.kyberturvallisuuskeskus.fi/sites/de-
fault/files/media/file/LOA Guidance.pdf

- Cooperation network https://ec.europa.eu/cefdigital/wiki/display/EIDCOM-
MUNITY/Cooperation+Network+Resources

[23] ISO/IEC 15408 Information technology - Security techniques - EvaIuat@i-

teria for IT security (*\Common Criteria’) $
- www.commoncriteriaportal.org/cc CCPART1-3 equivalent to st %
ISO/IEC 15408

[24] ISO/IEC 18045 Information technology — Security techn@ﬁethodology

for IT security evaluation
- www.commoncriteriaportal.org/cc CEM equivalé»;h}btandard ISO/IEC

18045
cmy techniques — Entity au-

5:2013 - Information tech-
ion assurance framework

[25] ISO/IEC 29115 Information technology —
thentication assurance framework ISO - ISO
nology — Security technigues — Entity authg

[26] ** Criteria for Assessing the Infor &ecurity of Cloud Services (PiTuKri),
Traficom publication 13/2020 https://wWy.kyberturvallisuuskeskus.fi/sites/de-

fault/files/media/file/PiTuKri v1 lish.pdf
[27] ITU-R TF.1876 (03/203? ed time source for time stamp authority
https://www.itu.int/dms pybr. -r/rec/tf/R-REC-TF.1876-0-201004-1!'PDF-

E.pdf
[28] NIST 800-638q®1dentity Guidelines, Authentication and Lifecycle Man-

agement httgs:zﬁcqevmist.qov/800-63-3/50800—63b.html
[29] NIST, Fa[% gnition Vendor Test (FRVT) https://www.nist.gov/programs-

projects/face-re nition-vendor-test-frvt21]

[30] *,%t,»the Provision of Digital Services (306/2019) 306/2019 - FINLEX ®

[3#£] ** Finnish Transport and Communications Agency recommendation 212/2021
, Nnnish Trust Network SAML 2.0 Protocol Profile, Doc no. Trafi-
0om/6194/09.02.00/2020 7 July 2021 [link to be added]

[32] ** Finnish Transport and Communications Agency recommendation 213/2021
S, OpenID Connect Protocol Profile for the Finnish Trust Network, Trafi-
Q com/6194/09.02.00/2020, 7 July 2021 [Link to be added]

[33] * DIRECTIVE (EU) 2015/2366 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 25 November 2015 on payment services in the internal market,
amending Directives 2002/65/EC, 2009/1001/EC and 2013/36/EU and Regulation
(EU) No 1093/2010, and repealing Directive 2007/64/EC (PSD2, Payment Services
Directive) EUR-Lex - 320151L2366 - EN - EUR-Lex (europa.eu)
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[34] * COMMISSION DELEGATED REGULATION (EU) 2018/389 supplementing Di-
rective (EU) 2015/2366 of the European Parliament and of the Council with regard
to regulatory technical standards for strong customer authentication and common
and secure open standards of communication (‘RTS SCA & CSC’) EUR-Lex -
32018R0389 - EN - EUR-Lex (europa.eu)

[35] * Maksupalvelulaki 290/2010 (Act on payment services, in Finnish) 290/2010
- Sdadésmuutosten hakemisto - FINLEX ®

[36] Assessment material @
iv

- Slides 2018 eIDAS ja PSD2/RTS -tarkastelu (eIDAS and PSD2 F& iew,
in Finnish)https://www.kvberturvaIIisuuskeskus.fi/sites/defa<gzﬁil /me-
dia/file/Kalvot%2010102018%20PSD2-seurantaryhm%C Y020eIDAS-
%20ja%20PSD2-RTS-vaatimusten%?20vertailu.pdf

- Statement version 10102018 Vivin ja Fivan eIDAS-PE -vaatimusten

vertailu (saanndsecxel) (Comparison of requireme DAS, PSD2 and
RTS by Traficom and FIN-FSA, in Finnish) https ;//wWy.kyberturvallisuusk-
eskus.fi/sites/defauIt/ﬁIes/media/file/Lausuntoger-!

sio%2010102018%20Vivin%201’a%20Fivan& AS-PSD2-RTS-ver-

and Communications Agency

tailu.XLSX V
[37] NCSA-FI, National Communications Seé%uthority of the Finnish Transport

- General NCSA-FI information ht&//www.kvberturvallisuus-
keskus.fi/en/our-activities/

[39] ** Kryptogfgfiset vahvuusvaatimukset luottamuksellisuuden suojaamiseen -
kansallisg?ojaustasot (ohje 28.11.2018, dnro 190/651/2015) (Cryptographic
re

strength irements for protecting confidentiality - national protection levels
(Guid% 8 November 2018 Doc no. 190/651/2015)) https://www.kyberturval-
liglluskedkus.fi/sites/default/files/media/requlation/ohje-kryptografiset-vah-

u aatimukset-kansalliset-suojaustasot. pdf

0] IANA (Internet Assigned Numbers Authority)

- IKEv2 parameters http://www.iana.org/assignments/ikev2-parame-
ters/ikev2-parameters.xhtml

- cipher suites: http://www.iana.org/assignments/tls-parameters/tls-parame-
ters.xhtml#tls-parameters-4

[41] SOG-IS Crypto Evaluation Shceme Agreed Cryptographic Mechanisms, (ver-
sion 1.2 January 2020) https://www.sogis.eu/documents/cc/crypto/SOGIS-Agreed-
Cryptographic-Mechanisms-1.2.pdf
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018R0389
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018R0389
https://www.finlex.fi/fi/laki/smur/2010/20100290
https://www.finlex.fi/fi/laki/smur/2010/20100290
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/file/Kalvot%2010102018%20PSD2-seurantaryhm%C3%A4%20eIDAS-%20ja%20PSD2-RTS-vaatimusten%20vertailu.pdf
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https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/file/Lausuntoversio%2010102018%20Vivin%20ja%20Fivan%20eIDAS-PSD2-RTS-vertailu.XLSX
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/file/Lausuntoversio%2010102018%20Vivin%20ja%20Fivan%20eIDAS-PSD2-RTS-vertailu.XLSX
https://www.kyberturvallisuuskeskus.fi/en/our-activities/ncsa
https://www.kyberturvallisuuskeskus.fi/en/our-activities/ncsa
http://www.sogisportal.eu/
https://www.sogis.eu/uk/supporting_doc_en.html#:~:text=The%20document%20%C2%AB%20SOG%2DIS%20Crypto,by%20all%20SOG%2DIS%20participants
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https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/ohje-kryptografiset-vahvuusvaatimukset-kansalliset-suojaustasot.pdf
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/ohje-kryptografiset-vahvuusvaatimukset-kansalliset-suojaustasot.pdf
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/ohje-kryptografiset-vahvuusvaatimukset-kansalliset-suojaustasot.pdf
http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml
http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml
http://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml#tls-parameters-4
http://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml#tls-parameters-4
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[42] RFC 7905 ChaCha20-Poly1305 Cipher Suites for Transport Layer Security
(TLS) https://tools.ietf.org/html/rfc7905

[43] RFC 8446 The Transport Layer Security (TLS) Protocol Version 1.3
https://datatracker.ietf.org/doc/html/rfc8446

[44] NSCA-FI -toiminnon hyvaksymat salausratkaisut (1.7.2020 dnro
1240/651/2017) (Encryption solutions approved by NSCA-FI (1 July 2020 Doc no.
1240/651/2017), in Finnish) httDs://Www.kvberturvaIIisuuskeskus.fi/sites/d{o

fault/files/media/file/NCSA salausratkaisut.pdf
[45] eIDAS Cooperation Network xs
- General information on the eIDAS Cooperation Network:
work Resources - eID User Community - CEF Digital (eyro

[46] eIDAS - Cryptographic requirements for the Interoperabii ramework, TLS
and SAML, Version 1.2, 31 August 2019 https://ec.europa.¥u/Cefdigital/wiki/down-
load/attachments/82773108/eIDAS%?20Cryptographigf20Require-

ment%20v.1.2%20Final.pdf?version=2&modifica- V
tionDate=1571068651805&api=v2 \/

[47] *** ETSI TS 119 312 V1.3.1 (2019-02 % nic Signatures and Infrastruc-

tures (ESI); Cryptographic Suites https://gc. pa.eu/cefdigital/wiki/dis-

DIav/EIDTECHSUB/Securitv+Profile+v+§
s f

[48] NIST SP 800-52 Rev. 2, Guidgkge the Selection, Configuration, and Use
of Transport Layer Security (TL entations https://csrc.nist.gov/publications/de-
tail/sp/800-52/rev-2/final

[49] OpenID Connect [to b@)lemented]

ation Net-

[50] SAML [to be su nted]
[51] Financial-gr, ;if(FAPI) WG Financial-grade API (FAPI) WG | OpenID

[52] ETSI MSS, I1TS 102 204 V1.1.4 (2003-08) Mobile Commerce (M-COMM);
Mobile Siggrwr ervice; Web Service Interface

[53] PV 9 JSON Web Token (JWT) https://tools.ietf.org/html/rfc7519

Webtrust, CA/Browser Forum https://cabforum.org/webtrust-for-cas/

- Webtrust Trust Services Principles and Criteria for Certification Authorities
ja Webtrust for Certification Authorities - SSL Baseline Requirements Audit

% Criteria

[55] Information Security Forum (ISF)

- Standard of Good Practice https://www.securityforum.org/solutions-and-
insights/standard-of-good-practice-for-information-security-2020/

-  INFORMATION RISK ASSESSMENT METHODOLOGY 2 (IRAM2)
https://www.securityforum.org/solutions-and-insights/information-risk-as-
sessment-methodology-iram2/
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https://ec.europa.eu/cefdigital/wiki/display/EIDTECHSUB/Security+Profile+v+1.3
https://ec.europa.eu/cefdigital/wiki/display/EIDTECHSUB/Security+Profile+v+1.3
https://csrc.nist.gov/publications/detail/sp/800-52/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-52/rev-2/final
https://openid.net/wg/fapi/
https://tools.ietf.org/html/rfc7519
https://cabforum.org/webtrust-for-cas/
https://www.securityforum.org/solutions-and-insights/standard-of-good-practice-for-information-security-2020/
https://www.securityforum.org/solutions-and-insights/standard-of-good-practice-for-information-security-2020/
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[56] ISRS 4400, International Standard on Related Services (ISRS) 4400
https://www.iaasb.org/publications/isrs-4400-uudistettu-toimeksiannot-erikseen-
sovittujen-toimenpiteiden-suorittamisesta

[57] ISAE 3000, International Standard on Assurance Engagements (ISAE) 3000
Revised, Assurance Engagements Other than Audits or Reviews of Historical Finan-
cial Information https://www.iaasb.org/publications/basis-conclusions-interna-
tional-standard-assurance-engagements-isae-3000-revised-assurance

[58] Vahti instructions https://www.suomidigi.fi/en/ohjeet-ja-tuki/vahti-in -
tions

[59] Recommendations by the Information Management Board (in x
ish)https://vm.fi/suositukset

[60] FIN-FSA regulations and guidelines Regulation — FIN-F ations and

quidelines — www.finanssivalvonta.fi

[61] FIN-FSA, Standard 2.4, Customer due diligence;
dering and terrorist financinghttps://www.finanssi

revention of money laun-
fi/en/requlation/FIN-

[62] European banking Authority SREP cyber risk questionnaire
https://www.eba.europa.eu/regulation-and-policy/supervisory-review-and-evalua-
tion-srep-and-pillar-2/guidelines-on-ict-risk-assessment-under-the-srep

[63] BIS, Bank for International S ments:

- External audits of bankg{Extgrhal audits of banks (bis.org)

- Supplemental note to External audits of banks - audit of expected credit
loss Supplemental n\g & External audits of banks - audit of expected
credit loss (bis.

- The internal %t%nction in banks http://www.bis.org/publ/bcbs223.htm

[64] IIA, The Ins@ of Internal Auditors www.theiia.fi

[65] ** Finnis ansport and] Communications Agency guideline 214/2016 O on
Electronig\idéhtification and trust service notifications https://www.kyberturval-
Iisuusﬁ<5 i/sites/default/files/media/regulation/Ohje 214 2016 sahkois-

N

ten tu tus- ja luottamuspalveluiden ilmoituksista EN.pdf

66\ETSI standards on trust services

v - Current versions see (search for Digital Signatures and/or ESI - Electronic

Signatures and Infrastructures ) Download ETSI ICT Standards for free

*** Trust service provider

- ETSI EN 319 401 ETSI EN 319 401 Electronic Signatures and Infrastructures
(ESI); General Policy Requirements for Trust Service Providers

- ETSI EN 319 411-1 Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates;
Part 1: General requirements

- ETSI EN 319 411-2 Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates;
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https://www.finanssivalvonta.fi/en/regulation/FIN-FSA-regulations/
https://www.finanssivalvonta.fi/en/regulation/FIN-FSA-regulations/
https://www.finanssivalvonta.fi/en/regulation/FIN-FSA-regulations/organisation-of-supervised-entities-operations/2.4/
https://www.finanssivalvonta.fi/en/regulation/FIN-FSA-regulations/organisation-of-supervised-entities-operations/2.4/
hxxps://www.eba.europa.eu/regulation-and-policy/supervisory-review-and-evaluation-srep-and-pillar-2/guidelines-on-ict-risk-assessment-under-the-srep
hxxps://www.eba.europa.eu/regulation-and-policy/supervisory-review-and-evaluation-srep-and-pillar-2/guidelines-on-ict-risk-assessment-under-the-srep
https://www.bis.org/publ/bcbs280.htm
https://www.bis.org/bcbs/publ/d513.htm
https://www.bis.org/bcbs/publ/d513.htm
http://www.bis.org/publ/bcbs223.htm
http://www.theiia.fi/
https://www.kyberturvallisuuskeskus.fi/sites/default/files/media/regulation/Ohje_214_2016_sahkoisten_tunnistus-_ja_luottamuspalveluiden_ilmoituksista_EN.pdf
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https://www.etsi.org/standards#page=1&search=&title=1&etsiNumber=1&content=0&version=1&onApproval=1&published=1&historical=1&startDate=1988-01-15&endDate=2021-07-14&harmonized=0&keyword=&TB=607&stdType=&frequency=&mandate=&collection=&sort=3
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Part 2: Requirements for trust service providers issuing EU qualified cer-
tificates

ETSI EN 319 421 Electronic Signatures and Infrastructures (ESI); Policy and
Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps

ETSI EN 319 521 Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Electronic Registered Delivery Service Provid-
ers

*** Trust services i@
EN 319 412-1 Electronic Signatures and Infrastructures (ESI); tifcate

Profiles; Part 1: Overview and common data structures %

EN 319 412-2 Electronic Signatures and Infrastructures ( Certificate
Profiles; Part 2: Certificate profile for certificates issue ?t‘ural persons
EN 319 412-3 Electronic Signatures and Infrastructu ); Certificate
Profiles; Part 3: Certificate profile for certificates im& legal persons
EN 319 412-4 Electronic Signatures and Infrastructures (ESI); Certificate
Profiles; Part 4: Certificate profile for website certificates

EN 319 412-5 Electronic Signatures and Inff@gthetures (ESI); Certificate

Profiles; Part 5: QCStatements V

ETSI EN 319 422 Electronic Signatures and Infrastructures (ESI); Time-
stamping protocol and time-sta§ t‘?'ken profiles

dures for Creation and Vali
and Validation

ETSI EN 319 102-1 Electronic Sighatures and Infrastructures (ESI); Proce-
@of AdES Digital Signatures; Part 1: Creation

ETSI EN 319 522 Ele@ic Signatures and Infrastructures (ESI); Electronic
Registered Delivery“Services
o ETSI EN“N9, 522-1 Electronic Signatures and Infrastructures (ESI);
Registered Electronic Mail (REM) Services; Part 1: Framework and
architecture
o MRBUIN 319 522-2 Electronic Signatures and Infrastructures (ESI);
Electronic Registered Delivery Services; Part 2: Semantic contents
o #ETSI EN 319 522-3 Electronic Signatures and Infrastructures (ESI);
Electronic Registered Delivery Services; Part 3: Formats

Q ETSI EN 319 522-4-1 Electronic Signatures and Infrastructures (ESI);

Electronic Registered Delivery Services; Part 4: Bindings; Sub-part 1:
Message delivery bindings

o ETSI EN 319 522-4-2 Electronic Signatures and Infrastructures (ESI);
Electronic Registered Delivery Services; Part 4: Bindings; Sub-part 2:
Evidence and identification bindings

o ETSI EN 319 522-4-3 Electronic Signatures and Infrastructures (ESI);
Electronic Registered Delivery Services; Part 4: Bindings; Sub-part 3:
Capability/requirements bindings

[67] Enisa Assessment of Standards related to eIDAS (14 December 2018)
https://www.enisa.europa.eu/publications/assessment-of-standards-related-to-ei-

das
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- General information on ENISA, The European Union Agency for Network and
Information Security, www.enisa.europa.eu

[68] *** ETSI technical specifications

- ETSI TS 119 441 Electronic Signatures and Infrastructures (ESI); Policy re-
quirements for TSP providing signature validation services

- ETSI TS 119 442 Electronic Signatures and Infrastructures (ESI); Protocol
profiles for trust service providers providing AdES digital signature valida-
tion services \

- ETSI TS 119 102-1 Electronic Signatures and Infrastructures (ESI); Proce-
dures for Creation and Validation of AdES Digital Signatures; Part 1: Creation

and Validation Q.Y

- ETSI TS 119 102-2 Electronic Signatures and Infrastruct@sgsNESI); Proce-
dures for Creation and Validation of AdES Digital Sign , Part 2: Signa-
ture Validation Report

ture Policies; Part 4: Signature applicability rules (yalidation policy) for Eu-

- ETSITS 119 172-4 Electronic Signatures and Ipfrastiyctures (ESI); Signa-
rusted lists

ropean qualified electronic signatures/seals Qi

) R
- ETSITS 119 511 Electronic Signatures and Infrastructures (ESI); Policy and

security requirements for trust service providers providing long-term
preservation of digital signatures or general data using digital signature

for trust service providers iding long-term data preservation ser-

techniques R ~
- ETSITS 119 512 Electronic %'?na res and Infrastructures (ESI); Protocols
vices

- ETSITS 119 524 Ele@ic Signatures and Infrastructures (ESI); Testing
Conformance and Int&Foperability of Electronic Registered Delivery
Services N

[69] FINAS (Fin Agfreditation Service) Accreditation department of the Finnish
Agency (Tukes) https://www.finas.fi/Sivut/default.aspx

1.0 - DedeWgher 2014 Auditing Framework for TSPs — ENISA (europa.eu)

Safety and Cm
[70] Aud':ﬁing/Fr ework for TSPs, Guidelines for Trust Service Providers, Versio

ce Paper; ETSI / EA Recommendations regarding; Preparation for Audit under

[7%] Eurgpean Co-operation for Accreditation (EA): EA Certification Committee Ref-
gulation (EU) No 910/2014 Article 20.1. (not published online)

- General information about European co-operation for Accreditation - Euro-

Q.E pean Accreditation (european-accreditation.org)

Q [72] ***ETSI EN 319 403-1 Electronic Signatures and Infrastructures (ESI); Trust
Service Provider Conformity Assessment - Requirements for conformity assess-
ment bodies assessing Trust Service Providers

[73] ***ETSI TS 119 403-2 V1.2.1 (2019-04) Electronic Signatures and Infrastruc-
tures (ESI); Trust Service Provider Conformity Assessment; Part 2: Additional re-
quirements for Conformity Assessment Bodies auditing Trust Service Providers
that issue Publicly-Trusted Certificates https://www.etsi.org/de-

liver/etsi ts/119400 119499/11940302/01.02.01 60/ts 11940302v010201p.pdf
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[74] ***ETSI TS 119 403-3 V1.1.1 (2019-03) Electronic Signatures and Infrastruc-
tures (ESI); Trust Service Provider Conformity Assessment; Part 3: Additional re-
quirements for conformity assessment bodies assessing EU qualified trust ser-
vice providers

[75] ** Finnish Transport and Communications Agency guideline 215/2019 O As-
sessment reports on qualified eIDAS trust services https://www.kyberturval-
lisuuskeskus.fi/sites/default/files/media/regulation/EN 0215 Assessment%f?re—

ports%200n%20qualified%20eIDAS%20trust%?20ser-

Vices%20%289 10 2019%29.pdf
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