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CHAPTER 1 General“pggvisions
Y 4

1 Scope of algbyucation
N

1.

s Regulation shall apply to the provision and conformity assessment of means
trong electronic identification and identification broker services referred to in
the Act on Strong Electronic Identification and Electronic Trust Services (617/2009,
% hereinafter referred to as the Identification and Trust Services Act) that have been
Q notified to the Finnish Transport and Communications Agency.

1.2

This Regulation shall apply to the qualified trust services referred to in the Regula-
tion (EU) No 910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal market
and repealing Directive 1999/93/EC (hereinafter referred to as the EU Regulation
on electronic identification and trust services or the eIDAS Regulation) and to their
conformity assessment, as well as to the certification of electronic signature or seal
creation devices.
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1.3

This Regulation shall apply to the strong electronic identification schemes referred
to in section 1 if they are notified to the European Commission and to the trust ser-
vices referred to in section 2 and their conformity assessment, as well as to the
certification of electronic signature or seal creation devices, unless otherwise pro-
vided in the eIDAS Regulation or the implementing acts of the Commission adopted
thereunder.

2 Meaning (9
The objective of this Regulation is to: %

1) promote the information security and technical interoperability ofgme for
strong electronic identification and the services by providers of i ffircation

brokering services,

2) refine the criteria for the conformity assessment of stron %fronic identifica-
tion services as well as the criteria for the independenc&@n® competence of as-
sessment bodies, g{

3) complete the requirements set for qualified elec rust services and the in-

dependence and competence criteria of thei mpiance assessment insofar as
they are not regulated by European Union@ ion, and

4) complete the certification criteria of oplic signature or seal creation devices
insofar as they are not regulated by opean Union legislation.

3 Definitions :Q~

3.1

For the purposes of this hggl:lation:

1) interface means gRpgcifigations and implementations in relation to data transfers
between twot systems or parts thereof.

2) digital certifigat eans an electronic certificate the purpose of which is to
demonsthgafthat the holder of the certificate is a certain person, organisation or
syste@@ o connect the authentication data to the holder.

A

is regulation also subscribes to the definitions specified in section 2 of the Identi-
vvation and Trust Services Act, Article 3 of the eIDAS Regulation and section 1 of

%the appendix to the Commission implementing regulation (EU) 2015/1502, herein-
Q after referred to as regulation on Level of Assurance in Electronic Identification, laid

down in point 3 of Article 8 of the eIDAS Regulation.

CHAPTER 2 Information security requirements of an identification ser-
vice
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4 Information security management system of the identification
service provider

4.1 Information security management standard

The identification service provider must comply with the ISO/IEC 27001 standard or
another corresponding, well-known information security management standard in
the management of the information security of its identification scheme. Infor-
mation security management may also be based on the combination of several

standards. (9
4.2 Information security management scope $

Information security management shall cover the following aspects cd% g the

provision of identification service:

1) overall context of the identification service provider; %Q

2) governance, organisation and maintenance of informak’%& rity manage-

ment;
3) management of information security risks reIate&g% provision of the identifi-
cation service;

formation security, communication, d tion and the management of

4) resources allocated to information securi petences, staff awareness of in-
manta
documented information;

5) planning and steering of the pr ion of the identification service for the pur-
pose of meeting information ity requirements; and

6) evaluation of the efficien%n functionality of information security manage-
ment.

5 Information securityjrequirements of an identification scheme

5.1 The resistanc identification scheme

5.1.1 /
The conw-}ations and information systems of the identification scheme and their
tion must be planned, executed and maintained throughout the life cycle of
rvice so that the integrity and confidentiality of the identification service are
tected. The identification scheme must be able to resist at least moderate or
idh-level threats and attack potential specified in section 2.3 of the appendix to

5.1.2

The encryption requirements concerning communications connections between
identification service providers and the identification service and the relying party
are specified in section 7. The encryption of other communications connections of
the identification scheme and information systems and data must employ encryp-
tion methods specified in section 7 of the regulation, where technically applicable,
unless the overall ability of the system to protect itself is otherwise realised by
other security means.
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5.2 Communications security

The identification scheme communications must be planned, executed and main-
tained with

a) structural network security,
b) zoning of the communications network,

c) filtering rules according to the principle of least privilege,

d) administration of filtering and control systems, (9
e) secure administration connections; as well as o\
f) employing internationally or nationally recommended encrypti Qm’ods.

5.3 Information system security &

The identification scheme information systems must be pl et executed and

maintained with

a) access control according to the principle of Ieast&ggge,
b) unique identification of the users of the sy@,

¢) hardening of the systems, Q

d) malware protection,

e) ability to trace security even@&tracing procedure,
f) ability to detect security i@en s and repair procedure; as well as
g) employing internat’iﬁmor nationally recommended encryption methods.

5.4 Safety of opera

The identificatiWeme operation must be planned, executed and maintained
with P 4

a) care%&ge management,

b)&idential data processing environment and storage based on data classifica-
iofy,

protecting remote use and administration from threats in the remote use envi-

@ronment,
Q d) software development and software vulnerability management,
e) backup procedures; and
f) employing internationally or nationally recommended encryption methods.

5.5 Administration and remote connections of the production network of
the identification scheme

The production network together with its administration connections and remote
access and remote administration referred to in subsections 5.2 e€) and 5.4 c¢) above
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must be implemented in such a way that the information security threats caused by
other services of the organisation, such as e-mail or web browsing, or information
security threats caused by other functions than those essential to administration in
a terminal used for the administration, are

a) specifically assessed and minimised at a substantial assurance level, and

b) prevented when assessed as a whole at a high assurance level.

6 Information security requirements of the identification me

6.1 Identification means characteristics and its resistance

S

The authentication factors, authentication mechanism and secy easures of the
identification means must be planned, executed and maintai that they pro-
tect the integrity and confidentiality of the identification m s.*The identification
means must be able to resist at least moderate or higjf-level threats and attack po-
tential specified in section 2.3 of the appendix to thgr tion on Level of Assur-
ance in Electronic Identification in accordance wih@ssurance level of the identi-

fication service. @
The resistance must be based on a risk as%r t including specific assessments

of threats directed at an authentication ism and authentication factors
based on possession, knowledge and inh&ence as well as assessment of security

measures in place to protect again@ese threats.

The features and security m res of the identification means must prevent the
possibility that the com ise of one authentication factor would compromise the
reliability of other au ti@ation factors. The security measures protecting the
identification meam separate and protect the authentication factors especially

if they are used,m same terminal device.
6.1.3 /7

The ideﬁ%'on means and authentication must employ internationally or nation-
allygfecomemended encryption methods. The communications connection between
t ntification means and the identification scheme (system) must employ en-
ption methods specified in section 7 of the regulation, where technically applica-
w unless resistance of the system assessed as a whole is otherwise realised by
0

% ther security means.

Specific security measures
6.2.1

The identification service must present the identification means user with infor-
mation based on which the user is able to connect the confirmation request re-
ceived in their identification means to the service event. This information must be
presented in identification means that have the technical ability to do so.

6.2.2
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The identification service must present the identification means user with infor-
mation concerning the relying party, for whom the identification is carried out, dur-
ing the identification event. This information must be presented in identification
means that have the technical ability to do so.

6.2.3

In this regulation, single sign-on refers to the identification service offering authen-
tication to more than one relying party based on a single authentication of the

holder using strong electronic identification means.

In planning, executing and maintaining single sign-on, the identification se @
must take care of the security measures based on the management of th of
the session, transfer and ending of sessions related to single sign-on ure
that information concerning relying parties specified in section 6.2.2@& ented to
the user.

6.3 Connecting identification means to a person \b%

6.3.1

The authentication factors of the identification mealx be bound to the identifi-
cation means holder in the identification scheme.V

6.3.2 Q

An identification means shall not be bon.@to n applicant before the applicant has
passed initial identification or it has heen 8therwise ensured in the process of grant-
ing an identification means that th ification means is not functional before the

initial identification referred to i@ n 17 of the Identification and Trust Services

Act has been performed. K
6.4 Processing identificatjgm ans holder-specific data

6.4.1 Q’)/

The identificati e provider shall ensure that secret data related to an identi-
fication means is revealed to its staff under any circumstances.

V4
6.4.2 \,
Th der}gation service provider shall not make copies of any secret data related
amjdentification means.

7 I ification scheme interface encryption requirements

7Q Communications encryption methods
7.1.1

Interfaces between identification service providers and interfaces between an iden-
tification service provider and relying parties shall be encrypted. The following
methods shall be used in the encryption, key exchange, digital certificates and sign-

ing:
1) Key exchange: In key exchange, DHE methods or ECDHE methods with elliptic

curves shall be used. The size of the finite field to be used in calculations shall
be at least 2,048 bits in DHE and at least 224 bits in ECDHE.
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2) Signature or asymmetric encryption: When using the RSA for electronic sig-
natures or encryption, the key length shall be at least 2,048 bits. When using
the ECDSA or EADSA methods with elliptic curves, the size of the finite field
must be at least 224 bits.

3) Symmetrical encryption: The encryption algorithm must be AES, Serpent or
ChaCha20. The key length shall be at least 128 bits. The encryption mode must
be CBC, CCM, GCM or CTR.

4) Hash functions: The hash function or authentication code must be SHA-2
SHA-3, Whirlpool or Poly1305.

L

In addition to methods and values mentioned in section 7.1.1, meth d values
that have been assessed as secure in use specified in subsections the cur-
rent versions of the following documents may also be complie t

a) Kryptografiset vahvuusvaatimukset Iuottamuksé@ en suojaamiseen -
kansalliset turvallisuusluokat (Dnro 190/651#2015% instruction (in Finn-
ish) issued by the Crypto Approval Autho 't@rating within the Finnish
Transport and Communications Agency, 6&

b) SOG-IS Crypto Evaluation Scheme% Cryptographic Mechanisms of
the SOGIS-MRA (Senior Officers or Information Systems, Mutual
Recognition Agreement), an nt between certain certification
bodies of EU or EEA Member tes

7.1.3 Q

Encryption settings shall be Ily enforced to the minimum levels listed above
to avoid a situation where setfyugs weaker than the minimum levels are adopted
following connection ha akes

7.2 Commumcatlons§ tlon protocol

If the TLS prot sed, version 1.2 of TLS or newer shall be used.

8 Authentica&gg parties to the communications

8.1 & of the parties to the communications connection
t

henticity and integrity of the digital certificates or keys used to encrypt the
munlcatlons or messages as well as their holders must be verified in establish-
communications connections between identification services and identification
erV|ces and relying parties.

Q The authentication must be based on a qualified electronic signature or a qualified
electronic seal in compliance with the eIDAS Regulation or a direct bilateral proce-
dure. Authentication may not only be based on a generally trusted digital certifi-
cate.

8.2 Certificate and key renewal

The digital certificates and keys referred to in section 8.1 above must be regularly
renewed.
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In order to ensure the authenticity and integrity of new digital certificates and keys,
the renewal must be carried out in one of the following ways:

a) in accordance with the procedure in section 8.1,

b) by providing new keys via a communications connection, whose integrity and
confidentiality has been ensured by binding the parties’ communications to digital
certificates or keys provided in accordance with section 8.1, or

c) by signing the new keys using a key provided in accordance with section 86
9 Integrity and confidentiality of authentication messages %

9.1 Protecting messages between identification services and@'y par-

ties

011 Qy

The integrity and confidentiality of authentication message@laining personal
data must be protected in communications between idgnatification services and be-

tween identification services and relying parties in op&\of the following ways:
a) by ensuring the integrity and confidentiality !\&mmunications connection
by binding the parties’ communications to digi ificates or keys provided in
compliance with section 8, or

b) by encrypting and signing the messaQwith a key provided in compliance with

the procedure in section 8. Q~
9.1.2 O

Authentication messages betwgen identification broker services and relying parties
must be authenticated signatures.

9.2 Protecting mess slin the user interface

If the authentidat essages are relayed via the user’s browser or terminal de-
vice, the mess;g ust be encrypted and signed in accordance with subsection
9.1.1.b.

9.3 Encr tﬁyalgorithms and procedures
A
&

10 Information security requirements at the national node interface

cryption and signing of messages must employ the procedures specified in
ion 7.1, where applicable.

Q The interface between the identification broker service provider and the national
node must meet the requirements specified in sections 7-9.

11 Incident notifications by the identification service provider to the
Finnish Transport and Communications Agency

11.1 Significant threats and disruptions

Significant disruptions to the identification service that need to reported to the Finn-
ish Transport and Communications Agency according to section 16 of the Identifica-
tion and Trust Services Act include events that are connected to incorrectness or
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abuse of electronic identity or to an information security threat or disruption that
compromises the integrity and reliability of identification. Unforeseeable disruptions
with greater than minor effects on the trust network are also considered significant.

11.2 Reported information

Notifications of significant threats or disruptions provided to the Finnish Transport
and Communications Agency shall contain at least the following information:

1) identification means or identification broker service affected by the disruption
or threat;

2) description of the disruption or threat and any known reasons for@s du-
ration;

3) description of the impact of the disruption or threat, includi impact on
the issuance of new identification means, their users, relyj ies, other
parties of the trust network, and cross-border use; §

4) description of corrective measures; and

5) description of the provision of information on Cﬁ/uptlon or threat to rely-
ing parties, identification means holders an he st network as well as infor-
mation on notifying other authorities.

11.3 Reporting procedure 0

Significant disruptions or threats must be ported to the Finnish Transport and
Communications Agency eIectronicQ_by using an online form, e-mail or secure e-

mail Q
The report may be amended later on if &f the information is not available at the time of the
initial report submitted without undye delay in accordance with section 16 of the Identification
and Trust Services Act.

Chapter 3 Identificatlél(wce interoperability

12 Minimum s%?f ata to be relayed in the trust network

12.1 Manda et of data

Tk&ll(owing minimum set of data shall be relayed at the interface between the
i iMcation means provider and the provider of an identification broker service:

?‘ 1) in identification events concerning natural persons: at least the first name,
% family name, date of birth and the unique identifier of the person authenti-
Q cated by the identification means provider;

2) in identification events concerning legal persons: at least the first name,
family name and the unique identifier of the natural person representing
the legal person as well as the unique identifier of the organisation authen-
ticated by the identification means provider;

3) an indication of whether the level of assurance is substantial or high; as
well as

4) name of the relying party authenticated by the identification broker ser-
vice.
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12.2 Optional information

The interface between the identification means provider and the provider of an
identification broker service must have the technically planned possibility to relay
the following information:

1) indication of whether the identification event concerns a public administra-
tion eService or a private eService;

2) in identification events concerning natural persons: forename(s) and sur-
name(s) at the time of birth, place of birth, current address and gen@

3) in identification events concerning legal persons:

a) current address; %\

b) VAT registration number; ?\

c) tax reference number; %%

d) the identifier related to Article 3(1) of Dirg€tive 2009/101/EC! of the
European Parliament and of the Counci

e) Legal Entity Identifier (LEI) referre inpCommission Implementing
Regulation (EU) No 1247/20122;

f) Economic Operator Registraj Identification (EORI) referred to in
Commission Implementing ulation (EU) No 1352/20133; and

g) excise number provi eQ-Article 2(12) of Council Regulation (EC) No
389/20124.

12.3 Pseudonymisation of iden¥fication

The duties specified i ec&ns 12.1 and 12.2 above pertain to the interface be-
tween the identifica i% ns and the identification broker service in authenticat-
ing the user even e identification broker service only discloses the pseudo-

nym of the idemlifjc n means user or a limited amount of personal data on the
user to the relyjndgfarty in accordance with section 8, subsection 2 of the Identifi-

cation and&t Services Act.

13 Infor/?‘ti required in cross-border use
e

n\sing a Finnish identification means notified in accordance with the eIDAS
ulation on a foreign eService, the same information shall be relayed at the in-
?& ace between the identification means provider and the provider of an identifica-
%tion broker service as required by section 12 concerning national identification in

the trust network. It must be possible to relay the information between the identifi-
cation brokering service and the national node. In addition, an indication of whether

1 Directive 2009/101/EC of the European Parliament and of the Council of 16 September 2009 on coordination of safeguards which, for the protec-
tion of the interests of members and third parties, are required by Member States of companies within the meaning of the second paragraph of
Article 48 of the Treaty, with a view to making such safeguards equivalent (OJ L 258, 1.10.2009, p. 11).

2 Commission Implementing Regulation (EU) No 1247/2012 of 19 December 2012 laying down implementing technical standards with regard to the
format and frequency of trade reports to trade repositories according to Regulation (EU) No 648/2012 of the European Parliament and of the Coun-
cil on OTC derivatives, central counterparties and trade repositories (OJ L 352, 21.12.2012, p. 20).

3 Commission Implementing Regulation (EU) No 1352/2013 of 4 December 2013 establishing the forms provided for in Regulation (EU) No 608/2013
of the European Parliament and of the Council concerning customs enforcement of intellectual property rights (OJ L 341, 18.12.2013, p. 10).

4 Council Regulation (EU) No 389/2012 of 2 May 2012 on administrative cooperation in the field of excise duties and repealing Regulation (EC) No
2073/2004 (0J L 121, 8.5.2012, p. 1).
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the identification event relates to a public administration eService or to a private
eService shall be relayed.

14 Data transfer protocol and other requirements

14.1 Data transfer protocol

The identification service provider must enable the chaining of initial identification
in accordance with section 17 of the Identification and Trust Services Act and relay-
ing identification events within the trust network in accordance with section 12a of
the Identification and Trust Services Act using an interface conforming to at Ié
either the Open IDConnect or SAML protocol.

14.2 Other features of the interface \

%er service,

The identification means provider, the provider of the identificati

the relying party and the national node operator shall negotia perties of
their mutual interfaces (other than those laid down in this R ) and the re-
spective protocol to be employed. %
Chapter 4 Assessment criteria related to the id cation service
15 Conformity assessment criteria &
15.1 Identification scheme and identifin means features to be as-
sessed

The identification service assegs gt required in section 29 of the Identification
and Trust Services Act mustycQ all of the requirements specified in the act and
in this regulation, which p n to:

1) certain properties e functions affecting the provision of the identification
service (the idedtifjca#fon scheme), namely:

a) infgﬁ\ security management

b), regor&keeping and data processing

}%}Eilities and staff
é d) technical measures (controls)

e) interoperability in the trust network

@h) the identification means, meaning certain properties of the identification
Q means, namely:

a) application and registration

b) identity proofing and verification of the applicant

c) identification means characteristics and design

d) issuance, delivery and activation

e) suspension, revocation and reactivation
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f) renewal and replacement

g) authentication mechanisms.

15.2 Assessment criteria

The conformity assessment may be based on the assessment guideline issued by
the Finnish Transport and Communications Agency or the rules and guidelines of
the EU or other international body, published and universally or regionally applied
information security guidelines, or widely adopted information security standards

mentioned above.

or procedures. The assessment may be based on a combination of several s@as

16 Report on the reliability of the identification service pro®

the published data

and

means of ei-

In a notification made in accordance with section 10 of the Idesftj i%tion and Trust
Services Act, the identification service provider shall provide y

ther a written self-declaration or an independent and qualiﬁ%\o
s

ification or as-

sessment of its compliance with the following require t ated to the reliability
of the identification service provider and the inform{@ovided on the identifica-

tion service:

1) an established legal person in charge of i tification service and the com-
petency and reliability of the persons. in e;

2) published notices and user infoerw, such as identification principles, data
protection principles, use restrQ‘ ions¥price lists and terms and conditions;

3) sufficient financial resources
bility for damages; 6

4) responsibility for subcont®actors; as well as

r to organise operations and cover any lia-

ice, data processing and notifications to authorities, to

5) for the event o@ation of operations, a plan for a controlled termination
e
0

or transfer of
the trust net the relying parties and users.

17 National node,'a essment criteria

Assessrn%t(}'the information security of a national node shall be based on the

(E82015/15015.

staniiard /IEC 27001 and the European Commission Implementing Regulation

Chapt ompetences of the identification service assessment body

quirements concerning an external assessment body of the
identification service

18.1 Proving procedures

The independence and competences of an assessment body, referred to in section
33 of the Identification and Trust Services Act, may be proven through one of the

following:

5Commission Implementing Regulation on the interoperability framework pursuant to Article 12(8) of Regulation (EU) No 910/2014 of the European

Parliament and of the Council on electronic identification and trust services for electronic transactions in the internal market
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1) accreditation based on standard ISO/IEC 27001 or other proof of the compe-
tence to perform assessments according to the standard;

2) competence proven according to an internationally recognised self-regulation
arrangement based on WebTrust guidelines;

3) accreditation based on the PCI DSS payment card standard or other proof of
the competence to perform assessments according to the standard;

4) competence proven according to the ISACA standards and IT management

framework; or 6

5) compliance with other, comparable rules, guidelines or standards g ral
information security management or sector-specific regulation or Ségn¥ardisa-
tion or providing proof of competences required therein. %

18.2 Competence

Proof of the competence to assess identification schemes als ires demonstrat-
ing how, and to what extent, the rules, guidelines or standafds teferred to in sec-
tion 18.1 concern the requirements set for the identifigation scheme.

19 Requirements concerning an internal asse ent body of the
identification service 5\/

19.1 Independence QQ
m

The independence of an internal assess t body, referred to in section 33 of the
Identification and Trust Services A ay be proven through one of the following:

1) compliance with the IIA ds for professional practice (independence and
Qin

objectivity of internal a , including organisational independence);
2) compliance with th ACA standards and IT management frameworks;
t

3) compliance IS (Bank for International Settlements) internal audit
guidelineSf)(

4) compliangeé With the regulations and guidelines on internal auditing of the FIN-
FSA uJations and Guidelines;

5 co%ﬂance with instructions or regulations issued by the corresponding super-
Visory authorities of other EEA Member States; or

compliance with other comparable government regulations or standards con-
cerning overall independent internal audit management.

@ Competence
Proof of the competence to assess identification schemes also requires demonstrat-
ing how, and to what extent, an internal audit arranged according to the rules,
guidelines or standards referred to in section 19.1 concern the requirements set for
the identification scheme.

Chapter 6 Qualified trust services
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20 Assessment criteria for a qualified trust service provider

20.1 Standards
20.1.1

In addition to the requirements laid down in the eIDAS Regulation, a qualified
trust service provider shall meet the requirements of standard EN 319 401.

20.1.2

In addition to the requirements laid down in section 20.1.1, a qualified tr s@
vice provider issuing qualified website certificates or qualified certificat -
tronic signatures or seals shall also meet the requirements of standar&x 19
411-1 and EN 319 411-2.

20.1.3 ?~
In addition to the requirements laid down in section 20.1.1%a ified trust ser-

vice provider issuing qualified time-stamps shall also me requirements of
standard EN 319 421. (}

20.2 Voluntariness of the standards
Compliance may be proven through complia W the standards referred to in
section 20.1 or through other means to aci corresponding level of reliabil-
ity.

21 Assessment criteria for a qual5 ied\trust service

21.1 Standards QO

21.1.1

Certificates issued by Wied trust service shall, in addition to the requirements
of the eIDAS Regulatﬁ? cerning certificates of electronic signatures and seals as
well as website ce ab€s, meet the requirements of standards EN 319 412-1, EN
319 412-2, EN% -3, EN 319 412-4 and EN 319 412-5, as applicable.

V4

21.1.2

The pro@ and time-stamp profile employed by a qualified time-stamp shall com-
plygiith stendard EN 319 422.

A

A qualified validation service for qualified electronic signatures or seals must meet
the requirements specified in standard EN 319 102-1, in addition to those specified
Q in the eIDAS Regulation.

21.1.4
A qualified electronic registered delivery service must meet the requirements speci-

fied in standards EN 319 521 and EN 319 522, in addition to those specified in the
eIDAS Regulation.
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21.2 Voluntariness of the standards

Compliance may be proven through compliance with the standards referred to in
section 21.1 or through other means to achieve a corresponding level of reliability.

Chapter 7 Conformity assessment body of trust services

22 Evaluation of the competence of assessment bodies

22.1 Assessment body operations

For the conformity assessment bodies of trust services, a prerequisite for Qg
with the requirements laid down in section 33, paragraphs 1(3) and 1(
Identification and Trust Services Act is that the assessment body me 4%? e-

quirements specified in standard EN 319 403 or other correspondin irements.

22.2 Competence g/
For the conformity assessment bodies of trust services, a p%q isite for complying
1(2WNof

with the requirement laid down in section 33, paragrat the Identification
and Trust Services Act is that the assessment body is §uffigiently competent to per-
form assessments according to the criteria for trust®Sgr"ee providers listed in sec-
tion 20 above and the criteria for trust services li%{ed j# section 21 above.

Chapter 8 Certification of qualified elect@ ignature or seal creation
devices

23 Electronic signature or seal c@.ﬁon device certification body

Identification and Trust Servi®€s Act is sufficient competence and resources for ver-
ifying that the requiremegts of the eIDAS Regulation and the Commission Imple-
menting Decision (EU)=20 506 or its replacement decision are fulfilled in the de-
vice to be certified,

A prerequisite for complyingQh requirements laid down in section 36 of the

Certification b gpliance with the requirements may be demonstrated through
accreditation or,ofp€r independent investigation. Competence may also be demon-
strated thr, gI(an inclusion in SOGIS-MRA (Senior Officers Group for Information

Systemﬁ I\m!al Recognition Agreement), an agreement between certain certifica-

tion bodi f EU or EEA Member States.

Chapterénsitional provisions and signatures

24@ nsitional provisions and entry into force
Q 24.1

The Regulation enters into force on x April 2022.
24.2

The requirement laid down in section 6.2.1 of the Regulation must be implemented
no later than on x October 2022.

6 COMMISSION IMPLEMENTING DECISION (EU) 2016/650 of 25 April 2016 laying down standards for the security assessment of qualified signature
and seal creation devices pursuant to Articles 30(3) and 39(2) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on
electronic identification and trust services for electronic transactions in the internal market
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The requirements laid down in section 6.2.2 and subsection 4 of section 12.1 of the
Regulation must be implemented no later than on x October 2022.

24.3

The requirement on party identification specified in section 8.1 of the Regulation
must be implemented

a) no later than on x October 2022 between identification services,

b) no later than on x October 2022 between identification broker servi
and new relying parties and

c) no later than on X April 2023 between identification broker s% s and
r

relying parties that have signed agreements prior to X Oc 22

ulation must be implemented no later than on x April 2023

24.4 \2\

The procedure specified in subsection a of 9.1.1. of Qﬁﬁulation may be em-
ployed when a key or digital certificate in compli% jth the requirements in sec-

The requirement on updating keys and digital certificates in se@ ¥ of the Reg-

tion 8 is available. @
The requirements in subsection b of sectiog 9.%. ¥ and section 9.1.2 of the Regula-
tion must be implemented within the ter period specified in section 24.3.

In Helsinki on (DD) Month 2%@

Party making the dedsi nx'

Q

Presentin\q' %&r
A
¥~
Q.
Y




